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1. Welcome to COPA-DATA help

GENERAL HELP

If you cannot find any information you requirein this help chapterorcan think of anything thatyou
would like added, please send an email to documentation@copadata.com
(mailto:documentation@copadata.com).

PROJECT SUPPORT

You can receive supportforany real project you may have from our Support Team, who you can contact
viaemail at support@copadata.com (mailto:support@copadata.com).

LICENSES AND MODULES

If you find thatyou need other modules orlicenses, our staff will be happy to help you. Email
sales@copadata.com (mailto:sales@copadata.com).

2. KDNP1

The KDNP1 driverisfor communication with Kepco's KDNP1 protocol, whichis based onthe DNP3
standard. In doingso, the driveracts as a Master. At protocol level, serial communicationand IP
communication to several Outstations are supported via TCP.

» The KDNP1 driverpollsforobjects. This pollingis cyclical. Inaddition, this polling can be
activated or deactivated with adrivercommand.

» Inaddition, the driver supports communication with Confirmed Datalink layer. To do this, the
Data link confirm propertyinthe Outstation driverdialogcanbe activated. Timeoutandthe
number of attempts can be configured for this property.


mailto:documentation@copadata.com
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DEFINITION OF TERMS

In orderfor youto understand this document better, pleasefind the definition of importanttermsin the
followinglist.

Term Definition

Master Controlling station. A Master sends read queries and control queries to the
Outstation.

Objekt Group Data type or data type inthe Outstation with a defined functionality.

Examples of assignments:

» Object Group 30 isastatisticalanalogentry.

» Avaluechangefor ananaloginputisassignedto Object Group 32.
» Object Group 40 isforreadingan analogoutput.

» Object Group 41 isforwritingto ananalogoutput.

Outstation SPS or RTU in KDNP1. An Outstation is a slaveatprotocol level and sends data to
the Master on request.

Point Equivalentof a variablein the Qutstation. A Point is addressed with a Point Number
(Offset) per Objekt Group, whereby the followingis applicable:Point 12 for
Object Group 30 andPoint 12 for Object Group 32 both have the same analog
input as a basis,butPoint 12 for Object Group 1 is a completely-independent

binaryinput.The general term for a value, time or status changeis DNP Object.

Variation Format in which the Oustation saves a staticvalueora valuechangein Class 0 or
Class 1, 2 or 3. This can be configured in the Outstation for each Object Group or
for each Point.

The Variation defines (e.g.)

» astaticvalue(Class 0) ora valuechange, ifthisis aninteger ora floating point.

» atime stamp is savedor not, or whether Object Flags aresaved or not.

COMMUNICATION

The communicationis mainly polling. Indoing so, the driver carries out a corresponding Class Poll.
Different pollingintervals can be defined for binary inputs, binary outputs and analoginputs.

The driver processes the received values and sends them to the Runtime.



3. Driver history

Date Build number Change

15.08.15 21913 Created driver documentation

4. Requirements

This chapter containsinformation on the requirements that are necessary for use of this driver.

4.1 PC

HARDWARE

» Serialinterface

» EthernetTCP

CE

The KDNP1 driverisnot available for CE.

5. Configuration

In this chapteryou will learn how to use the driverin a project and which settings you can change.

¢ Information

Find out more about further settings for zenon variables in the chapter Variables
(main.chm:,/15247.htm) of the online manual.


main.chm::/15247.htm

5.1 Creating a driver

In orderto create a new driver:
1. Right-click on Driver inthe Project Manage and select Driver new inthe context menu.

2. Inthefollowingdialogthe control system offers alist of all available drivers.

P Definiion of et

Available drivers

|} Codesys Arti NG SoftPLC driver

--EIi Codesys Arti SoftPLC driver

-] Bachmann

T DA e—

Driver name
Codesys Arti NG driver

Driver information

Description:

Codesys Soft PLC driver "Mew Generation” for the Codesys 35-ARTI (Asynchron Runtime
Interface) interface. The driver supports direct variable import from the Codesys development
environment and replaces the Codesys Arti Soft PLC driver.

Supported PLC types:
Codesys Soft PLCs, Moeller XControl PLCs ¥C200 and XC600, and Elau PacDrive Contraller

MAX 4, C200, C400, C600, P6O0,

Supported connection types:
Ethernet; Local

3. Selectthe desireddriverandgiveita name:



e Thedrivername has to be unique, i.e.if one andthe same driveristo be used several times
inone project, a new name has to be given each time.

e Thedrivernameis part of the file name. Therefore it may only contain characters which are
supported by the operating system. Invalid characters are replaced by an underscore (_).

e Attention: This name cannotbe changed lateron.

4. Confirmthe dialogwith oK. Inthe following dialog the single configurations of the drivers are
defined.

Onlythe respective required drivers need to be loaded fora project. Later loading of an additional driver
ispossible without problems.

Y Information

For new projects and for existing projects which are converted to version 6.21 or higher,
the following drivers are created automatically:

» Internal
» MathDr32
»  SysDrv.

5.2 Settings in the driver dialog

You can change the following settings of the driver:



5.2.1 General

The configuration dialogis opened when adriveris created. Inorderto be able to openthe dialoglater
for editing, double click on the driverin the list orclick on the Configuration property.

Configuration (eS|
General
OK
Mo
[ Hardware hd Help

[ Keep update list in memory
[T Qutputs writeable

[ Variable image remanent
[ Stopped on Standby-Server

Update time global
Global updatetime in ms:
1000

Priority

10



Parameters

Mode

Keep update listin the memory

Output can be written

Variable image remanent

Description

Allows to switch between hardwaremode andsimulation mode
» Hardware:

A connectiontothe controlis established.
» Simulationstatic

No communication between tothe control is
established, the values are simulated by the driver.
In this modus the values remain constant orthe
variables keepthe values which were set by zenon
Logic. Each variable hasitsown memory area. E.g.
two variables of the type marker with offset 79 can
have differentvaluesinthe Runtimeand do not
influence each other. Exception: The simulator
driver.

» Simulation-counting

No communication between tothe control is
established, the values are simulated by the driver.
In this modus the driverincrements the values
within avalue range automatically.

» Simulation - programmed

N communicationis established to the PLC. The
valuesare calculated by a freely programmable
simulation project. The simulation projectis created
with the help of the zenon Logic Workbench and
runs ina zenon Logic Runtime whichisintegratedin
the driver. For details see chapter Driver simulation
(main.chm::/25206.htm).

Variables which were requested once are still requested from the
control even ifthey arecurrently not needed.

This has the advantagethat e.g. multiplescreen switches after
the screen was opened for the firsttime are executed faster
because the variables need not be requested again.The
disadvantageis a higher load for the communication to the
control.

Active: Outputs can be written.
Inactive: Writingof outputs is prevented.
Note: Not availablefor every driver.

This option saves and restores the current value, time stamp and
the states of a data point.

Fundamental requirement: The variablemusthave a validvalue
and time stamp.

11


main.chm::/25206.htm

Stop on Standby Serwer

Global Update time

Priority

The variableimageis saved in mode hardware if:

» one of the states S_MERKER_1(0) up to S_MERKER8(7),
REVISION(9), AUS(20) or ERSATZWERT(27) is active

The variable image is always saved if:

» the variableis of the object type Driwver variable

» the driver runsinsimulation mode. (not programmed
simulation)

The followingstates arenot restored at the start of the Runtime:
)  SELECT(8)

»  WR-ACK(40)

»  WR-SUC(41)

The mode Simulation - programmed at the driver startis nota
criterioninorder to restore the remanent variableimage.

Setting forredundancy atdrivers which allow only on
communication connection. Forthisthe driveris stopped at
the Standby Serverand only started at the upgrade.

Attention: If thisoptionisactive, the gapless archivingisno
longer guaranteed.

Active: Setsthe driveratthe not-process-leading Server
automatically in astop-like state. In contrast to stoppingvia
drivercommand, the variable does notreceive status
switched off (statusverarbeitung.chm::/24150.htm) butan
empty value. This prevents that at the upgrade to the
Serverirrelevantvalues are created inthe AML, CEL and
Historian.

Note: Not available if the CEterminal serves as adata
server. You can find furtherinformationin the zenon
Operator manual inthe CE terminal as a data server
chapter.

Active: The set Global update time inms isused for all
variablesinthe project. The priority setat the variables is not
used.

Inactive: The setpriorities areused for the individual
variables.

The pollingtimes for the individual priority classes aresethere.
All variables with the according priority are polledinthe set time.

The allocation to the variables takes placeseparatelyinthe
settings of the variableproperties.

The communication of the individual variables aregraduatedin
respect of importance or necessary topicality using the priorities.

12
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Thus the communicationloadis distributed better.

Attention: Priority classes are notsupported by each driver For
example, drivers thatcommunicate spontaneously do not
supportit.

CLOSE DIALOG

oK Applies all changesinalltabs and closesthe dialog.
Cancel Discardsallchangesinalltabs andcloses thedialog.
Help Opens onlinehelp.

UPDATE TIME FOR CYCLICAL DRIVERS

The following applies for cyclical drivers:

For Set value, Advising of variables and Requests, a read cycle is immediately triggered for all drivers -
regardless of the set update time. This ensures that the valueis immediately availablefor visualization after
writing. Update times cantherefore be shorter than pre-set for cyclical drivers.

5.2.2 Com

7Y

Com:
COM 1 v 9600

Databit:




Com

Configuration

Selection Com port.
Select from drop-down list:
COM 1to COM 64

Default: 1

Baud rate

Selection baud rate. Amend to PLC.
Select from drop-down list:
110to 256000

Default: 9600

Data hit

Number of data bits. Amend to PLC.

Select from drop-down list:
5 6, 7, 8

Default: 8

Stop bit

Selection stop bit. Amend to PLC.
Select from drop-down list:

» 1
» 1.5
> 2

Default: 1

Parity

Selection of the parity. Amend to PLC.
Selection from drop-down list:

» No
» 0Odd
> Even

Default: No

Protocol

Selection protocol. Amend to PLC.
Selection from drop-down list:

» No

» Xon/Xoff
» Rts/CTS
» DTR/DSR

Default: No

CLOSE DIALOG

Parameters

oK

Cancel

Description

Applies all changesinalltabs and closesthe dialog.

Discardsallchangesinalltabs and closes thedialog.

Zenon




Parameters Description

Help Opens onlinehelp.

Y Info

The exact settings depend on the used PLCs. Take the valid values from the manual of
your PLC.

5.2.3 Options

You configure the communication parametersin this tab.

Note: This dialogis only availablein English.

Configuration “

General | Com | Options | Connections

Data link

® TCPAP Cancel
Network connection Help
Ethemet| v

() Serial

Receive frame timeout 1000 s

Ennn

Send frame timeout 5000 s

Half duplex

Application
Double point mapping
Custom legacy mapping W

Pulse duration
On time Off time
Norm 1000 ms 1000| e
Trip 1000| ms 1000 ms

Close 1000| ms 1000| ms




DATA LINK
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TCP/IP

» Active: Communicationisvia TCP/IP.

Network connection

Selection of the network connection thatis used for
communication. Entry inthe field or selection from a drop-down
listfrom:

» Name
or

» Network connection
or

» IPaddress.

The names of the network connections availableon the local
computer are shown inthe drop-down list.

For remote Runtime computers, enter the name of the network
card or the IP address of the remote computer.

Serial

Active: Communicationis via the serial interface.

Default: Inactive

Receive frame timeout [ms]

Timeout in milliseconds for the receipt of a complete telegram.
The starttime is the firstcharacter of the telegram.

Default: 1000

Note: Onlyactiveifserial has been activated.

Send frame timeout [ms]

Timeout in milliseconds for the sending of a telegram. If the serial
output buffer is filled for longer than this time period, this is
considered a transmission error

Default: 5000

Note: Onlyactiveifserial has been activated.

Half duplex » Active: Atelegram issentagainifaresponsehasbeen
received for the telegram that was lastsenton the interface.
Default: Inactive
Note: Only active if serial has been activated.
APPLICATION

Double Point Mapping

Selection of Double Point Mappingto aninteger value. Select
from drop-down list:

» SCADA default mapping
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» DNP3 binary mapping

> Custom legacy mapping

Default: SCADA default mapping

PULSE DURATION

Setting of the pulse duration for Norm, Trip and Close for each connection. Norm, Trip and Close define
whichrelayis switched

Norm Corresponds to NUL:

Pulseduration norm:

» On time:
Period of time in milliseconds in which the Output is ON
Default: 1000

»  Off time:

Period of time in milliseconds in which the output is OFF
Default: 1000

Trip Pulseduration trip:

»  On time:
Period of time in milliseconds in which the output is ON
Default: 1000

»  Off time:
Period of time in milliseconds in which the output is OFF
Default: 1000

Close Pulsedurationclose:

» On time:

Period of time in milliseconds in which the output is ON
Default: 1000

> Off time:
Period of time in milliseconds in which the output is OFF
Default: 1000

CLOSE DIALOG

oK Applies all changesinalltabs and closesthe dialog.
Cancel Discardsallchangesinalltabs andcloses thedialog.
Help Opens onlinehelp.
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5.2.4 Connections

You configure the connectionin thistab.

Note: This dialogis only availablein English.

[Goner [ Gom | Optons| Conectons




Parameters Description

List of connections Displaystheconfigured connections.:
» Net address
Network address of the outstation. Thisaddress must be
unique and can only beissued once.

» Description
Description of the outstation. Corresponds to the Friendly

name.

» Connection
Connection port.

e Witha TCP connection
TCP/IP address, TCP port

e Witha serial connection:
Correspondstothe Com setting configuredinthe Com

tab.
New Opens the dialogfor creatinga new connection (on page 20).
Edit Opens dialogfor editing the selected connection.
Delete Deletes the selected connection.
CLOSE DIALOG
Parameters Description
oK Applies all changesinalltabs and closesthe dialog.
Cancel Discardsallchangesinalltabs and closes thedialog.
Help Opens onlinehelp.

CREATE NEW CONNECTION

1. Clickon the New button.
The dialogfor the configuration of the outstation (on page 20) is opened.

2. Enterthe connectiondetails.

3. Clickon oK.
The dialogis closed. The connection that hasjust been createdislisted in the connections list.

EDIT CONNECTION

1. Selectthe connectioninthe connection list.

2. Clickon the Edit button.
The dialogfor the configuration of an outstation (on page 20) is opened.
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3. Changethe connection parameters.

4, Clickon OK.

DELETE CONNECTION

1. Selectthe connectioninthe connection list.
2. Clickon the Delete button.

3. Theconnectionwill be removed fromthe list

Outstation

You configure connectionsinthis dialog. The dialogis openedif you click, in the Connections tab, onthe
New or Edit button.

Note: This dialogis only availablein English.

Outstation “
General
Met address Friendly name
Connection (IF)
W
Add Edit
Source address (Jocal) Dest. address (remote) Error wait time
3 4 20 s
Reply timeout Retries Keepalive
10000 | ms 3 120 | s
DL timeout DL Retries
[ pata link confirm 1000 | ms 3
Advanced
Max. APDU size 048
Timesync LAM [Ino integrity poll on TIN2.3
[Ino dass poll on TIN1. 1,1IN1.2,IIN1.3 Delay measurement (Timesync)
|:| Mo time sync on IIN1.4
Poll per object
(®) Qualifier: Al () Qualifier: Range start/stop
Digital Input Interval 10| s Digital Output Interval W0 s
Analog Input Interval 30 |s Device Indication  Interval 60 | s

20
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GENERAL

General settings.




Parameters

Net address

Friendly name

Connection (IP)

Add

Edit

Source address (local)

Dest. address (remote)

Error wait time

Reply timeout [ms]

Retries

Keepalive

Description

Net address of the connection.

Value between 0 and255.
Corresponds to the Net address property for the variable.

The network address mustbe unique.
Default: Last network address issued + 1
Name of connection. Freely selectable.

Selection of the TCP channel via which communication with this
Outstation takes place.

Withvirtual Outstations, itis possiblethatseveral stations share

one channel.

Select from drop-down list. Administration of the connection with

the Add and Edit buttons.
(Not availablefor serial communication.)

Adds a new TCP link configuration (on page 26). The TCP links
dialogis opened.

Opens the dialogto edit (on page 28)all existing TCP links.
The driver's own address (KDNP1 Master).

Default: 3

Link address of the PLC (KDNP1 Slave).

Default: 4

Waitingtime in the event of a communication error. After an
error, the given time is waited before another attempt at
establishinga connectionis made.

Default: 20 s

Time in milliseconds thatis waited for a response from the
controller. Ifthis time has expired, a repetition is sent.

If a fragment of a multi-partresponseis received. The interval
starts over with each fragment received.

Default: 10000 ms
Number of communicationretries after timeouts.
Default: 3

If data is received or sent beyond the given time, a
LINK_STATUS_REQUEST telegram is sent.

Default: 120 s
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Data link confirm

DL timeout

DL Retries

ADVANCED

Parameters

Max. APDU size

Timesync LAN

If the Data link confirm propertyisactivated, Confirmed
data link layer telegrams are used in communication.

This check is configuredinthe DL timeout and DL Retries
properties.

Default: Inactive

Note: This property should only be activated if Confirmed
data link layerisalso activated on the outstation.

Time in milliseconds thatis waited foradata link response
fromthe controller .If thistime has expired, arepetitionis
sent.

In contrast to the Reply timeout [ms] that isapplicable for

an application layertelegram, the DL timeout is applicable
for a data link layertelegram.

An Application Layer telegram can consist of several Data

link layertelegrams.

Default: 1000 ms
Maximumtime: 99999 ms

Only active if Data link confirm isactive.

Maximum number of repeats for a connection check after a
connection error on the Data linklayer.

Default: 3

Only active if Data link confirm isactive.

Description

Maximum size of a KDNP Application Layer Fragment.
»  Minimum: 249

»  Maximum: 65535

Default: 2048

» Active: TimesynchronizationviathelAN.

Can only be configured for a TCP connection.

Default: Activated

If serial connection type (on page 15)is selected, the property in
the driver dialogis automatically activated and grayed out.

Note: Use variation 3 of the time object. This is notaccepted by

23



No class poll on 1IN1.1, 1IN1.2, 1IN1.3

No time sync on 1IN1.4

No integrity poll on 1IN2.3

Delay Measurement (Timesync)

POLL PER OBIJECT

all stations.

Active: Driverignores Internal Indication Flags1IN1.1,1IN1.2 and
IIN1.3

Compatibility setting: Ensure that polling for events is carried out
regularlyin order to avoid possible buffer overflows in the
Outstation.

Active: The driverignores the internal indication flagIN1.4.
Compatibility setting. Time synchronizationrequired.

Active: Driverignores the Internal Indication FlagIN2.3 (Buffer
Overflow). Compatibility setting.

If active, the driver carries outa Delay Measurement when time
synchronizing.

Active if:
» Connectiontype Serial

» IP connectiontype (TCP/IP) and Timesync LAN not
active.

Note: With a serial connection, Timesync_LAN is active by
default and grayed out, Delay Measurement (Timesync) can
however be selected.

In this area, you configure the query parameters to the outstation.

The following can be configured:
» Typeof polling(query)
» Polledobjects

» Timeinterval of the polling

24
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Qualifier: All

If this propertyis active, all available data points for
the respective object type of the outstation are
read.

The interval time of the query can be configured for the
respective property.

Default: activated

Qualifier: Range start/stop

If this propertyisactive, only variablesinthe project
can be polledforobjecttypes.

This means: The driver determines the smallestand
largest offsetand uses thisforthe object poll.

Default: Not activated

Binary Input

Pollinginterval for Binary Input object-type variables.
Default: 10 s

Note: Value 0 deactivates the pollingfor this objecttype.

Binary Output

Pollinginterval for Binary Output object-type variables.
Default: 20 s

Note: Value 0 deactivates the pollingfor this object type.

Analog Input

Pollinginterval for Analog Input object-type variables.
Default: 30 s

Note: Value 0 deactivates the pollingfor this objecttype.

Device Indication

Pollinginterval forthe Device Indication objecttype.
This object type providesinformation on the status
of the modulesin the outstation:

» 0 = ok
» 1 = fault
Default: 60 s

Note: Value 0 deactivates the pollingfor this object type.

CLOSE DIALOG

OK

Applies settings and closes thedialog.

Cancel

Discardsallchanges and closesthe dialog.
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TCP/IP link configuration

Configuration of TCP links.

Note: This dialogis only availablein English.

IP address (primary]: Part:
[192.188.01] | | 20000

IP address [zecondary]: Part 2
| | | 20000

TCP re-connect delay [s]: TCP dizconnect delay [z]:

()8 | | Cancel |
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IP address (primary) Entry of the primaryIP address.

Port Primary TCP port of the PLC.
Default: 20000

IP-address (secondary) Backup address forredundant connection to the PLC.

Port 2 Port of the backup address.
Default: 20000

TCP re-connect delay [s] Minimum time periodinseconds that must be between two TCP
connection attempts.
Default: 10 s

TCP disconnect delay [s] If no datais sentor received over the given time period, the TCP

connection is disconnected automatically.

Default: 10 s

Note: In this case, the Pollingintervals must be configured
with a correspondingly lowtime period.

Ifthe time period sethere =0 the TCP connectionisnot
separated.

NAVIGATION

Cancel Discardsall changes and closesthe dialog.

ERROR DIALOG - ADDRESS ALREADY EXISTS

Only one outstation with a port number can be configured per IP address. If two outstations on the
same IP address with different port numbers need to be addressed, please use one more driver.

Ifan IP address conflict occurs during the configuration of an outstation, thisis visualized with a warning
dialog.

i Alink with the specified primary address does already exist!

Click on the Browse... buttonto return to the configuration dialog.




Note: This dialogis onlyavailablein English.

TCP/UDP Links

Display and administration of all TCP links.

Note: This dialogis only availablein English.

Links
192.168.0.10, TCP:20000

Delete

Configuration

Zzenon




Configuration
zenon

Links Displaystheconfigured TCP channels.

The IP address and the TCP portis displayed:
[IP address], TCP:[port number]

New Opens the dialogto create a new (on page 26) TCP channel.
Edit Opens the dialogtoedit (on page 26) the selected TCP channel.
Delete Deletes selected TCP link.

The TCP linkis deleted without requesting confirmation.

NAVIGATION
oK Applies settings and closes thedialog.
Cancel Discardsallchanges and closesthe dialog.

CREATE A NEW TCP CHANNEL

1. Clickon the New button.
The TCP/IP link configuration (on page 26) dialogis opened.

2. Enterthe connectiondetails.

3. Clickon the oK button.
The dialogis closed. The configured TCP channel is displayed in the Links list.

EDIT A TCP CHANNEL

1. Selectthe desiredLinkinthe list.

2. Clickon the Edit button.
The TCP/IP link configuration (on page 26) dialogis opened.

3. Changethelink parameter.

4. Closeitwith oK. .
The dialogis closed. The configured TCP channel is displayed in the Links list.

DELETE A TCP CHANNEL

1. Selectthe desired Linkinthe list.

2. Clickon the Delete button.



H_53218
H_53218

3. Theconnectionwill be deleted from the list without requesting confirmation.

6. Creating variables

Thisis how you can create variablesinthe zenon Editor:

6.1 Creating variables in the Editor

Variables can be created:
» assimplevariables
» inarrays (main.chm::/15262.htm)

» as structure variables (main.chm::/15278.htm)

VARIABLE DIALOG

To create a new variable, regardless of which type:

1. Selectthe New variable command in the Variables node inthe context menu

2. Thedialogfor configuringvariablesis opened
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W Alacations drv_C Wariable new... Ins 0 0 il 0
- Alarm drv_C Create standard function 0 0 i 0
& Units drv_y 0 ] 0 0
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3. configurethevariable
4. Thesettingsthatare possible dependsonthe type of variables

Settings
MName:  S_Variable
5_Variable

[sMuL32 - siMu_wiz ~|
Driver object type
[Pl.c.llu'la' -]

Array settings

) Startindex is 0

@ Startindex is 1

Dim 1 Dim 2 Dim 3

0 = 0 = 0 =

Addressing options

(@) Automatic addressing
Addressing according to data type offset and start offset
Manual addressing

| /| Each datatype starts with new offset

Automatic addressing

(@) Activate all elements
Activate element manually

ek [ Fnsh | [ caned | [ hep |




Property Description

Name Distinct name of the variable.f a variable with the same name already
exists inthe project, no additional variablecan becreated with this name.

Maximum length: 128 character

Attention: The characters #and @ arenot permitted in variablenames. If
non-permitted characters areused, creation of variables cannotbe
completed and the Finish button remains inactive.

Note: For some drivers, the addressingis possible over the property
Symbolic address, as well.

Drivers Select the desired driver from the drop-down list.

Note: If no driver has been opened inthe project, the driver for internal
variables (Intern.exe (Main.chm::/Intern.chm::/Intern.htm)) is
automaticallyloaded.

Driver object type Select the appropriatedriver objecttype from the drop-down list.

(cti.chm::/28685.htm)

Data type Select the desired data type. Click onthe ... button to open the selection
dialog.

Array settings Expanded settings for arrayvariables. You can find details inthe Arrays
chapter.

Addressing options Expanded settings for arrays and structurevariables. You can find details
inthe respective section.

Automatic element Expanded settings for arrays and structurevariables. You can find details

activation inthe respective section.

SYMBOLIC ADDRESS

The Symbolic address property can be used foraddressingas an alternative tothe Name or Identification
of the variables. Selectionis made inthe driverdialog; configurationis carried outinthe variable
property. Whenimporting variables of supported drivers, the property is entered automatically.

Maximum length: 1024 characters.

INHERITANCE FROM DATA TYPE

Measuring range, Signal range and Set value are always:
» derivedfromthe datatype
» Automatically adaptedif the datatypeischanged

Note for signal range: Ifa changeis made to a data type that does not supportthe set signal range, the signal
range is amended automatically. For example, for a change from INT to SINT, the signal range is changed to
127.The amendment is alsocarried out if the signal range was not inherited from the data type. In this case, the
measuring range must be adapted manually.
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6.2 Addressing

The offset determines the KDNP Point Nummer. In combination with the driver object type, the KDNP
objectgroupis determined.

Group/Property
General

Name

Identification
Addressing

Net address

Data block
Offset

Alignment
Bit number

String length

Driver connection

Driver Object Type

Data Type

Description

General variableproperties.

Freely definable name.

Attention: For every zenon project the name must be unambiguous.
Freely-assignableidentification, e.g. for descriptions and comments.
Properties of the variableaddressing.

Bus address or Net address of the variable.

This address refers to the stationaddress in the connection configuration of
the driver. This defines the PLC, on which the variableresides.

Attention: The DNP address of the Outstation is configured separately during
the connection.

not used for this driver
For variables of all driver objecttypes:

KDNP Pointinthe Outstation. To see always in combination with the driver
object type.

not used for this driver
not used for this driver

Onlyavailablefor String variables: Maximum number of characters that the
variablecan take.

Driver-specific properties.

Depending on the employed driver, an object type is selected duringthe
creation of the variable;the type can be changed here later.

Data type of the variable.|s selected duringthe creation of the variable;the
type canbe changed here later.

Attention: If you change the data type later, all other properties of the variable
must be checked and adjusted, if necessary.
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6.3 Driver objects and datatypes

Driverobjects are areas available inthe PLC, such as markers, data blocks etc. Here you can find out
which driverobjects are provided by the driverand which IEC data types can be assigned to the
respective driver objects.

6.3.1  Driver objects

The following object types are availablein this driver:

Analog input 68 X -- UDINT, DINT,
REAL, LREAL,
UINT, INT
Analog output 69 X X UDINT, DINT,
REAL, LREAL,
UINT, INT
Binary Input 64 X - BOOL
Binary Output 65 X X BOOL, USINT
Command 11 X X STRING
Device indication 79 X - USINT
Driver variable 35 X X BOOL, SINT, Variables for the static
USINT, INT, analysisof the
UINT, DINT, communication;is
UDINT, REAL, transferred between driver
STRING and Runtime (not to the
PLC).
Note: The addressingand
the behavioris the same for
most zenon drivers.
Find out more inthe chapter
about the Driver variables
(on page 46)
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6.3.2  Mapping of the data types

DRIVER OBJECT TYPES AND SUPPORTED IEC DATA TYPES FOR VARIABLES IN ZENON

Binary Input 64 BOOL X -

Static object
group 1

Event object
group 2

Binary Output 65 BOOL -- X Value 1: LATCH_ON
Static object Value 0: LATCH_OFF
group 10

Event object
Group 11

CROB object group
12

Binary Output 65 USINT X Value 1: PULSE_ON

Static object N Value 2: PULSE_OFF
group 10 Value 3: LATCH_ON

Value 4: LATCH_OFF
Event object

group 11 Value 65: CLOSE
CROB object group Value 129: TRIP
12

Value 1 for PULSE_ON,
LATCH_ON and CLOSE,
valueO for PULSE_OFF,
LATCH_OFF and TRIP

Analog Input 68 INT, DINT, X _

. . REAL, LREAL
Static object

group 30

Event object

group 32

Analog Output 69 INT, DINT, - X written valueis mirrored
Static object REAL, LREAL as aresponseafter
group 40 successful writing

Event object
group 42

Analog Output
Block object




group 41

Command 11 STRING X X Initiates an explicit
command

For example, explicit
reading, ...

Pe?ﬁcet . 79 USINT X - Providesinformation
indication on the status of the
modulesinthe
outstation:
» 0 = ok

» 1 = fault

BINARY OUTPUTS

The writingof Binary Outputs isalwayscarried outby meansofa CROB (group 12), with a choice of
Direct Operate, Select Before Operate, OrDirect Operate No Ack.In doingso, the setting
for the variable-specific property Command Mode (accessible viaXMLexport/importand VBA
COMMAND_MODE) isused.Directwritingtogroup 10 is notsupported by the driver.

Aftersuccessful writing, the variable receives the value 0 forBinary Outputs with PULSE OFF,
LATCH OFF and TRIP, and value 1 for PULSE ON, LATCH ON and CLOSE. The valueisalsoupdatedifa
Binary Output Status (group 10) orBinary Output Status Event (group 11) objectis received.

Command processingwith Binary Output variables:
» Onlydual command or switching commands can be used.

» The propertySelect Before Operate mustbe deactivated forthe variable;the KDNP1driver uses
Auto-SBO if necessary.

Use of the Qualifier of Command isrecommended forthe Command Processinginorderto determine
the type:

Type QoC
PULSE OFF/PULSE ON 1
LATCH OFF/LATCH ON 0
TRIP/CLOSE 2

The Qualifier of Command option can be used withbothBinary Output variablesofthe BOOL data
type as well asthe USINT data type.

36



ANALOG OUTPUTS

The writingof Analog Outputs isalwayswithagroup 41, withthe choice of Direct Operate,
Select Before OperateOr Direct Operate No Ack. Indoingso,thesettingforthe
variable-specific property Command Mode (accessibleviaXMLexport/importand VBA
COMMAND_MODE) isused.

Aftersuccessful writing, the variable first receives the value written in Runtime. The value isalso
updatedifan Analog Output Status (group40) or Analog Output Status (group42) objectis
received.

Use thewrite set value actiontextforanalog Outputs. Accordingto the Command Mode option
for thevariable,foranalog Outputs eitheradirect operateora select before operateis
carried out. The Select Before Operate option must be deactivated forthe variable. The Qualifier of
Command optionisnotavailableforthewWrite set value actionandhas noinfluencewith aAnalog
Outputs.

For two-stage command processing, the commandis only sentto the outstation at the second stage of
the command, including Select with Auto-SBO.

EXPLICIT COMMAND

Command driverobject type variables are used toinstigate a certain action once. The actionis initiated
by the writing of a string value tothe command variable. The result of the actionis assigned to the
variables.

» Syntax:
A command consists of the command name and parameters. The command name and the
individual parameters are separated by spaces.
Example: READ 11 Read all binaryinputsfornetwork address 1(Object Group 1, Variation0
(defaultvariation))

Attention: It is possible, with the compilation of parameters foran explicit command, that there are
combinations that do not correspond to a valid commandinthe meaning of the IEEE 1815 standard.
Commands are sentto the outstation without further checkingand can, under certain circumstances,
triggerincorrect actions here.

EXPLICIT COMMAND

Command driverobjecttype variables are used toinstigate acertain action once. The actionis initiated
by the writing of a string value to the command variable. The result of the actionis assigned to the
variables.

» Syntax: Acommand consists of the command name and parameters. The command name and
the individual parameters are separated by spaces.
Example: READ_VAR10254 Read all device attributes for network address 1(Object Group
0, Variation 254)
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Example: READ 1 1Read all binaryinputsfornetworkaddress 1(Object Group 1, Variation0
(defaultvariation))

Attention: It is possible, with the compilation of parameters foran explicit command, thatthere are
combinationsthat do not correspondto a valid command in the meaning of the IEEE 1815 standard.
Commands are sentto the outstation without further checkingand can, under certain circumstances,
triggerincorrectactions here.

EXPLICIT READ, VARIATION 0O

Command: READ

Read all points of a group: (Qualifier Code 06 - you can use this number of parametersforstatic Object
Groups and Event Object Groups)

» Parameter1: Net address

» Parameter2: Group

Read n-points of a group: (Qualifier Code 07,08, 09 - you can use this number of parameters forthe
Event Object Groups. The use of a numbergreaterthan 65535 (Qualifier Code 09) is notrecommended))

» Parameter1: Net address
» Parameter2: Group

» Parameter3: Numberofthe pointsto be read

Read certain points of a group: (Qualifier Code 00, 01 - you can use this number of parameters for static
Object Groups, for example: Group 1 - Binary Input).

» Parameter1: Net address
» Parameter2: Group
» Parameter3: Startindex

» Parameter4: Stop index

EXPLICIT READ

Command: READ_VAR

Read all points of a group: (Qualifier Code 06 - you can use this number of parameters for static Object
Groups and Event Object Groups)

» Parameter1: Net address
» Parameter2: Group

» Parameter3: Variation

Read n-pointsofa group: (Qualifier Code 07,08, 09 - you can use this number of parameters for Event
Object Groups. The use of a numbergreaterthan 65535 (Qualifier Code 09) is not recommended))

38



» Parameter1: Net address
» Parameter2: Group
» Parameter3: Variation

» Parameter4: Numberofthe pointsto be read

Read certain points of a group: (Qualifier Code 00, 01 - you can use this number of parametersfor static
Object Groups, for example: Group 1 - Binary Input).

» Parameter 1: Net address
» Parameter2: Group

» Parameter3: Variation
» Parameter4: Startindex

» Parameter5: Stop index

ACTIVATE/DEACTIVATE OBIJECT POLL

Command: CYCLIC_POLL

» Parameter 1: Net address
The command isrejectedif aninvalid network addressis entered.

» Parameter2: Polling:
e 0-deactivated

e 1- activated
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COMMAND STATUS CODES

Status code Description

16 Syntax error.

17 Unknown command.

18 Net address Not existing.

3 Command has been sent.

4 Command completed successfully.

5 Command could not be processed.

6 Commandreceived anegative response.

7 Error when executingthe command (Timeout.
8 Execution of the command was interrupted.

6.4 Creating variables by importing
Variables can also be imported by importingthem. The XMLand DBF importis available forevery driver.

Y Information

You can find details on the import and export of variables in the Import-Export
(main.chm:/13028.htm) manual in the Variables (main.chm:/13045.htm) section.

6.4.1 XMLimport

For the import/export of variables the followingis true:
» Theimport/export mustnotbe started from the global project.
» Thestart takes place via:
e Contextmenuofvariables ordatatyp inthe projecttree
e orcontextmenuofavariable ora data type

e orsymbolinthe symbol barvariables
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A Attention

When importing/overwriting an existing data type, all variables based on the existing
data type are changed.

Example:

There is a data type XYZ derived from the type INTwith variables based on this data

type. The XML file to be imported also contains a data type with the name XYZ but
derived from type STRING. If this data type is imported, the existing data type is

overwritten and the type of all variables based on it is adjusted. l.e. the variables are now
no longer INT variables, but STRING variables.

6.4.2 DBFImport/Export

Data can be exportedtoandimported from dBase.

Y Information

Import and Export via CSV or dBase supported; no driver specific variable settings, such
as formulas. Use export/import via XML for this.

IMPORT DBF FILE

To startthe import:
1. right-clickonthe variablelist

2. inthe drop-down list of Extended export/import... selectthe Import dBase command

3. followtheimportassistant
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The format of the fileis described in the chapter Filestructure.

¥ Information

Note:

» Driverobject type and data type must be amended to the target driverinthe DBF filein
order for variables to be imported.

» dBase does not supportstructures or arrays (complexvariables)atimport.

EXPORT DBF FILE
To startthe export:
1. right-clickonthevariable list
2. inthe drop-down list of Extended export/iimport... selectthe Export dBase... command

3. followthe exportassistant

ot Attention

DBF files:

» must correspond to the 8.3 DOS format for filenames (8 alphanumeric characters for
name, 3 character suffix, no spaces)

» must not have dots (.) inthe path name.
e.g. the path C:\users\John.Smith\test.dbf isinvalid.
Valid:C:\users\JohnSmith\test.dbf

» mustbe stored closeto the root directoryin order to fulfill thelimitfor file name length
including path: maximum 255 characters

The format of the fileis described in the chapter Filestructure.

v Information

dBase does not support structures or arrays (complex variables) at export.

File structure of the dBase exportfile

The dBaselV file must have the following structure and contents forvariable importand export:
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A Attention

dBase does not supportstructures or arrays (complex variables) atexport.

DBF files must:

» conform with their name to the 8.3 DOS format (8 alphanumeric characters for name, 3
characters for extension, no space)

» Be stored closeto the root directory

STRUCTURE

Identification

KANALNAME

KANAL_R

KANAL_D

TAGNR

EINHEIT
DATENART
KANALTYP

HWKANAL
BAUSTEIN

ADRESSE
BITADR

ARRAYSIZE

Type
Char

Log

Fieldsize

128

128

128

11

16

(Root)

Comment

Variablename.

The length can be limited usingthe MAX_LAENGE entry in
project.ini.

The original nameof a variablethatis to be replaced by the new
name entered under "VARIABLENNAME" (field/column mustbe
entered manually).

The length can be limited usingthe MAX_LAENGE entry in
project.ini.

The variableis deleted with the 1 entry (field/column has to be
created by hand).

Identification.

The length canbe limited usingthe MAX_LAENGE entry in
project.ini.

Technical unit
Data type (e.g. bit, byte, word, ...) corresponds to the data type.

Memory area inthe PLC (e.g. marker area, data area,...)
corresponds to the driver object type.

Bus address

Datablock address (only for variables fromthe data area of the
PLC)

Offset

For bitvariables:bitaddress
For byte variables: 0=lower, 8=higher byte
For stringvariables: Length of string (max. 63 characters)

Number of variables inthearray forindex variables
ATTENTION: Onlythe firstvariableis fully available. All others
are onlyavailablefor VBA or the Recipegroup Manager
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LES_SCHR

MIT_ZEIT
OBJEKT

SIGMIN
SIGMAX
ANZMIN
ANZMAX
ANZKOMMA

UPDATERATE

MEMTIEFE
HDRATE

HDTIEFE
NACHSORT
DRRATE

HYST_PLUS
HYST_MINUS
PRIOR
REAMATRIZE
ERSATZWERT
SOLLMIN
SOLLMAX
VOMSTANDBY

RESOURCE

ADJWVBA

O =2 ™m

16
16
16
16

19

19

19

16
16
16
32
16
16
16

128

Write-Read-Authorization
0: Not allowed to set value.
1: Allowed to set value.

time stamp in zenon (onlyifsupported by the driver)

Driver-specific ID number of the primitive object
comprises TREIBER-OBJEKTTYP and DATENTYP

Non-linearized signal - minimum (signal resolution)
Non-linearized signal - maximum (signal resolution)
Technical value - minimum (measuring range)
Technical value- maximum (measuringrange)

Number of decimal places for the display of the values
(measuringrange)

Update rate for mathematics variables (in sec, one decimal
possible)
not used for all other variables

Only for compatibility reasons

HD update rate for historical values (in sec, one decimal
possible)

HD entry depth for historicalvalues (number)
HD data as postsorted values

Updating to the output (for zenon DDE server, in [s], one decimal
possible)

Positive hysteresis, from measuringrange

Negative hysteresis, from measuringrange
Priority of the variable

Allocated reaction matrix

Substitute value, from measuringrange

Minimum for set valueactions, from measuringrange
Maximum for set valueactions, from measuringrange

Get valuefrom standby server; the value of the variableis not
requested from the server but from the Standby Server in
redundant networks

Resources label.
Free stringfor exportand displayinlists.

The length can be limited usingthe MAX_LAENGE entry in
project.ini.

Non-linear valueadaption:
0: Non-linear valueadaptionis used
1: Non-linearvalueadaptionis notused
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ADJZENON C 128

ADJWVBA C 128
Z\WREMA N 16
MAXGRAD N 16

A Attention

Linked VBA macro for readingthe variablevaluefor non-linear
valueadjustment.

ed VBA macro for writing the variablevaluefor non-linear value
adjustment.

Linked counter REMA.

Gradient overflow for counter REMA.

When importing, the driver object type and data type must be amended to the target
driver in the DBF file in order for variables to be imported.

LIMIT VALUE DEFINITION

Limit definition forlimitvalues 1to 4,

orstatus 1 to 4:
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AKTIV1 L 1 Limit valueactive (per limitvalueavailable)

GRENZWERT1 F 20 technical valueor ID number of a linked variablefor a
dynamic limitvalue (see VARIABLEx)
(if VARIABLEx is 1 and here itis —1, the existingvariable

linkageis notoverwritten)

SCHWWERTI1 F 16 Threshold valuefor limitvalue
HYSTERES E1 F 14 Is notused
BLINKEN1 L 1 Set blink attribute
BTB1 L 1 Logging in CEL
ALARM1 L 1 Alarm
DRUCKEN1 L 1 Printer output (for CEL or Alarm)
QUITTIER1L L 1 Must be acknowledged
LOESCHEL L 1 Must be deleted
VARIABLEL L 1 Dyn. limitvaluelinking
the limitis defined by an absolutevalue (see field
GRENZWERTX).
FUNC1 L 1 Functions linking
ASK_FUNC1 L 1 Execution via Alarm Message List
FUNC_NR1 N 10 ID number of the linked function

(if“-1” is entered here, the existingfunctionis not
overwritten duringimport)

A GRUPPEL N 10 Alarm/Event Group

A _KLASSEL N 10 Alarm/Event Class
MIN_MAX1 C 3 Minimum, Maximum
FARBEL N 10 Color as Windows coding
GRENZTXT1 c 66 Limit valuetext

A _DELAY1 N 10 Time delay

INVISIBLEL L 1 Invisible

Expressionsinthe column"Comment" referto the expressions usedinthe dialogboxesforthe
definition of variables. For more information, see chapter Variable definition.

6.5 Driver variables

The driverkitimplements anumber of drivervariables. Theseare divided into:




» Information
» Configuration
» Statisticsand

» Error message

The definitions of the variablesimplemented in the driver kit are availablein the importfile drvvar.dbf

(ontheinstallation mediuminthe \Predefined\Variables folder)and canbeimported from
there.

Note: Variable names mustbe unique inzenon. If drivervariables are to be imported from drvvar.dbf

again, the variables that were imported beforehand must be renamed.
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Y Information
Not every driver supports all driver variants.
For example:
» Variables for modem information areonly supported by modem-compatible drivers
» Drivervariables for the polling cycle only for pure polling drivers
» Connection-related information such as ErrorMSG only for drivers that only edit one
connection ata atime
INFORMATION
MainVersion UINT 0 Mainversion number of the driver.
SubVersion UINT 1 Sub version number of the driver.
BuildVersion UINT 29 Build version number of the driver.
RTMajor UINT 49 zenon mainversion number
RTMinor UINT 50 zenon sub version number
RTSp UINT 51 zenon Service Pack number
RTBuild UINT 52 zenon build number
LineStateldle BOOL 24.0 TRUE, ifthe modem connection isidle
LineStateOffering BOOL 24.1 TRUE, ifa callisreceived
LineStateAccepted BOOL 24.2 The call is accepted
LineStateDialtone BOOL 243 Dialtonerecognized
LineStateDialing BOOL 24.4 Dialingactive
LineStateRingBack BOOL 24.5 Whileestablishing the connection
LineStateBusy BOOL 24.6 Target stationis busy




LineStateSpeciallnfo BOOL 24.7 Special status information received

LineStateConnected BOOL 24.8 Connection established
LineStateProceeding BOOL 24.9 Dialing completed
LineStateOnHold BOOL 24.10 Connection inhold
LineStateConferenced BOOL 2411 Connection in conference mode.
LineStateOnHoldPendConf BOOL 24.12 Connection in hold for conference
LineStateOnHoldPendTransfer BOOL 24.13 Connection in hold for transfer
LineStateDisconnected BOOL 24.14 Connection terminated.
LineStateUnknow BOOL 24.15 Connection status unknown
ModemStatus UDINT 24 Current modem status
TreiberStop BOOL 28 Driver stopped

For driver stop,the variablehasthevalue
TRUE and an OFF bit. After the driver has
started, the variablehas thevalue FALSE and no

OFF bit.
SimulRTState UDINT 60 Informs the status of Runtime for driver
simulation.
CONFIGURATION
Name from import Type Offset Description
ReconnectinRead BOOL 27 If TRUE, the modem s automatically

reconnected forreading

ApplyCom BOOL 36 Apply changesinthe settings of the serial
interface. Writingto thisvariable
immediately resultsinthe method
SrvDrvVarApplyCom being called (which
currently has no further function).

ApplyModem BOOL 37 Apply changesinthe settings of the
modem. Writing this variable immediately
calls the method SrvDrvVarApplyModem.
This closes the current connection and
opensanew one accordingto the settings
PhoneNumberSet and ModemHwAdrSet.

49



PhoneNumberSet STRING | 38 Telephone number, that should be used

ModemHwAdrSet DINT 39 Hardware address for the telephone
number

GlobalUpdate UDINT |3 Update time in milliseconds (ms).

BGlobalUpdaten BOOL 4 TRUE, if update time is global

TreiberSimul BOOL 5 TRUE, if driverinsinsimulation mode

TreiberProzab BOOL 6 TRUE, if the variables update list should be
keptinthe memory

ModemActive BOOL 7 TRUE, ifthe modem s active forthe driver

Device STRING | 8 Name of the serial interface orname of the
modem

CompPort UINT 9 Number of the serial interface.

Baudrate UDINT | 10 Baud rate of the serial interface.

Parity SINT 11 Parity of the serial interface

ByteSize USINT 14 Number of bits per character of the serial
interface

Value = 0 ifthe driver cannot establish any
serial connection.

StopBit USINT 13 Number of stop bits of the serial interface.

Autoconnect BOOL 16 TRUE, if the modem connection should be
established automatically for
reading/writing

PhoneNumber STRING | 17 Currenttelephonenumber

ModemHwAdr DINT 21 Hardware address of current telephone
number

RxIdleTime UINT 18 Modemis disconnected, if no datatransfer

occurs for thistime inseconds (s)
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WriteTimeout UDINT | 19 Maximum write duration fora modem
connectionin milliseconds (ms).

RingCountSet UDINT | 20 Numberof ringing tones before acall is
accepted

ReCallldleTime UINT 53 Waiting time between callsin seconds (s).

ConnectTimeout UINT 54 Time inseconds (s) to establisha
connection.

STATISTICS

MaxWriteTime UDINT 31 The longesttime in milliseconds (ms) thatis
required forwriting.

MinWriteTime UDINT 32 The shortesttime in milliseconds (ms)thatis
required forwriting.

MaxBlkReadTime UDINT 40 Longesttime in milliseconds (ms) thatisrequired
to read a data block.

MinBlkReadTime UDINT 41 Shortesttime in milliseconds (ms) thatis required
to read a data block.

WriteErrorCount UDINT 33 Number of writing errors

ReadSucceedCount UDINT 35 Number of successful reading attempts
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MaxCycleTime UDINT 22 Longesttime in milliseconds (ms) required toread
all requested data.

MinCycleTime UDINT 23 Shortesttime in milliseconds (ms) required to read
all requested data.

WriteCount UDINT 26 Number of writing attempts

ReadErrorCount UDINT 34 Numberof readingerrors

MaxUpdateTimeNormal UDINT 56 Time since the last update of the priority group
Normal in milliseconds (ms).

MaxUpdateTimeHigher UDINT 57 Time since the last update of the priority group
Higher in milliseconds (ms).

MaxUpdateTimeHigh UDINT 58 Time since the last update of the priority group
High in milliseconds (ms).

MaxUpdateTimeHighest UDINT 59 Time since the last update of the priority group
Highest in milliseconds (ms).

PokeFinish BOOL 55 Goes to 1 for a query, ifall current pokes were

executed

ERROR MESSAGE

ErrorTimeDW UDINT 2 Time (inseconds since1.1.1970), when the lasterror
occurred.

ErrorTimeS STRING 2 Time (inseconds since1.1.1970), when the lasterror
occurred.

RAErrPrimObj UDINT 42 Number of the PrimObject, when the lastreadingerror
occurred.

RdErrStationsName STRING 43 Name of the station, when the lastreadingerror occurred.

RdErrBlockCount UINT 44 Number of blocks to read when the lastreadingerror
occurred.
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RdErrHwAdresse DINT 45 Hardware address when the lastreadingerror occurred.
RdErrDatablockNo UDINT 46 Block number when the lastreadingerror occurred.
RdErrMarkerNo UDINT 47 Marker number when the lastreadingerror occurred.
RdErrSize UDINT 48 Blocksizewhen the lastreadingerroroccurred.
DrvError USINT 25 Error message as number

DrvErrorMsg STRING 30 Error message as text

ErrorFile STRING 15 Name of error logfile

7. Driver-specificfunctions

The driversupports the following functions:

Blockwrite Not supported.
Redundancy Ifthe Outstation supports several Masters.
RDA Not supported.

Real time stamping

Ifthe Variation is configured accordinglyinthe Outstation.

Browsen Not supported.
Polling for objects, in configurable cycles or controlled manually.
Spontaneous Not supported.

Number of PLCs

One driver can connect to any number of Qutstations. For serial
communications, several Qutstations can be configured for a serial
interface (bus). Mixed operation serial/TCP isalsopossiblewith
adriver.

ERROR FILE

The driversupports central logging on the diagnosis server (on page 57).




DRIVER VARIABLES

Communication monitoringis possible using the INVALID status bit.

KDNP1 OBJECT FLAGS MAPPING

The DNP objectflags ONLINE and COMM LOST are evaluated by the KDNP1driver. With ONLINE
false or COMM_LOST = true, the INVALID bitforthe variableissetin Runtime.

Note that the variation configuredinthe outstation determines whether objects are sent with or
withoutflagsforan objectgroup.

In addition, the following flags/1IN bits listed are transferred to the variable status bits:

KDNP1 Flag/ IIN Status bit

Restart NT Bit
Remote forced SB Bit
Local forced SB Bit
Rollover oV Bit

[IN.1.4Need time Time-inval
Bit

TIME SYNCHRONIZATION

The driver supports time synchronization of Outstations with the time of the Master station. If the
Outstation reports aneed fortime synchronization by means of an Internal Indication flag1.4 an, the
driversendsthe current system time in accordance with the options for UTC/local time and the LAN
time synchronization.

Ensure that the Outstation gets the time from a different source in this case (such as a GPS receiver) and
as aresult may possibly notsend any requirement for time synchronization to the Master. In this case,
ensure thatthe Runtime computerwith the KDNP1 Master stationis synchronized with the same time
source.

HYSTERESIS

The driversupports hysteresis for spontaneous values (unsolicited responses). Hysteresis is not taken
intoaccount by:
» Valuesthatarereceivedasaresponse toaread requestforaneventclass

» Variablesthatare explicitly read as classless variables
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If an identical value, however with amore recenttime stampisreceived, thenthisvalueissent by the

driveras a new value in Runtime.

8. Drivercommands

This chapter describes standard functions that are valid formost zenon drivers. Not all functions

described here are availableforevery driver. Forexample, adriverthat does not, according to the data

sheet, supportamodem connection also does not have any modem functions.

Driver commands are used toinfluence drivers using zenon; start and stop for example.
The engineeringisimplemented with the help of function Driver commands. To do this:

» createa new function

» selectVariables -> Driver commands

» Thedialogfor configurationisopened

Driver command

[ <no Commando:

[ Shows this dialog in the Runtime

Driver commands
o]
—
Drriver
.
EFTCRaE, sasssssss SFTCRIR i
Current status [ Help ]
priver
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Parameter
Driwers
Current status
Driver command

) Start driver (online
mode)

» Stop driver (offline
mode)

) Driver in simulation mode

) Driver in hardware mode

» Driver-specific command

) Driver - activate set
setpoint value

) Driver - deactivate set
setpoint value

) Establish connecton with
modem

) Disconnect from modem

Show this dialog in the Runtime

Description

Drop-down listwith all driverswhich areloadedinthe project.
Fixed entry which has nofunction inthe current version.

Drop-down listfor the selection of the command.

Driveris reinitialized and started.

Driveris stopped. No new datais accepted.

Note: Ifthe driver is in offlinemode, all variables thatwere
created for this driver receive the status switched off (OFF;
Bit 20).

Driveris setinto simulation mode.

The values of all variables of the driver are simulated by the
driver.No values from the connected hardware(e.g. PLC, bus
system, ...) aredisplayed.

Driveris setinto hardware mode.
For the variables of the driver the values from the connected
hardware (e.g. PLC, bus system, ...) are displayed.

Enter driver-specific commands.Opens inputfieldinorder to
enter a command.

Write set valueto adriveris allowed.

Write set valueto a driveris prohibited.

Establish connection (for modem drivers) Opens the inputfields
for the hardwareaddress and for the telephone number.

Terminate connection (for modem drivers)

The dialogis shown in Runtime so that changes can be made.

DRIVER COMMANDS IN THE NETWORK

If the computer, on which the driver command functionis executed, is part of the zenon network,
additional actions are carried out. A special network command is sent from the computerto the project
server, whichthen executes the desired action onitsdriver. In addition, the Server sends the same
drivercommand to the project standby. The standby also carries out the actionon itsdriver.

This makes sure that Serverand Standby are synchronized. This only works if the Serverand the Standby
both have a workingand independent connectiontothe hardware.
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9. Erroranalysis

Should there be communication problems, this chapterwillassist youinfinding outthe error.

9.1 Analysis tool

All zenon modules such as Editor, Runtime, drivers, etc. write messages toajointlogfile. Todisplay
them correctly and clearly, use the Diagnosis Viewer (main.chm::/12464.htm) program that was also
installed with zenon. You can find it under Start/All programs/zenon/Tools 7.50 -> Diagviewer.

zenondriverlogall errorsinthe LOG files. The default folder forthe LOG filesis subfolder LOG in
directory ProgramData, example:

$ProgramData%\COPA-DATA\LOG. LOGfilesare textfiles with aspecial structure.

Attention: With the defaultsettings, adriveronlylogs errorinformation. With the Diagnosis Viewer
you can enhance the diagnosis level formost of the driversto "Debug" and "Deep Debug". With this the
driveralsologs all otherimportant tasks and events.

In the Diagnosis Vieweryou can also:
» Follow newly-created entriesinreal time
» customize the loggingsettings

» changethefolderinwhichthe LOG files are saved

1. The DiagnosisViewerdisplays all entriesin UTC(coordinated world time)and notinlocal time.

2. The Diagnosis Viewerdoes notdisplay all columns of a LOG file per default. To display more
columns activate property Add all columns with entry inthe context menu of the column
header.

3. Ifyou only use Error-Logging, the problem descriptionisinthe column Error text. For other
diagnosislevel the descriptionisinthe column General text.

4. For communication problems manydriversalsologerrornumberswhich the PLCassignsto
them. They are displayed in Error text or Error code Or Driver error parameter (1 and 2). Hints
on the meaning of error codes can be foundin the driver documentation and the protocol/PLC
description.

5. Attheendof yourtestset backthe diagnosislevel from Debug or Deep Debug. At Debug and
Deep Debug there are a great deal of data for logging which are saved to the hard drive and
which can influence your system performance. They are still logged even afteryou close the
Diagnosis Viewer.
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A Attention

In Windows CE errors arenot logged per default due to performance reasons.

You can find furtherinformation on the Diagnosis Viewer in the Diagnose Viewer
(main.chm::/12464.htm) manual.

9.2

Check list

Questions and hintsforfaultisolation:

GENERAL TROUBLESHOOTING

>

>

Is the PLC connected to the powersupply?

Analysis with the Diagnosis Viewer (on page 57):
->Which messages are displayed?

Are the participants available inthe TCP/IP network?

Can the PLC be reachedviathe Ping command?

Ping: Open command line -> ping < IP address> (e.g. ping 192.168.0.100) -> press Enter.
Do you receive ananswerwitha time or a time-out?

Can the PLC be reached at the respective portvia TELNET?

Telnet: Command line Enter open, telent <IP address port number> Input (e. g. telnet
192,168,0,100 20000) -> press enter.

If the monitorturns black and the cursor blinks, a connection could be established.

Analysis by using anetwork monitoring program (Sniffer, e.g. Wireshark, Microsoft Network
Monitor/ Microsoft Message Analyzer)

Are you usingthe correct cable which isrecommended by the manufacturer forthe connection
betweenthe PLCand the PC?

Didyou selectthe right COM port?

Do the communication parameters match (Baud rate, parity, start/stop bits,...)?

Is the COM port blocked by anotherapplication?

Didyou configure the Netaddressinthe address properties of the variable correctly?
e Doesthe addressing match with the configurationinthe driverdialog?

e Doesthe net address match the address of the target station?

Didyou use the right object type for the variable?
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Example: Drivervariables are purely statistics variables. They do not communicate with the PLC.
(See chapter Drivervariable (on page 46).)

» Doesthe offsetaddressing of the variable matchthe oneinthe PLC?

SOME VARIABLES REPORT INVALID.

» INVALIDbits always refertoa netaddress.

» Atleastonevariable of the netaddressisfaulty.

VALUES ARE NOT DISPLAYED, NUMERIC VALUES REMAIN EMPTY

Under circumstances, no answer can be received fromthe PLCfora reading-request.

Driveris not working. Check the:
» Installation of zenon
» thedriverinstallation

» Theinstallation of all components
-> Pay attentionto error messages during the start of the Runtime.

VARIABLES ARE DISPLAYED WITH A BLUE DOT

The communicationinthe networkisfaulty:

» Witha network project:
Is the network projectalso running on the server?

» Witha stand-alone projectora network project whichisalsorunningonthe server:
Deactivate the property Only read from Standby Serverin node Driver connection/Addressing.
VALUES ARE DISPLAYED INCORRECTLY

Checkthe information forthe calculationinnode Value calculation of the variable properties.

Checkthe configuration of the Outstation, if the desired variationis sent (p. e.: Float with decimal
places).
VALUES ARE NOT DISPLAYED PROMPTLY

Checkinthe Outstation, if events are generated for the selected values. Also check in which class they
are generated. Check the polling of this event class in the driver configuration.

Check the configuration of unsolicited responses in the outstation.
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THE TIME STAMP OF THE VARIABLE IS INCORRECT.

Check the configuration of the Outstation, to see whetherthe KDNP1objects are actually sent witha
time stamp. (corresponding variation selected with timestamp.)

Checkto seeif the Outstation useslocal time or UTC and set the optioninthe driver configuration
accordingly,

Check the time of the local computerand the time of the Outstation, including settings for the time
zone.

DRIVER FAILS OCCASIONALLY

Analysis with the Diagnosis Viewer (on page 57):
->Which messages are displayed?

Check the time-out of the response time in the driver configuration, especially with outstations with
many data points and a slow connection.

With Secure Authentication, check whetherthe pre-shared Update Key inthe driverand inthe
Outstationisidentical.
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