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1. Welcome to COPA-DATA help

ZENON VIDEO-TUTORIALS

You can find practical examples for project configuration with zenon in our YouTube channel
(https://Iwww.copadata.com/tutorial_menu). The tutorials are grouped according to topics and
give an initial insight into working with different zenon modules. All tutorials are available in
English.

GENERAL HELP
If you cannot find any information you require in this help chapter or can think of anything that you

would like added, please send an email to documentation@copadata.com
(mailto:documentation@copadata.com).

PROJECT SUPPORT

You can receive support for any real project you may have from our Support Team, who you can contact
via email at support@copadata.com (mailto:support@copadata.com).

LICENSES AND MODULES

If you find that you need other modules or licenses, our staff will be happy to help you. Email
sales@copadata.com (mailto:sales@copadata.com).

2. User Administration

zenon supports user administration for the Editor and for online operation Runtime. The password
system fulfills the guidelines of the FDA (Food and Drug Administration, 21 CFR Part 11). It is also
possible to administer Active Directory users (on page 196) in Runtime.


https://www.copadata.com/tutorial_menu
mailto:documentation@copadata.com
mailto:support@copadata.com
mailto:sales@copadata.com

3 License information

Part of the standard license of the Editor and Runtime.

THE CONCEPT

The concept of zenon user administration assumes that different users have different operating rights
(authorization levels and function authorizations). Administrators also have different rights, but have
additional administrative rights, such as the administration of users. Users can be administered via
zenon and the Windows Active Directory.

Each user can be assigned several different authorizations. A maximum of 128 (0 to 127) authorizations
can be configured. Users can be assigned to the individual authorization levels and the attendant
project-specific password design in relation to this can be created completely freely. Each user can have
any level allocated. Thus e.g. user 1 can have levels 0, 1, 5 and 6 assigned and user 2 can have levels 0, 1,
6, 8 and 10 assigned. Authorizations can only be issued if the administrator has those rights himself.

The user is logged in in Runtime using the login (on page 85) function and a 1ogin screen. If the user is
to be logged in automatically based on an event (e.g. position of a key known to the system), the Login
without password (on page 86) function is used. This function is projected with a limit value or a Rema
of the variable in the variable management, respectively. With multi-project administration, users can

automatically be logged in to subprojects with automatic (on page 76) login.

If during a defined period of time there is no operation, an automatic time-triggered logout can be
engineered. Users can log off from the system at any time using the logout (on page 90) function. The
user SYSTEM is thus logged in.

CREATING USERS AND ISSUING RIGHTS

In zenon, you can create and administer users in two ways:

1. zenon Editor and Runtime:
Users are created in the Editor and given rights. You can log in in Runtime. Administrators can
also create users in Runtime and issue rights.

2. ADand AD LDS (on page 114):

Active Directory Lightweight Directory Services (on page 129) (AD LDS) is a simplified version of
the Active Directory and is suitable for use on normal desktop operating systems; it is not
necessary to use a server operating system. Active Directory (on page 115) (AD) and AD LDS can
be used in zenon for the user administration in zenon Runtime. AD and AD LDS are not available
for the zenon Editor.

User groups that are created in AD or AD LDS receive authorizations in zenon (on page 186), if
user groups with the same name are created in zenon. A separate screen can be used to to read
AD and AD LDS from zenon Runtime and edit them. Users who are created here have user rights
for all zenon projects, regardless of the project from which they were created.



3. Engineering in the zenon Editor

Users and user groups, passwords and authorizations are defined in the Editor. Settings can be modified
in Runtime (on page 68). Not all changes in the Editor are accepted after a simple reload (on page 114).
Changes in Runtime must be reloaded into the Editor in order to be able to be edited there and to
guarantee the same status for Runtime and the Editor. Note the Runtime changeable data property when
transferring Runtime files. Here, it is specified whether the configuration of the user administration is
transferred to Runtime and overwrites the configuration in Runtime. The contents of the user
administration are not replaced by default when transferred to Runtime.



3.1

Engineering in the zenon Editor

Zzenon

Project manager context menu

CONTEXT MENU USER ADMINISTRATION

Editor profiles

Opens the drop-down list with predefined editor profiles.

Help

Opens online-help

CONTEXT MENU USER

New user

Opens the dialog for creating a new user and adds the new user to the
list of the detail view.

Export all as XML

Exports all entries as an XML file.

Import XML

Imports entries from an XML file.

Editor profile

Opens the drop-down list with predefined editor profiles.

Help

Opens online help.

CONTEXT MENU USER GROUP

New user group

Opens the dialog for creating a new user group and adds the new user
group to the list of the detail view.

Export all as XML

Exports all entries as an XML file.

Import XML

Imports entries from an XML file.

Editor profiles

Opens the drop-down list with predefined editor profiles.

Help

Opens online help.

Context menu detail view: see also User administration detail view toolbar and context menu (on page

9)

3.2

Toolbar and context menu detail view

HEEL RN R




Menu item/symbol

New user

Jump back to starting element

Copy

Paste

Delete
Export selected as XML...
Import XML

Edit selected cell

Replace text in selected column
Remove all filters
Properties

Help

CONTEXT MENU USER GROUP

Menu item

New user group

Copy

Paste

Delete

Export selected as XML...

Import XML

Edit selected cell

Action

Opens the dialog for creating a new user and adds the new user
to the list of the detail view.

Jumps back to the initial position in the zenon Editor.

Note: This context menu entry is only available if a jump to the
current position has been made from another position with the
Linked elements context menu entry.

Copies the selected entries to the clipboard.

Pastes the contents of the clipboard. If an entry with the same
name already exists, the content is pasted as "Copy of...".

Deletes selected entries after a confirmation from list.
Exports all selected entries as an XML file.
Imports entries from an XML file.

Opens the selected cell for editing. The binocular symbol in the
header shows which cell has been selected in a highlighted line.
Only cells that can be edited can be selected.

Opens the dialog for searching and replacing texts.

Removes all filter settings.

Opens the Properties window.

Opens online help.

Action

Opens the dialog for creating a new user group and adds the new
user group to the list of the detail view.

Copies the selected entries to the clipboard.

Pastes the contents of the clipboard. If an entry with the same
name already exists, the content is pasted as "Copy of...".

Deletes selected entries after a confirmation from list.

Exports all selected entries as an XML file.

Imports entries from an XML file.

Opens the selected cell for editing. The binocular symbol in the
header shows which cell has been selected in a highlighted line.

10



Only cells that can be edited can be selected.

Remove all filters Removes all filter settings.

Replace text in selected column | Opens the dialog for searching and replacing texts.

Properties Opens the Properties window.

Help Opens online help.

3.3 Creating a user

To create a new user:

1. Navigate to node User administration/User.

2. select New user... in the context menu of the project manager, the detail view or in the toolbar .
The dialog for configuration is opened.

3. Intheindividual tabs define the settings for:
e Users (on page 12)
e Password (on page 14)
e  Maessage Control (on page 16)
e Authorization levels (on page 18)

e User groups (on page 19)

¥ Information

Recommendation: As first user define an administrator. Only they can access all functions
and therefore reactivate users who were locked because they have been blocked by the
system.

11



3.3.1 Users

Configuration of the user:

Create new user

Users  Change password Message Control  Authorization levels  User Groups

O
- | ok |

User name

Complete name Help

Login code

[ Administrator
Active
[Locked

Options
Lock code for Command Processing

Login profile

MNone ~




USER

Option

User name

Complete name

Login code

Administrator

Active

Description

Enter the username. The user logs in to the system with his
username.

Maximum length: 20 characters.

Note: This name must be unique.

Enter the full name of the user. With this you can allocate a
username to a real person.

Entry of the login code for login without password.

The following is applicable for the login code:

>

>

>

Must be unique within the project.

Note: If the same login code is used for a user in
the local project and the global project, the user
from the global project is not transferred when
creating the Runtime files in the Editor. Note the
corresponding error message in the output
window. When the login code is changed in
Runtime, it must not be the same as the code of a
user from the global project.

Can be empty.
It is thus deactivated for this user.

Maximum length: 1000 characters
Must not consist of spaces only.
Leading or closing spaces are not permitted.

All other characters are permitted.

Default: (empty)

If an invalid login code is entered, a corresponding error
message is shown when the dialog is closed.

For details, see the Login via login code (on page 88) chapter.

Active: The user gets the status of an administrator.

Only an administrator can create new users, edit users,
delete passwords, etc. in the Runtime.

Active: The user is active and can login in the Runtime.

Note: According to FDA 21 PART 11 regulations, a user can
never be deleted, so it is possible to trace who carried out which
action at any time. Therefore for projects which adhere to these
regulations, a user must not be deleted but only deactivated.

13



Engineering in the zenon Editor

Zzenon

To prevent the deletion of users, deactivate the User
Administration property in the Deleting users group in the
project properties.

Locked Active: The useris locked in the Runtime and cannot login.

This option is set automatically if a user enters an incorrect
password more than is permitted.

OPTIONS

Lock code Four-digit PIN code.

This code is used by the user in the command line to block areas
or to unlock them.
Only available if zenon Energy Edition has been licensed.

Login profile Selection of the Runtime profile that is used for login from a
drop-down list:

» None
» Default

> Last

CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

3.3.2 Change password

Defining or changing the password.




Engineering in the zenon Editor

Zzenon

Passwords may have a maximum of 20 characters. The minimum length is defined in the project settings
in property Minimum password length in group User Administration (Default: 6 characters).

o T i |

User | Change password | ge Contral I Autharization levels I Usergoups|

Cld password [L]
| |

e
| | e

Confirm password

Old password Current password.

New password Enter new password. Input is automatically hidden.

For language-spanning projects take care that it must be possible to enter
the characters with the respective keyboard in the Runtime.

Confirm password

Repeat the password. Input is automatically hidden.

Note: The function Copy and Paste is not available for entering information in the password field.

CLOSE DIALOG

oK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.




Engineering in the zenon Editor

Zzenon

3.3.3  Message Control

Options for using the users in module Message Control.

User |Changepassword MessageConhoI|a horizati Jevek;IUsergoLps|

. Lo |
m;phm

Cell phone

E-mail

Substitute person

PIN code

NA code




Parameter
Message Control User

Telephone

Cell phone

Email

Substitute person

PIN code
NA code

CLOSE DIALOG

Options

OK

Description
Active: The user is used by the module Message Control.

Number of the voice-compatible telephone device of the user. Used for
text to speech.

Enter numbers. In addition, the following are permitted:

» The prefix + as an abbreviation for 00 of the international area code is
permitted.

» The following separators are also permitted in AD user administration:
Minus (=), slash (/) and space
Note: When communicating between AD and Message Control,
separators are ignored as soon as the data from the is mapped to a
zenon object.

Cellphone number of the user. Used for messages via GSM and SMS (text
messages).

Enter numbers. In addition, the following are permitted:

» The prefix + as an abbreviation for 00 of the international area code is
permitted.

» The following separators are also permitted in AD user administration:
Minus (=), slash (/) and space
Note: When communicating between AD and Message Control,
separators are ignored as soon as the data from the is mapped to a
zenon object.

E-mail address of the user

If a user has not been reached or they do not accept the message, a
substitute person can be given. Click on button ... Opens the dialog (on
page 25) to select an user. Only users who have been activated as
Message Control users are offered for selection.

PIN code with which the user confirms the message.

PIN code with which the user rejects the receipt of the message (not
available). The message is then sent to the next user in the list.

If there is no other user entered in the list, the message is entered as "not
successfully acknowledged". The function assigned to this is
executed. In addition, a "rejected by" CEL entry is created in each
case.

Note: You can find further information on the assignment of functions in
the Confirmation of receipt - confirmation of receipt settings chapter.

Description

Applies all changes in all tabs and closes the dialog.

17



Cancel Discards all changes in all tabs and closes the dialog.

Help

334

Opens online help.

A Attention

The acknowledgment codes for PIN (confirmation) and NA (rejection) must differ and
should not be too similar.

If both codes are identical the code is interpreted as PIN and therefore as confirmation of
the message.

If an unknown code is received, a SMS and e--mail is sent to the substitute person. The
error message is played back for voice messages.

Authorization levels

Defining the authorization level for the user.

Create new user @
| User I Change password | Message Control | Authorization levels | User groups
QK
Available authorization levels Selected authorization levels _
Mumber MName 'S Mumber MName
1 1 = ‘ a a
> > L
3 3
4 4
5 5
[ [
7 7
g g
9 9

10
11
12
13
14
15
16

10
11
12
13
14
15
16

a

I 2

18



Engineering in the zenon Editor
zenon

Available authorization levels List of all available authorizations.
Selected authorization levels List of assigned authorizations.
Button double arrow to the right Entries selected in the list Available authorization levels are

added to list Selected authorization levels.

Button double arrow to the left Selected entries in list Selected authorization levels are
removed from the list.

CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

3.35 User groups

Assignment of the user to user groups.

|User I[Ihmge 'I ,Conimll" izati Jevds|Usergroups|

Ok
Available user groups Selected user groups [—]
user group
- [ ree ]

<




Parameter Description

Available user groups List of all available user groups.

Selected user groups List of assigned user groups.

Button double arrow to the right Entries selected in the list Available user groups are added to
list Selected user groups.

Button double arrow to the left Selected entries in list Selected user groups are removed
from the list.

CLOSE DIALOG

Options Description

oK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

34 Create a user group

To create a user group:

1. Highlight the User Groups entry in the tree view of the Project Manager under the user
administration entry

2. Right-click on the detailed view area (Project Manager Detail View) or directly on the User
Groups entry

3. Select the New user group command in the context menu or alternatively click on the
corresponding symbol in the toolbar

4. The Create new user group dialog is opened.

5. Define the name (on page 21) and authorization levels (on page 22)

20



¥ Information

Each user group must have an unambiguous name in a project.

It is possible to create user groups with the same name in the global project and in the
local project. If this is the case, the authorizations of the user group from the local project
are used in the event of a conflict. If the local user group is deleted, the user again
receives the rights from the group of the global project after the Runtime files are
compiled in the Editor.

Example:

A user group A s present in both the local project and in the global project. In the global
project it is allocated the authorization levels 1, 2, 3, 100 and 101, and authorization
levels 1 and 2 in the local project. In Runtime, the rules from the local project apply; only
the authorization levels 1 and 2 are allocated. If user group A is not present in the local
project, members of group A have authorization levels 1, 2, 3, 100 and 101 from the
global project.

34.1 Name the user group

User group | Autharization levels

Ok

Cancel

Mame

Help

21



Engineering in the zenon Editor

Zzenon

Name Name of the new user group

Attention: @ is not a valid character for a user group.

CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

3.4.2 Authorization levels

Assignment of the authorization level to a user group.

Lreaie new user group

Available authorization levels Selected authorization levels [_OK ]
Mumber  Mame i+ Mumber  Mame
! 1 0 0
2 2 H|
3 3
o
5 5
& &

7 7

g g

9 9

10 10

11 11

12 12

13 13

14 14

15 15

16 16 il
" B 1 (3




Engineering in the zenon Editor
Zenon

Available authorization levels List of all available authorizations
Selected authorization levels List of assigned authorizations
Button double arrow to the right Entries selected in the list Available authorization levels are

added to list Selected authorization levels.

Button double arrow to the left Selected entries in list Selected authorization levels are
removed from the list.

CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

3.4.3  Order in Message Control

Defines the order of users within a group for the use of module Message Control.

Sorting order

User

Lo




Parameters
Users

Up

Down

OK

Cancel

Help

Description

List of all available users.

Moves selected user up one place.

Moves selected user down one place.
Applies settings and closes the dialog.
Discards all changes and closes the dialog.

Opens online help.

3.5 Editing an user

A user is changed by selecting the user from the list in the detail view. As a result of this, the
corresponding properties are displayed in the properties window and can be changed here.

3.6 Changing a user group

A user group is changed by selecting the user group from the list in the detail view. The respective
parameters are displayed in the properties window as a result of this. You can change the Name and
Authorization levels parameters.

¥ Information

If you rename a user group, all users that are linked to this user group lose this link. The
user group is displayed with (del).

If there is already a user group with the same name in the global project however, all
users previously linked to the group that has now been renamed assume all authorization

levels of this user group.

24



3.7 Changing the names of the authorization levels

You can change the names of the authorization groups globally for your project. To do this, go to the
User Administration group in project properties and click on the Rename authorization levels property
there.

Rename authorization leveal -

Autharization levels
Mumber Mame = Rename
0 0 E
1 1
. .
3 3
4 4
5 5
& &
7 7
g g
9 9
10 10
11 11
12 12
13 13
14 14 =
ic ic

Open the editing field with a double click in the desired line of the Name column. Make the changes.
The input is closed as soon as the focus is no longer in the field or it has been confirmed with Enter.
The name is not changed if you press Esc or leave the edit field empty.

3.8 User selection: individual user

In the user selection dialog, you select a user in Runtime for use in another module.

To select a user:
1. Highlight the desired driver in the list of existing users.
2. Confirm the settings with OK.

The user is added.
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USER SELECTION DIALOG

E---ii Workspace: 7001E) Usera... | Useridentification Complste name Password | Authorization levels | Usergr
E.LEOSB%FEJEKT Fiter... ¥ Fiter text 7 i Titertext ¥|  Fitertext T| A
D John Doe
4 1 »
———
List workspace Display and selection of the projects from which users can be
selected.
List user Display of the users of the selected projects. The list can be
filtered.
No selection An already existing user is deselected.

CLOSE DIALOG

oK Applies settings and closes the dialog.
Cancel Discards all changes and closes the dialog.
Help Opens online help.

3.9 User selection: several users

In the user selection dialog, you select several users in Runtime for use in another module.

To select users:




Highlight the desired users in the list of existing users.
Add the selection to the list of selected users with Add
Confirm the settings with OK.

The users are added to the dialog that is called up.

USER SELECTION DIALOG

4 User selection

EdE Workspace Usera... | User name Complete name Login c..| Authorization levels #
------ i EQUIPMENTMODEL_FIL — Fikerteod v Fiter text e — &
John John Doe ]
Jane John Doe ]
Manager Manager 0,1,23,456,7 ..
Global Global User 1234 0

< >
< > | 4total/4 filtered/0 selected
User name Complete user name

Add

Remove Mo selection

Cancel
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Option Description
Project list Contains the projects available for selection.

Note: Only the active project is available for shift management.

List of existing users Displays all users available.

Cursor keys Allows navigation in the list with touch operation.

List of selected users Shows all users selected for use in the module.

Cursor keys Allows navigation in the list with touch operation.

Add Adds the users highlighted in the list of existing users to the
list of selected users.

Remove Removes all highlighted users from the list of selected users.

No selection Removes pre-existing users from the dialog in the calling dialog.

CLOSE DIALOG

Option Description
OK Applies settings and closes the dialog.
Cancel Discards all changes and closes the dialog.

3.10 Function authorizations

Function authorizations can be assigned in zenon. These function authorizations relate to functions in
Runtime and the configuration of modules in the Editor. If a user does not have the function
authorization, then

» In Runtime: the corresponding functions cannot be executed

» inthe Editor: Toolbars and context menus of the corresponding module are grayed out

CONFIGURATION OF THE FUNCTION AUTHORIZATIONS

Function authorizations are configured in the zenon Editor (on page 30).

ASSIGNING THE FUNCTION AUTHORIZATIONS

This assignment is effected by means of:
» Function authorizations Runtime (on page 30)

» Function authorizations Editor (on page 38)
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For global projects, the assignment is the same as for the Editor. In the process, the possibilities for
selection are determined by the node points present in a global project.

As soon as one or more authorization levels greater than 0 are used, a login dialog appears when the
project is loaded in the Editor. This dialog also appears if only one user was created in the project. This
means that projects can be protected in the Editor. When entering the user name and password, a
distinction is made between capital letter and small letters (case sensitivity).

IN GENERAL, THE FOLLOWING APPLIES:

» All project configurations for DragOver and drag&drop take module rights into account.
» For module rights that are not granted:
e The respective menu and toolbars are grayed out in the zenon Editor.

¢ No change to the project configuration is possible in the nodes and sub-nodes of the detail
view.

e The corresponding key combinations are not active.

e The properties are grayed out in the properties window. As a result of this, further or "more
in-depth" project configurations cannot be reached (for example combined elements,
reaction matrix statuses, archive configuration etc.).

e If there are no module rights for the function authorization screen, editing of screens with
the mouse is also no longer possible.

A Attention

Therefore please note, even at the engineering stage, that at least one user is assigned to
the following three authorization levels:

» Load project
» Project

» User Administration

Y Information

If, for the global project, an authorization level (on page 38) greater than 0 is configured
for the editing of screens and the logged-in user does not have this authorization level,
the adding of symbols into the symbol library is not possible. Linked symbols from the
global project can also be edited in screens of the local project in this case.
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3.10.1 Configuration of function authorizations

To issue a function authorization:
1. Select the User Administration property group in the project properties.
2. Inthe Function authorizations properties field, click on the ... button
The dialog for configuration is opened.
3. Issue the function authorization for:

e The respective function in Runtime
and/or

e  For the respective model in the Editor

4. Allocate the desired function authorization to an authorization level (on page 22).

To do this, it is necessary to have the respective licensing rights for the corresponding module. This is
not taken in to account when engineering the individual authorization levels.

Note on function authorizations for the Editor:

» Changes to the function authorizations are only effective once the Editor has been restarted or
the project has been reloaded.

» Ensure that at least one user has the required authorizations in order to edit user authorization
settings.

3.10.2 Function authorizations Runtime

If function authorizations have been issued for Runtime, users must log in and have the corresponding
authorization level in order for them to be able to execute this function.
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CONFIGURATION OF FUNCTION AUTHORIZATIONS IN RUNTIME

r

Change function authorization

Function authorizations Runtime | Function authorizations Editor

Function

Batch Control

Batch Control

Batch Control

Batch Control

Batch Control

Ackn. alarm via alarm status linefcontext menu
Acknowledge alarm via function

Acknowledge alarm via screen Alarm Message List
Batch Contral:

Control redipe - create, rename, duplicate

: Control recipe - delete
Batch Contral:
Batch Contral:

Control recipe - edit phase
Control recipe (execution) - abbort recpe

: Control redipe (execution) - execute, jump single steps
Batch Contral:
Batch Contral:
Batch Contral:
Batch Contral:

Control recipe (execution) - exit phase
Control recipe (execution) - hold phase
Control recipe (execution) - hold recipe
Control recipe (execution) - pause phase

: Control recipe (execution) - pause recipe
Batch Contral:
Batch Contral:

Control recipe (execution) - restart phase
Control recipe (execution) - restart recipe

: Control recipe (execution) - resume phase
Batch Contral:
Batch Contral:
Batch Contral:
Batch Contral:
Batch Contral:

Control recipe (execution) - resume recipe
Control recipe (execution) - skip active condition
Control recipe (execution) - start recipe

Control recipe (execution) - stop redpe

Control recipe (execution) - switch REE mode

: Master recipe - create, edit, rename, duplicate, save
Batch Contral:
Batch Contral:
Batch Contral:
Batch Contral:

Master recipe - delete

Master recipe - release

Master recipe - Switch between test mode and edit mode
Master recipe (test mode) - abbort recipe

Authorization level

== = R = = R T = R O = T = = Y = O = = = Y = = T I = = =]

-

m

Change...

O
Cancel

Help

E g

For all actions, the user must be logged in and have the corresponding authorization levels.
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Parameter

Edit Extended Trend

Return to last screen (PgUp)

Screen switch:Enable "Show

this dialog in Runtime™

Notepad: Open file

Notepad: Save file

Parameter

Change alarm comment
Enter alarm comment
Delete alarm

Acknowledge alarm via alarm
status line / context menu

Acknowledge alarm via screen
Alarm Message List

FUNCTION AUTHORIZATIONS, GENERAL

Description

Curves in Extended Trend can be edited in Runtime. The
following control elements are not available if the user does
not have authorization:

» Diagram
» Curves
> Settings

» Cursor on/off
> X-Axis
Screen 'back’' functions can be executed in Runtime.

The Screen switch function, with the Show this dialog in
Runtime option active, can only be executed if the user who
is logged in meets authorization requirements.

The function file open in screenNotepad can only be carried
out if the logged in user has the appropriate authorization
level.

The function save in screenNotepad can only be carried out
if the logged in user has the appropriate authorization level.

FUNCTION AUTHORIZATIONS FOR ALARMS

Description

A comment necessary for acknowledgment can be changed.
A comment necessary for acknowledgment can be entered.
Alarms can be deleted in Runtime.

Acknowledging an alarm via the alarm status line or the
context menu is only possible if there is an authorization in
the project of the alarm that is currently displayed.

For multi-project administration: Acknowledging the
system message in the alarm status line or via the context
menu is only possible if there is authorization in the
integration project.

Comment: System messages are messages that appear in the
alarm status line when a certain (configurable) number of
alarms has been reached.

Acknowledging via Alarm Message List screens is only possible
with authorization in the project linked to the variable
(multi-project administration).

Note: If there is no authorization, the blinking is stopped but
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the alarm is not acknowledged.

Acknowledge alarm via Acknowledging via a function is only possible if there is an
function authorization for the selected alarms in the respective
projects.

Edit archive Archive data (Archive server) can be amended in Runtime.

You can set different authorization groups for each of these acknowledging methods. This allows you,

for example, to configure that a certain user group can only acknowledge via the alarm status line, not in
any other way.

Y Info

Acknowledging an alarm is only possible if there is an authorization for the selected
alarms in the according projects.
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Parameter
Batch Control: Import
recipe/operation

Batch Control:
- Ccreate,

Batch Control:
- edit phase

Batch Control:
- Delete

Batch Control:
(execution) -
condition

Batch Control:
(execution) -

Batch Control:

(test mode) -

execution mode

Batch Control:
(execution) -

execution mode

Batch Control:
(execution) -
single steps

Batch Control:
(execution) -

Batch Control:
(execution) -

Batch Control:
(execution) -

Batch Control:
(execution) -

Batch Control:
(execution) -

rename,

Control recipe
duplicate

Control recipe

Control recipe

Control recipe
skip active

Control recipe
exit phase

Master recipe
switch

Control recipe
switch

Control recipe
execute, jump

Control recipe
hold phase

Control recipe
resume phase

Control recipe
restart phase

Control recipe
pause phase

Control recipe
abort recipe

FUNCTION AUTHORIZATION BATCH CONTROL

Description

Recipes can only be imported as an XML file in the Batch
Control module if the user has the corresponding rights.

Control recipes in the Batch Control module can only be
created and administered if the user has the corresponding
rights.

Control recipes in the Batch Control module can only be
edited if the user has the corresponding rights.

Control recipes in the Batch Control module can only be
deleted if the user has the corresponding rights.

When executing control recipes in the Batch Control module,
a phase can only be exited if the user has the corresponding
rights.

When executing control recipes in the Batch Control module,
pending conditions can only be skipped if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, the execution mode can only be switched if the user
has the corresponding rights.

When executing control recipes in the Batch Control module,
the execution mode can only be switched if the user has the
corresponding rights.

When executing control recipes in the Batch Control module,
the execution of individual steps can only be skipped if the
user has the corresponding rights.

When executing control recipes in the Batch Control module,
a phase can only be stopped if the user has the corresponding
rights.

When executing control recipes in the Batch Control module,
a phase can only be continued if the user has the
corresponding rights.

When executing control recipes in the Batch Control module,
a phase can only be restarted if the user has the
corresponding rights.

When executing control recipes in the Batch Control module,
a phase can only be paused if the user has the corresponding
rights.

When executing control recipes in the Batch Control module,
execution of the recipe can only be aborted if the user has the
corresponding rights.
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Batch Control: Control recipe
(execution) - hold recipe

Batch Control: Control recipe
(execution) - resume recipe

Batch Control: Control recipe
(execution) - restart recipe

Batch Control: Control recipe
(execution) - pause recipe

Batch Control: Control recipe
(execution) - start recipe

Batch Control: Control recipe
(execution) - stop recipe

Batch Control: Operation:
create, edit, rename,
duplicate, save

Batch Control: Operation:
release

Batch Control: Operation:

delete

Batch Control: Master recipe
- create, edit, rename,
duplicate, save

Batch Control: Master recipe
- release

Batch Control: Master recipe
- Delete

Batch Control: Master recipe
- Switch between test mode and
edit mode

Batch Control: Master recipe
- highlight as outdated

Batch Control: Master recipe
(test mode) - skip active
condition

When executing control recipes in the Batch Control module,
a recipe can only be stopped if the user has the corresponding
rights.

When executing control recipes in the Batch Control module,
a recipe can only be continued if the user has the
corresponding rights.

When executing control recipes in the Batch Control module,
a recipe can only be restarted if the user has the
corresponding rights.

When executing control recipes in the Batch Control module,
a recipe can only be paused if the user has the corresponding
rights.

When executing control recipes in the Batch Control module,
a recipe can only be restarted if the user has the
corresponding rights.

When executing control recipes in the Batch Control module,
a recipe can only be stopped if the user has the corresponding
rights.

Operations in the Batch Control module can only be created,
edited or administered if the user has the corresponding
rights.

Operations in the Batch Control module can only be approved
if the user has the corresponding rights.

Operations in the Batch Control module can only be deleted if
the user has the corresponding rights.

Master recipes in the Batch Control module can only be
created and administered if the user has the corresponding
rights.

Master recipes in the Batch Control module can only be
approved if the user has the corresponding rights.

Master recipes in the Batch Control module can only be
deleted if the user has the corresponding rights.

Switching between test mode and editing mode is only
possible for master recipes in the Batch Control module if the
user has the corresponding rights

Master recipes in the Batch Control module can only be
marked as obsolete if the user has the corresponding rights.

In test mode, with master recipes in the Batch Control
modaule, it is only possible to skip a pending condition if the
user has the corresponding rights.
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Batch Control:

(test mode) -

Batch Control:

(test mode) -
single step

Batch Control:

(test mode) -

Batch

(test mode) -

Batch

(test mode) -

Batch

(test mode) -

Batch

(test mode) -

Batch

(test mode) -

Batch

(test mode) -

Batch
(test mode)

Batch

(test mode)

Batch

(test mode) -

Batch

(test mode) -

Control:

Control:

Control:

Control:

Control:

Control:

Control:
- continue

Control:
- restart

Control:

Control:

Master recipe
escape phase

Master recipe
execute, jump

Master recipe
hold phase

Master recipe
edit phase

Master recipe
resume phase

Master recipe
restart phase

Master recipe
pause phase

Master recipe
abort recipe

Master recipe
hold recipe

Master recipe

recipe

Master recipe

recipe

Master recipe
pause recipe

Master recipe
start recipe

In test mode, with master recipes in the Batch Control
modaule, it is only possible to exit a phase if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, it is only possible to skip the execution of individual
steps if the user has the corresponding rights.

In test mode, with master recipes in the Batch Control
module, a phase can only be stopped if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, a phase can only be edited if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, a phase can only be continued if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, a phase can only be started if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, a phase can only be paused if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, a recipe can only be aborted if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, a recipe can only be held if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, a recipe can only be continued if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, a recipe can only be continued if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, a recipe can only be paused if the user has the
corresponding rights.

In test mode, with master recipes in the Batch Control
module, a recipe can only be started if the user has the
corresponding rights.
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Batch Control: Master recipe

(test mode)

- stop recipe

In test mode, with master recipes in the Batch Control
module, a recipe can only be stopped if the user has the
corresponding rights.

COMMAND SEQUENCER FUNCTION AUTHORIZATIONS:

Parameter

Command Sequencer:

execution

Command Sequencer:

execution

Command Sequencer:

execution

Command Sequencer:

execution

Command Sequencer:

execution mode

Command Sequencer:

Jjump single steps

Command Sequencer:

Cancel

Continue

Pause

Start

Switch

Execute,

Create,

edit, rename, duplicate, save

Command Sequencer:

Command Sequencer:

command sequences

Command Sequencer:

between execution
mode

Delete

Import

Switching
and edit

Description

When executing command sequences in the Command
Sequencer module, execution of the recipe can only be
aborted if the user has the corresponding rights.

In the Command Sequencer module, a paused command
sequence can only be continued if the user has the
corresponding rights.

In the Command Sequencer module, a corresponding
command sequence can only be paused if the user has the
corresponding rights.

Starting a command sequence in the Command Sequencer
module is only possible if the user has the corresponding
rights.

When executing command sequences in the Command
Sequencer module, individual steps can only be executed or
the execution of individual steps can only be skipped if the
user has the corresponding rights.

When executing command sequences in the Command
Sequencer module, individual steps can only be executed or
the execution of individual steps can only be skipped if the
user has the corresponding rights.

The administration of command sequences in the Command
Sequencer module - for example creation, changing, editing,
duplicating and saving - can only be configured if the user has
the corresponding rights.

In the Command Sequencer module, configured command
sequences can only be deleted if the user has the
corresponding rights.

Command sequences can only be imported as an XML file in
the Command Sequencer module if the user has the
corresponding rights.

Switching modes (edit mode and execution mode) is only
possible in the Command Sequencer module if the user has
the corresponding rights.

FUNCTION AUTHORIZATIONS FOR SHIFT MANAGEMENT:
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Shift Management: create, When configuring shifts in the Shift Management module in

edit or delete shift Runtime, a shift can only be created, edited or deleted if the
user has the corresponding rights.

Shift Management: create, When configuring shift models in the Shift Management

edit or delete shift model module in Runtime, a shift can only be created, edited or

deleted if the user has the corresponding rights

EDIT AUTHORIZATION LEVELS

CLOSE DIALOG

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

3.10.3 Function authorizations Editor

If a function authorization has been issued for at least one module, users must log in when opening the
Editor. To do this, a dialog is called up when the editor is started. This shows the current project name in
the header and allows login.

These function authorizations can only be amended again in this project. It is not possible to edit
function authorizations with users from the global project or other projects.

& Attention

Ensure that at least one user has the required authorizations in order to edit settings for
the user authorization in the Editor. If no user, or only users with missing authorization
levels, have been configured, this can lead to the project no longer being editable.




CONFIGURATION OF FUNCTION AUTHORIZATIONS IN THE EDITOR.

-

Change function authorization

Function authorizations Runtime

Function authorizations Editor

Module

Batch Control

Energy Management System
Files

Functions

Historian

Interlockings

Language file

Load project

Menus

Message Control

Production & Fadlity Scheduler
Programming interfaces
Project

Recipes

Report Generator

SAP interface

Screens

Switch on/foff history of changes
Time control

User administration
Variables

zenon Logic

Authorization level

== = R = = T R = R I = = T I = A = =]

Change...

o]

Cancel

E g

Help
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Module

Switch on/off history of

changes

Equipment Modeling

Historian

Batch Control

User Administration

Screens

Files

Functions

Load Management

Menus

Message Control

Production & Facility

Scheduler

Programming Interfaces

Project

Description

The history of changes can only be switched on or off in the
Editor, If the logged-in user is assigned to the corresponding user
level.

Only then is the Equipment modeling module available in the
Editor for editing and engineering, If the logged-in user is
assigned to the corresponding user level.

Only then is the Historian module available in the Editor for
editing and engineering, If the logged-in user is assigned to the
corresponding user level.

Only then is the Batch Control module available in the Editor for
editing and engineering, If the logged-in user is assigned to the
corresponding user level.

Only then can users (on page 12) and user groups (on page 19) be
edited or engineered in the Editor, If the logged-in user is
assigned to the corresponding user level.

Comment: In order to not be blocked out of a project, at least
one user must be assigned to this function authorization.

Only then is the Screens node available in the Editor for editing
and engineering, If the logged-in user is assigned to the
corresponding user level.

Only then is the Files node available in the Editor for editing and
engineering, If the logged-in user is assigned to the corresponding
user level.

Only then can functions and scripts be edited or engineered in
the Editor, If the logged-in user is assigned to the corresponding
user level.

Only then is the Load management module available in the Editor
for editing and project configuration, If the logged-in user is
assigned to the corresponding user level.

Only then can menus be edited or engineered in the Editor, If the
logged-in user is assigned to the corresponding user level.

Only then is the Message Control module available in the Editor
for editing and project configuration, If the logged-in user is
assigned to the corresponding user level.

Only then is the Production& Facility Scheduler module available
in the Editor for editing and engineering, If the logged-in user is
assigned to the corresponding user level.

Only then is the Programming interfaces node available in the
Editor for editing and engineering, If the logged-in user is
assigned to the corresponding user level.

The project properties can only be amended in the Editor, If the

40



Load project

Report Generator

Recipes

SAP Interface

Language File

Styles

Variables

Interlockings

Time Control

zenon Logic

EDIT AUTHORIZATION LEVELS

Change

CLOSE DIALOG

logged-in user is assigned to the corresponding user level.

Comment: In order to not be blocked out of a project, at least
one user must be assigned to this function authorization.

The project can only be loaded in the Editor, If the logged-in user
is assigned to the corresponding user level.

Comment: In order to not be blocked out of a project, at least
one user must be assigned to this function authorization.

Only then is the Report Generator available in the Editor for
editing and engineering, If the logged-in user is assigned to the
corresponding user level.

Only then can Standard recipes and the Recipegroup Manager be
edited or engineered in the Editor, If the logged-in user is
assigned to the corresponding user level.

Only then is the SAP interface module available in the Editor for
editing and engineering, If the logged-in user is assigned to the
corresponding user level.

Only then can Language switching be edited or engineered in the
Editor, If the logged-in user is assigned to the corresponding user
level.

Only then is the Styles module available in the Editor for editing
and engineering, If the logged-in user is assigned to the
corresponding user level.

Note: Styles are only avialable in the Global Project.

Only then is the Variables node available in the Editor for editing
and engineering, If the logged-in user is assigned to the
corresponding user level.

Only then can Interlockings be edited or engineered in the Editor,
If the logged-in user is assigned to the corresponding user level.

Only then can Time Control be edited or engineered in the Editor,
If the logged-in user is assigned to the corresponding user level.

Only then can zenon Logic projects be edited or engineered in the
Editor, If the logged-in user is assigned to the corresponding user
level.

Opens the dialog (on page 22) to select the authorization levels.
(The user group tab is hidden in the process)

The selected authorization level is set for all selected functions.
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Options Description

OK Applies all changes in all tabs and closes the dialog.
Cancel Discards all changes in all tabs and closes the dialog.
Help Opens online help.

Y Info

You can select several entries at the same time with the keyboard shortcut Ctr1+mouse
click or Shift+mouse click.

» You can select a number of entries by pressing and holding the Ctr1 key.

» By pressing and holding Shift and select two entriey, you select all entries which lie
between the two selected entries.

» By pressing and holding both Ctr1 and Shift and selecting two entries, all entries
which lie between the selected entries are selected. The entries which were selected
beforehand remain selected.

3.11 Screen types, dialogs and functions for login and user
administration

LOGIN

It is possible to log in to Runtime by means of:

» A Login (on page 43) screen: Permanent login, temporary login or entry of a signature via
screen switching.

» Temporary login (on page 73) modal dialog: Is used for a temporary login if no 1ogin screen
is linked.

» Login with dialog (on page 85) function: Login via a modal dialog or the 1ogin screen if this
has been linked.

» Login without password (on page 86) function: Logging in a user without entering a
password by means of direct linking or by chip identification system.

If a login screen is to be used for temporary login or the Login with dialog function is to be used, it
must be linked in the Screen for Login project property.

42



USER ADMINISTRATION

The following types of user are available:

>

User list (on page 46) screen: Lists all zenon users who have been created and makes it possible
to create, edit or delete these via the Edit user screen and to configure authorization levels.

User group list (on page 54) screen Lists all zenon user groups that have been created and makes
it possible to create new ones and configure authorization levels.

Edit user (on page 58) screen: Makes it possible to edit users and passwords in Runtime.
Change user (on page 91) function: Opens a dialog to edit users and user groups.

Change password (on page 113) function: Opens a dialog to edit your own password.

3.11.1 Creating a screen of the type Login

CREATING A SCREEN OF THE TYPE LOGIN

ENGINEERING

Steps to create the screen:

1.

Create a new screen:

In the tool bar or the context menu of the Screensnode, select the New screen command.
An empty Standard screen is created.

Change the properties of the screen:

a) Name the screen in the Name property.

b) Select Login in the Screen type property.

c) Select the desired frame in the Frame property.
Configure the content of the screen:

a) select menu item Control elements from the menu bar

b) Select