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1. Welcome to COPA-DATA help

ZENON VIDEO-TUTORIALS
You can find practical examples for project configuration with zenon in our YouTube channel

(https://www.copadata.com/tutorial_menu). The tutorials are grouped according to topics and give an
initial insightinto working with different zenon modules. All tutorials are available in English.

GENERAL HELP

If you cannot find any information you requirein this help chapterorcan think of anythingthatyou
would like added, please send an email to documentation@copadata.com.

PROJECT SUPPORT

You can receive support forany real project you may have from our Support Team, who you can contact
viaemail at support@copadata.com.

LICENSES AND MODULES

If you find that you need other modules orlicenses, our staff willbe happy to help you. Email
sales@copadata.com.

2. Process Gateway

The Process Gateway serves as a coupling to higher-level systems, such as a Control Center. This means
that parts of the zenon process image are provided for other applications and updated by these.

» Processdata fromzenon Runtime can be forwarded to superordinate systems.

» Superordinate systems can write values or commands tozenon Runtime.


https://www.copadata.com/tutorial_menu

Y Information

The Process Gateway user interface is only available in English.

All components used must be licensed.

Note: Both Editor and/or Runtime, which provide the license information, as well as the
applications that access it, must run in the same user context. They must be started by
the same user. Starting one application as administrator and another as alocal user does

not work.

SHOW LICENSE INFORMATION

To view license information inthe Process Gateway:
1. OpentheProcess Gateway.
2. Clickthe About button.

The About dialogisopened.

DIALOG ABOUT

Process Gateway 8.0.0.44001
LY =] Ing. Punzenberger COPA-DATA GmbH 1993-2017
== Serial number: COOPW-GLEAT-0521H-00000-02913 T R—

Licensed product versions: 8.00, 8.10

Licensed Modules: OPC U4 Server, OPC D& Server,
Modbus Slave, SOL Online, DEC Slave, DNP3 Slave, SNMP
Server, Azure, |[ECET0 Slave, ICCP/TASE. 2, DCA Gateway
Full, DCA Gateway Light

Option Description

License information Information on licensed modules including serial number.

oK Closes the dialog.

Open license manager Opens the License Manager. Licenses canbe activated, returned and

managed with this tool. The serial numberis needed for this.

Ifthe Process Gateway is opened without an existingmodule configuration, a model must be selected first.
After selectinga module, the correspondingstartdialogforthe Process Gateway is opened. In doingso, the
Settings button isinactiveuntil the Process Gateway is licensed.

3. General

The followingis applicablefor Process Gateway:



» Itisthoughtas an add-onto the Runtime of the control system and only works in combination
withit.
That means: If zenon Runtime has not been started, the Process Gateway does not start!

» Several Process Gateways can be started on one computer.
You can find furtherinformation on thisin the Start with command line (on page 16) chapter.

» TheProcess Gateway can be started on both a standalone computeraswellasinthe zenon
network (server/standby/client). All Process Gateways that are startedinthe network provide
the same processimage.

» Themoduletobe startedisselected and configuredinitsown INIfile (on page 11) of Process
Gateway, notin the zenon6.inifile asisotherwise the case forzenon!
The INI file forthe Process Gateway iscalled zenProcGateway.INI andisinthe
$CD_SYSTEMS folder. With a standard installation, the storage folderis
C:\ProgramData\COPA-DATA\Systembydefault.

PROJECT SELECTION

If no special projectname is definedin the configurationfile(zenProcGateway. ini), all
configurations of the Process Gateway are applicable tothe first projectloaded by Runtime.

In a multi-project system,itis possible to access any desired projectinthe hierarchy. Todothis, enter
the project name in the Project= entryin the [GENERAL] sectioninthe INI file. If thisentryis empty, the
integration projectisapplicable.

3.1 Variable assignment using names

In the Process Gateway, the respectiveassignmentiscarried out usingthe variable name.

Thisis importantif:
» Variable namesinthe project configuration are changedinzenon Editor.
» Variablesinthe project configurationinthe Editorare deleted.

» zenoncallsupa new start project.

In this case, module-independent error dialogs appear when the Process Gateway is started.

& Attention

If a variable assignment is erroneous, the Process Gateway is not started! The
Process Gateway only starts if the incorrect variable assignment has been corrected.



The firsterror dialoglists the unknown variables.

Process Gateway

@W% The listed variables are unknown:
| - 4 EMS_Supply area 1_first_switching_value,
- BASISTUTORIAL#V orratstank[1].Heizungselemente Heizungsschalter,
EMS_Supply area 1_gross_actual_deviation,
BASISTUTORIALZV orratstank[1].Zufluss-Schalter, test

» Inthiscase,amendthe variable assignment again.

» Todo this,remove all incorrectly-assigned variables from the respective export areaandre-add
the correspondingvariables.

The dialogthat follows contains module-dependent error messages.

Process Gateway

- ) Communication of 'AccessAzure.dll’ cannot be initialized!
@7 Please check configuration.

LOG ENTRY

The following LOGentryis created in the event of incorrect variable assignment:

LOG entry Description

Failed to update value for variab | No COM connection to zenon could be established, or the
le %s. variableis not(or no longer) availablein zenon or has
been renamed.

4. Requirements

On the computeron whichthe Process Gateway shouldrun,the Runtime with the corresponding
release version and aloaded project that corresponds to the configuration has to be started beforeiitis
started. If Runtime is stopped, the Process Gateway is also stopped automatically.
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If zenon Runtime is notloaded when Process Gateway is started, a correspondingwarningdialogis
shown:

zenProcGateway “

The process gateway cannot connect to the Runtime!
! Please start the Runtime first.

Y Information

The Process Gateway uses the COM interface to access zenon data. The COM
interface is used by VBA and is only available if zenon6.ini is present in the file under
under [VBA]the entry EVENT=1.

5. Start

The Process Gateway consists of the zenProcGateway.exe file. Thisiscopiedtothe zenon program
folderduringinstallation. However, the file can also be usedifitis saved inanotherfolder.

Attention: The module (Accesss*.dll) to be used with the Process Gateway hasto be inthe samefolder
as zenProcGateway.exe.

Exception: SNMP (on page 308).

The zenProcGateway.ini configurationfileisinthe $CD SYSTEMS system folder.
In thisINIfile, the DLL= entry (inthe [GENERAL] section) determines the module with which the
Process Gateway starts.

Several Process Gateways can be started on one computer. The prerequisite forthisisthe use of
differentINIfiles. You can find furtherinformation on this in the Start with command line (on page 16)
chapter.

PROCESS GATEWAY IN ZENON NETWORK

Process Gateway can be started on both a standalone computeraswellasinthe zenon network
(server/standby/client). All Process Gateways that are startedinthe network provide the same process
image.

In redundant networks, itisrecommended that Process Gateway isstarted on a (dedicated) client.
With redundancy switching, a network client automatically connects to the respective primary se rver
and continuesto provide the datato higher-levelsystems.

11



PROCESS GATEWAY - START

Process Gateway can be started:
» viaStartup Tool (on page 13)

» viazenonfunction (on page 14)

In both start methods, the Process Gateway can be started with parametersinthe commandline
interface (on page 16). Different INIfiles of the Process Gateway can thusbe determined.

A Attention

Process Gateway can onlybe startedif zenon Runtime is running. Starting without
Runtime runningis not possible. A corresponding warning dialogis shownin this
case.

CONFIGURATION

The configuration consists of two parts.

» Moduleselection (on page 16)
In the first stage of configuration, selectthe module that communicates with the Process
Gateway.
You can find furtherinformation on thisinthe module selection chapter.

» Module-specificconfiguration
Dependingonthe selected module, connection parameters and variable assignments can be
configured.
You can find details on this from the module configuration chapterin the respective sectionin
this handbook.

All configurations of the Process Gateway are savedinan INIfile. Please note that notall entries of the
corresponding INIfilecan be configured viaa corresponding userinterface.

The module isdetermined with the DLL= entry (in the [GENERAL] section).

Possible entries:

12



Module Entry

DEC DLL=AccessDEC.d11l

saL DLL=AccessSQL.d1l1l
MODBUS DLL=AccessMODBUS.d11l
DNP3 DLL=AccessDNP3.dl1l
IEC870SI DLL=AccessIEC870S1.d11
SNMP DLL=AccessSNMP.d1l1l
OPCUA DLL=AccessOPCUA.d11
ICCP/TASE.2 DLL=AccessICCP.dll

MS Azure DLL=AccessAzure.dll
DNP3_SG DLL=AccessDNP3 SG.dll

SECURITY CONFIGURATION

The Process Gateway can be executed hiddento protectitfrom unauthorized access. If the Process
Gateway is startedinthe command line with the parameter /hide (or -hide), it starts invisible and
cannot be configured or stopped. The Process Gateway closesautomatically whenthe zenon Runtime
isclosed.

5.1 Start via Startup Tool

The Process Gateway can be startedviathe zenon Startup Tool.

To do this, carry out the following steps:
1. Openthezenon Startup Tool.

2. Click Tools.

13



The dialogfor configuringthe zenon Tools is opened.

Available 32-bit applications

.E:Keyblod Runtime Start zenon Logic Mol
?CEIOPC Server zenon Logic Rur
;Q:Prooess Gateway ! zenon Logic Rur|
ﬁRedundanq-I Management Tool ® zenon Remote [
SE Remote runtime update
%SharpDevelop IDE
A SOL Server communication test tool for zenDbSry

zenon Logic Compare projects
zenon Logic Library Manager
@zenon Logic Licence Manager

<

Available 64-bit applications
aB 3D Configurator

E:Keyblod Runtime Start

Available applications (current folder)

QDiagviewer . SCADA Runtime Connector
JS;License Manager i System Information Collecty
f.a;'oNetwork communication encryption Q\Neb Engine Deployment To!

< >

Command line parameters

3. SelectProcess Gateway.

4. Clickthe Start buttonto start the Process Gateway with the configuration fromthe current
zenProcGateway . INI file.

Or:

Enter the name of the EXE file and the name of the INIfile as a start parameterintothe
Command line parameters:

zenProcGateway.EXE /ini:"MyConfig.INI"

You can find furtherinformation on thisin the Start with command line (on page 16) chapter.
Note: The parameters alone are notsufficient. The zenProcGateway.EXE  call mustbe
entered.

5. Click start.

5.2 Start via zenon function

The Process Gateway can - like any other Windows application - be started with the Start program
function.



ENGINEERING

Start program

MName

| \Program Files (x86)\COPA-DATA\zenon 7.60 SP0'\zenProcGateway.exe |

Parameter

| finizmyconfig. INI |

[ show this dialog in the Runtime

Stepsto create the function:
1. Createanew function:

In the toolbaror inthe context menu of the Functions node, select New function.
The dialogto selectafunctionisopened.

2. Navigate tothe node Windows.

3. Selectthe Start program function.
The dialogto selectthe program and enter start parametersis opened.

4. Selectthe desired program.

a) Clickon the button...
Thefile selection dialogis opened.

b) Go tothe zenon Installation directory:
Program Files (x86) - 64-bitoperatingsystem

Program Files - 32-bitoperatingsystem
c) Selectthefile zenProcGateway.exe
d) Confirmthe selection by clickingonthe Open button

5. Optional: Configurethe parameters hat are executed when the functionis executed.
You can find furtherinformation on thisin the Start with cammand line (on page 16) chapter.
If this parameteris empty, the Process Gateway startswiththe zenProcGateway. INI file.

6. Closethedialogbyclickingonthe OK button.

7. Name the functioninthe Name property.
I Hint

If this function is linked in the AUTOSTART* script, Process Gateway automatically
starts with Runtime.
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5.3 Start with command line

Several Process Gateways can be started on one computer. To do this, a separate INI file must be
presentforeach Process Gateway to be started. The INI file mustbe inthe systemfolder
(%CD_SYSTEM%).

Examples of use:
» Simultaneous start of several Process Gateways with different modules

» Start severalinstances of the Process Gateway withthe same module (notapplicable forall
modules).
Requirement: separate communication parameters for each instance, forexampleno conflictsin
IP ports.

In this case, the zenProcGateway.EXE must be started with the command line parameter /ini:"[file]".
Note: the name of the INI file can also be configured for starting with zenon function (on page 14).

Syntax of command line:

» Inthe StartupTool:
zenProcGateway.EXE /ini:” [FileName] .INI”

» Inthezenon Start program function
Parameter inputfield: /ini:" [FileName] .INI"

[FileName] .ini must be replaced bythe correct name of the INIfile.

5.4 Module selection

The following possibilities are available forthe selection of amodule forthe Process Gateway:

» Firststart
When the Process Gateway is started for the firsttime, a dialogto selectthe module is shown.
Thisselection dialogis also offered when Process Gateway isstarted if thereisno NI file orif
no module is configured in the selected INI file.
The zenProcGateway. INI fileisused by default.

» Module already configured
Ifa module has already been configured for Process Gateway, the Process Gateway starts with
the communication dialog of the configured module.
When Process Gateway starts, the communication already startsif all necessary connection
parameters forthe module have been configured and are valid.
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54.1

Firststart

The module must be configured when itis started for the first time.

Library

AccessAzure.dil Process Gateway: Slave for MS Azure protocol
AccessDCA. I Process Gateway: DCA Gateway

AccessDEC.dI Process Gateway: Slave for DEC interface
AccessDMP3_SG.dll Process Gateway: DMP3 / IEEE 1815 Outstation
AccessICCP.dIl Process Gateway: ICCP/TASE. 2 protocol

AccessIECE705].dl  Process Gateway: Slave for IECE0870-5-101/104 protocol
AccessMODBUS.dIl - Process Gateway: Slave for MODBUS protocol
AccessOPCUA. I Process Gateway: OPC UA Server

AccessSHNMP.dl Process Gateway: SNMP agent

AccesssQL.dIl Process Gateway: SQL online interface

Description

To start Process Gateway with a selectable module:

1.

5.4.2

Start Process Gateway with an INIfile that does not exist (there must be no other module
configuredinthe INIfile).

The Process Gateway usesthefile zenProcGateway.INI by default. Youcan define another
fileinthe commandline(/ini:" [FileName] .INI").

You can find more informationin the Start with command line (0on page 16).

The dialogto selectthe moduleis opened.
Selectthe desired module.

Confirmyourselection by clickingonthe oK button.
The Process Gateway thencreatesan INIfile.

The Process Gateway starts with the communication dialog (on page 18) of the selected
module.

Change existing module selection

If the Process Gateway starts with a module that has already been configured foradifferent
communication protocol, without offering the dialogto select amodule, then:

1
2.

Close the Process Gateway.
Editthe existingzenProcGateway.INI file.
a) Todo this, go to the %CD_SYSTEM% directory.

b) Openthefileinanydesiredtexteditorandadd commentsforthe moduleinthefile;or
rename the INIfile.
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3. Restartthe Process Gateway:
If the INIfile has been removed, the dialogtoselectamodule (on page 17) is offered again when
Process Gateway starts.

5.4.3  Start with configured module

Start the Process Gateway with a module that has already been configured; adialog with static
communication datais opened.

Information
Module: AccessOPCUAI

Configuration file: zenProcGateway. NI

Statistics
0 Nr. of updates in 0.000 seconds.
0 failed updates

Settings | | Help | | About

INFO

Minimum information about the configured module.

Module: Configured and started module of Process Gateway.
Config File: Name of the zenProcGateway.INI configurationfile of Process
Gateway.
STATISTICS

Information on communication with the counterparty:




Parameter Description

Nr. of updates in xx seconds Number of successful communication attempts incl. total
duration.

failed updates Number of failed communication attempts.

Exit Closes the Process Gateway.

Settings Opens the module's configuration dialog.

Help Opens onlinehelp.

A Attention

If the application is started as invisible, there is also no configuration dialog
displayed. If the configuration is invalid or not present, the Process Gateway is
automatically closed.

5.5 INI file

Process Gateway savesthe module selectionintheINIfile.Youcanfindthis zenProcGateway.INI
fileinthe following path: $CD SYSTEMS. The configurationis saved foreach module asan XML file.
This configurationfileisalsosavedinthe %CD_SYSTEM% folder.

The module-specific configurations between the modules are very different. Please note the detailed
documentationinthe module-dependent entriesin this manual.

Due to the system, only ANSland Unicode are supported forreading the INI files.

& Attention

UTF-8 formatis not supported!

You should therefore always save yourINIfiles as a text file in ANSI or Unicode
format.
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Zenon
MODULE-INDEPENDENT CONTENT
[GENERAL]
[GENERAL] General setting for Process Gateway, regardless of the modules
selected.
DLL= Selection of the DLL filethat is to be used for Process Gateway. The
selected DLL filedetermines the module selection
» AccessAzure.dll
> AccessDEC.dIl
» AccessDNP3_SG.dil
> AccessICCP.dIl
> AccessIlEC870SI.dll
» AccessMODBUS.dII
> AccessOPCUA.dII
> AccessSNMP.dII
» AccessSQL.dll
[DATABASE]
PROJECT= Name of the zenon project with which the Process Gateway

communicates with Runtime.

In a multi-project system, itis possible to access any desired
projectinthe hierarchy. If this entryis empty, the integration
projectisapplicable.

Default: Empty
(projectcurrently loadedin Runtime)




6. DEC

6.1 Module configuration

The following dialog appears after the Settings buttonis clicked:

Konfiguration

Valiables

Avalable in zern In DEC exported

Al Dap Val 0101110 in
AT_Day_Varl_10_0-20_0 (
AT_Day_Varl_500-750

AT_Day_Varl_Value_0_011_0

AT_Day_Varl_Value_10_0-20_0

AT_Day_Varl_Valus_100-200

AT_Day_Varl_Value_500-750

AT Day_Varl0_Vale_0_0-11_0

AT_Day_Varl0_Vahke_10_0-20_0 3
AT_Day_Varl0_Vake_100-200

AT_Day_Varl0_Vales_500-750

AT_Day_Vai2_Value_0_0-11_0

AT_Day_Var2_Valus_10_0-20_0
AT_Day_Var2_‘zlus_100-200 <
AT_Day_Var2_Value_500-750
AT_Day_Var3_Valus_0_011_0
AT_Dap_Var3_Valuz_10_0-20_0
AT_Day_Var3_Value_100-200
AT_Day_Var3_Value_500.750
AT_Day Vard_Valuz 0_0-11_0
AT_Day_Vard_Value_10_0-20_0
AT_Day_Vard_Valus_100-200
AT_Day_Vaid_Valus_500-750
AT_Day_Vai5_Value_0_011_0
AT_Day_Var5_Valug_10_0-20_0

AT Day_Vai5_Value_100-200

AT_Day_Var5_Value_ 500750

AT_Day Vaib_Valus_0_011_0

AT_Day_Vaib_Value_10_0-20_0

AT_Day_Varb_Valus_100-200

AT_Day Varb_Valuz_500-750

AT_Day_Var?_Value_0_0:11_0 -

DEC TCP/IP Connection

Port: 5555 Tmecut |60 00
cos

Here the variablesthat should be connected can be selected. Inthe liston the left-hand side all variables
which are available inzenon are displayed. These can be selected and moved to the DEC exportlist with
the >' button. With the button '<' they can be removed again. Ifavariable is movedtothe exportlist, a
dialog forthe name assignment of the zenonvariable to the DEC variable opens:

Dialog

Mame: | AT Day_Varl 0.0-11 0

Allocation: | SO1L {Pressnumber)
PRSP| {Parameter-hame)

oK I Cancel |

The assignmentis defined with afourdigit press numberandthe fourdigit parametername. Entered
characters are automatically changed to upper case. The variables selected in this way then are
continuously synchronized in zenon orin the connected DEC system.

In the lower part of the configuration dialog the TCP/IP connection to the DEC system can be configured.
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The port numberindicates the port where the Process Gateway waits forincoming connections.

The timeoutisthe time withoutresponse, afterthatthe connectionis closed.

6.2

Logging

All telegrams received by the DEC system and the responds from the Process Gateway can be logged.

The Diagnosis Vieweris used forlogging; you can find furtherinformation in the Diagnosis Viewer
chapter.

7. DNP3_SG

The AccessDNP3_SG module forthe Process Gateway is based ona DNP3 stack developed by

COPA-DATA.

» The AccessDNP3_SG moduleiscompliantwith subsetlevell,2 and 3 and supportsfile transfer.

» The configurationis notcompatible with the existing AccessDNP3 Process Gateway of zenon
versions before version 8.00.

» The previous AccessDNP3 module inthe Process Gateway can nolongerbe selected fornew
configurations.

» Existing configurations with the previous AccessDNP3 module continue to be able to run.

» The AccessDNP3 module will nolongerbe suppliedinafuture version. The old module will be

completely replaced by the AccessDNP3_SG module.

An XML device profileis supplied with the new module. This documentalso contains a description of the
abilities of the AccessDNP3_SG module.

Installation path:
C:\ProgramData\COPA-DATA\zenon8.00\CommunicationProfiles\Dnp3\ProcessGateway
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7.1

Installation

You have the following possibilities forinstalling the DNP3_SG Process Gateway:

1. Thefirsttime Process Gateway is started. No module hasyetbeen configured:
The module must be configured the first time itis started.

Configuration
Library Description
AccessAzure.dil Process Gateway: Slave for MS Azure protocol
AccessDCA. I Process Gateway: DCA Gateway
AccessDEC.dI Process Gateway: Slave for DEC interface
AccessDMNP3_SG.dll Process Gateway: DMP3 / IEEE 1815 Outstation
AccessICCP.dIl Process Gateway: ICCP/TASE. 2 protocol

AccessIECE705].dl  Process Gateway: Slave for IECE0870-5-101/104 protocol
AccessMODBUS.dIl - Process Gateway: Slave for MODBUS protocol
AccessOPCUA. I Process Gateway: OPC UA Server

AccessSHNMP.dl Process Gateway: SNMP agent

AccesssQL.dIl Process Gateway: SQL online interface

b)
c)

d)

e)
f)

Start Process Gateway with an emptyfile oranINIfile thatdoes not exist (there mustbe no
othermodule configuredinthe INIfile).

The Process Gateway usesthefile zenProcGateway. INI by default. You can define
anotherfileinthe commandline (/ini:" [FileName] .INI").

You can find more information in the Start with command line (on page 16).

The Configuration dialogtoselectthe moduleisopened.
Select AccessDNP3_SG.dIl as a module.

Confirmyourselection by clickingonthe oK button.
The Process Gateway thencreatesan INIfile.

Process Gateway startswiththe Process Gateway communication dialog.

Click on the settings buttonto configure the DNP3_SG module.

2. Start with a Process Gateway module that hasalreadybeen configured.

If Process Gateway starts with a module that has already been configured foradifferent
communication protocol, without offering the dialogto selectamodule, then carry out the
following steps:

a)
b)
c)

d)

e)

Close the Process Gateway.
Editthe existing zenProcGateway.INI file.
To do this, go to the %CD_SYSTEM% directory.

Openthefileinanydesiredtext editorand add comments forthe module inthefile; or
rename the INIfile.

Restartthe Process Gateway:
If the INIfile has been removed, the dialogtoselectamodule (on page 17) is offered again
when Process Gateway starts.
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7.2

Outstation

Datalink

Application Layer

‘... Events/Unsalicited
ile Transfer

- Binary Input

Double Bit Binary Input

- Binary Qutput

- Running Counter
- Frozen Counter
- Analog Input

- Analog Output
- Octet String

Physical layer
Channel

TCPJUDP settings

LS

TCP/UDP listening port number

UDF broadcast part

Metwork card/IP address

Serial settings
Serial part
Baud rate

Part setkings

20000

| LAN-Verbindung

COM1
9600

8,1,1E

DNP3_SG

Zenon

In this dialog, you configure the connection parameters to the outstation.




DNP3_SG
Zenon

PHYSICAL LAYER

Channel Type of connection to the outstation. Select from
drop-down list:
» Serial
Serial connectionto the outstation.

» TCP/IP
Connectiontothe outstation via TCP/IP
protocol.

» UDP
Connection tothe outstation via UDP
protocol.

» TCP with UDP broadcast
Connection to the outstationviaTCP/IP
protocol with UDP broadcast.

Default: Tcp/1IP

TCP/UDP SETTINGS

TCP/UDP listening port number Port number for the TCP or UDP communication with the
outstation.

Default: 20000

UDP Broadcast port Port number for the receipt of UDP broadcasts.
Default: 20000

Note: onlyactiveif, inthe Channeloption, the TCP
with UDP broadcast valuehas been configured.

Network card/IP address Network interface for communication with the
outstation. Select from drop-down list.

The outstation receives network telegrams at the
configuredinterface. If nointerface is selected, the
outstationreceives the telegrams at all interfaces.

Default: empty

Note: Not activeif Serial is configured for the
Channel option.

SERIAL SETTINGS




DNP3_SG

Zenon

The options forthis group are only active ifthe serial connectiontype hasbeen configured forthe
Channel option.

Serial port Selection of the serial interface.
Selection from a drop-down list.

Default: COM1

Baud rate Selection of the Baud rate for serial communication.
Select from drop-down list.

Default: 9600

Port settings Number of data bits, startbits and stop bits, as well as
the parity for serial communication.

Select from drop-down list:
» 8,1,1,N
» 8,1,1,E
» 8,1,2,E
>

8,1,2,N

Default:8,1,1,E




7.3 Datalink

=l Qutstation

Application Layer
Events/Unsolicited
File Transfer

- Binary Input

- Double Bit Binary Input

Binary Output

- Running Counter

- Frozen Counter

- Analog Input

- Analog Output

. Octet String

Datalink

Outstation DNP Address Self address response
Master DNP Address Validate master address
Link status request interval

Data Link Confirmations

Data Link retries

Data Link timeout

Channel

Master IP Address Use specific master UDP port

Master LIDP Pork

DNP3_SG

O

20000

Zenon




Parameter

Outstation DNP Address

Self address response

Master DNP Address

Validate master address

Link status request interval

Description

DNP3 address of the outstation.

Default: 1

Action of the outstationsinresponsetoa Request.

> Active:
The outstationresponds with itsown DNP3 address
ifa Master Request isreceivedwiththe "OxFFFC"
reserved address.

» TInactive:
The outstation only respondsto Requests fromthe
configured masteraddress.

Default: Inactive

Note: Itis recommended that this optionis onlyactivated
temporarily to allowa master to detect the outstation.

The DNP3 address of the masterthat is to communicate to
the outstation.

Default: 100

Note: the Process Gateway currently only supports one master
per instance.

Validation of the master address

Note: This optionis always active. The outstation only
respondstoMaster requests thatcome fromthe
configured Master DNP Address. An exceptionisthe
broadcast addresses, if TCP with UDP Broadcast has been
configuredinthe Channel optioninthe Outstation node
and the Broadcasts allowed option has been activated in
the Application Layer node.

Default: active
Intervalsinsecondsinwhich a Datalink Layer

REQUEST LINK STATUS issentfromthe outstationto the
master, if there is no further data traffic.

Thisis, for configurations whereby no cyclical
communication takes place with the master, to monitor
whetherthe masterisstill available.

Default: 0
Withthe value 0, the outstation does notsend any link
statusrequests.

Note: Thereis a TCP Keep Alive for TCP connections. This
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must not be confusedwiththe Link status Requests.

Data Link Confirmations >

Active:

The outstationrequestsabDatalink Layer
confirmation from the masterforeach Datalink
Frame.

Inactive:
The outstation does notrequest confirmation for
Datalink Layer Frames.

Default: Inactive

Note: This optionshould only be activatedifitrequires a
low-quality connection. For TCP/IP connections, itis strongly
recommended that this options is notactivated.

Data Link retries

Numberofrecurrencesfora Datalink Layer Frameifa

confirmation has beenrequested fromthe masterand this
confirmation has notbeen received withinthe time
configuredinthe Datalink Layer Timeout option.

Default: 0

Data Link Timeout

Timeoutforthereceiptofa Datalink Layer confirmation

from the mastertoa Datalink Layer Request requested
by an outstationforwhicha Datalink Layer
Confirmation has beenrequested.

Default: 2000

CHANNEL

Parameter

Master IP Address

Use specific master UDP port

Description

IP address of the remote DNP3 master.

Only network telegrams fromthe IP address
configured here are accepted.

Exception: Requests At the UDP broadcast address
if the Channel option hasbeen configured with
TCP/IP with UDP Broadcasts inthe Outstation
node and the Broadcasts allowed optionisactivein
the Application Layer node.

Default: 127.0.0.1

Note: Not activeif Serial is configured for the
Channel option.

» Active:
The outstation responds to the UDP port
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Master UDP Port

configured here.

» TInactive:
The outstation responds to the UDP port
fromwhichtheMaster Request hasbeen
sent.

Onlyavailable if the Channel has been configured
with UDP inthe Outstation node.

This port is used forthe optional unsolicited
null response message.

Alternative UDP port numberforthe response to
the masterif the Use specific master UDP port option
has been activated.

Default: 20000

Note: Only availableifthe Channel has been configured
with UDP inthe Outstation node.
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=l Qutstation
- Datalink
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- Binary Input

- Double Bit Binary Input

Binary Output

- Running Counter

- Frozen Counter
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Application Layer Timeout
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Application layer confirmations [

Application Layer TX Size
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Use Local Time
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SBO timeout E

Time Synchronisation allowed
Controls allowed
Counter Freeze allowed
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Parameter

Application Layer Timeout

Use Local Time

Application Layer TX Size

Time sync. interval

Application layer confirmations

Description

Time that the outstation waits for a response from the
master if Responses demand a confirmation.

Default: 3000 ms
Time format used.

This optionis applicable both for time synchronization of
the outstation as well as for the Event Objects that
containa time stamp.

» Active:
The time formatusesthe local time / time
zone of the computer.
This option can be set if the masteralso
considers the time aslocal time.

» TInactive:
The time formatis UTC, correspondingto
the IEEE Std 1815tm standard.

Default: active

Maximumsize ofan Application Layer
response. The value can be amended accordingto
the ability of the masterand the bandwidth of the
connection

Default: 2048

Time period after which the outstation sets the
Internal Indication Bit1IN1.4 (NEED_TIME) in the
Response again.

The value can be set to 0if notime synchronization
isrequired by the master.

Example: The outstation masteralready
synchronizesitstime fromanothersource.

Default: 60 min

Application Confirmation for Response

» Active:
The outstation requests an Application
Confirmation from the masterfor each

Response.

» TInactive:
The outstation only requests an Application
Confirmation from the masterforthe
followingResponses.
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- Response contains events
- unsolicited Responses

- multi-fragmentresponses (From the first to
the second-to-lastfragment. The last
fragment does not demand a Confirmation)

Default: Inactive

Note: Only activate this optionin exceptional cases,
for example if the connection quality and bandwidth
requiresthis (low bandwidth).

SBO timeout Time that the masterwaits for an Operate Request
aftera SelectRequest has beenreceived by the
master.

Default: 60 s
You can find further information about the SBO in the
Select before Operate (on page 114) chapter.

Dewice name Description forthe outstation.

This option can be read and written by the master
usingthe User-assigned device name
(g0v247) Device Attribute

Default: Outstation

Device ID Identification for the outstation.
This option can be read and written by the master
usingthe User-assigned ID code/number
(g0v246) Device Attribute
Default: 0

Device location Site description for the outstation.

This option can be read and written by the master using
the User-assigned location name (g0v245)
Device Attribute

Default: 1

ALLOWED & ENABLED FUNCTIONS

Functionsthatare offered by the outstation for the connection between the masterand outstation.

If an optionis notactive, the outstation responds to the masterwith a Null Response withthe Internal
Indication Bit IIN2.0 (NO_FUNC_CODE_SUPPORT).

Exception: there isgenerally noresponseto Broadcasts requests.
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» ColdWarm restart alloned
Default: Inactive

» File Transfer alloned
Default: Inactive

» AssignClass alloned
Default: Inactive

» Broadcasts allowed
Default: Inactive

» Time Syncrhonisation allowed
Default:active

» Controls allowed
Default:active

» Counter Freeze alloned
Default:active

7.3.2  Events/Unsolicited

[=- Qutstation
- Datalink
Application Layer Delete events
nts/Unsolicited ) newest
ile Transfer
- Binary Input @ T
- Double Bit Binary Input
- Binary Output Unsolicited Responses
- Running Counter
- Frozen Counter
- Analog Input
- Analog Output
Octet String Unsolicited retries

Event generation

Allow unsolicited responses

Unsolicited timeout

»

w

Unsoalicited resumption delay

Class 1 events
Class 1 time
Class 2 events

Class 2 time

»

Class 3 events

T

w

Class 3 time




EVENT GENERATION

DNP3_SG

Zenon

Delete events

The events are deleted inthe event of an overflow
of the Outstation event buffer:

» newest:
Most recent (=youngest) events.

» oldest:
Oldestevents

Default: newest

UNSOLICITED RESPONSES

The optionsinthisarea are only available if the Allow unsolicited responses option has been activated.

Allow unsolicited responses

Check box to activatethe use of Unsollicited
responses.
» Active:
Unsolicited responses are permittedand can
be activated by the master.

» TInactive:
Unsolicited responses are not permitted and
cannot be activated by the master.
Attention: No unsolicited responses are
sentto the master. Evenifthese have been
requested by the master.

Default: Inactive

Note: Match the configuration of this option to the
configuration of the master.




Unsolicited timeout Time that iswaited foran Application

Confirmation by the masterfora previous
unsolicited Response from the outstation.

Inputrange:1 to 60 s
Default: 5 s

Unsolicited retries Numberof recurrencesforan Unsolicited

Response (sentbythe outstation) afterthe
Unsolicited timeout time has expired withoutan
Application Confirmation beingreceived by
the master.

Inputrange:0 - 65535
(0 = aninfiniteamount of attempts)

Default: 3

Example: IfanUnsolicited Response issentto
the master, the master shouldsendan Application
Confirmation. If this confirmation fromthe master
remains outstanding, a repeat is sent as many times as
configuredin Number of retries.A new Unsolicited
Response is then created.

Unsolicited resumption delay Number of seconds that the outstation waits until it

continues sending Unsolicited Responses again,
if, after expiry of the Unsolicited timeout time and
the sending of the repetitions, no Application
Confirmation has beenreceivedbythe master.

Default: 15 s

Class 1 ewents Maximum number of events forthe eventclass that

can be buffered beforean Unsolicited
Response is sentto the master.

Inputrange: 0 - 255
Default: 3

Class 1 time Maximum delay of the event class thatis waited

untilanUnsolicited Response issenttothe
masterafteran eventhas occurred.

Inputrange:0 - 65535 seconds
(0 =nodelay,i.e.foreachevent)
Default: 5

Note: If new events arecontinually generated, it may be
the casethatno Unsolicited Responseissentto
the master ifthe valueis greater than 0.
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Class 2 ewvents

Class 2 time

Class 3 ewvents

Class 3 time

Maximum number of eventsforthe eventclass that
can be buffered beforean Unsolicited
Response is sentto the master.

Inputrange:0 - 255
Default: 3

Maximum delay of the event class thatis waited
untilanUnsolicited Responseissenttothe
masterafteran event has occurred.

Inputrange:0 - 65535 seconds
(0 =nodelay,i.e.foreachevent)
Default: 5

Note: If new events arecontinually generated, it may be
the casethatno Unsolicited Response issentto
the master if the valueis greater than 0.

Maximum number of events forthe event class that
can be buffered beforeanunsolicited
Response is sentto the master.

Inputrange: 0 - 255
Default: 3

Maximum delay of the event class thatis waited
untilanUnsolicited Responseissenttothe
master afteran event has occurred.

Inputrange:0 - 65535 seconds
(0 =nodelay,i.e.foreachevent)
Default: 5

Note: If new events arecontinually generated, it may be
the casethatno Unsolicited Response issentto
the master if the valueis greater than 0.
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7.3.3 File Transfer

=) Outstation
[=)- Datalink
Application Layer File transfer receive directory |

vents/Unsolicited
le Transfer File transfer send directory | C:\Userstintifax\DNP 356 sent]

-~ Binary Input File transfer imeout s
- Double Bit Binary Input
Binary Output Allow file deletion
- Running Counter
- Frozen Counter

File Transfer

- Analog Input
- Analog Output
. Octet String

In this dialog, you configure the parameters forfile transfer from and to the outstation.
A master can access subdirectoriesinthe save location but not higher-level directories (\..\..\)




Parameter

File transfer receiwe directory

File transfer send directory

File transfer timeout

Allow file deletion

Description

Save location for the files sentto the outstation by the
master.

Click the ... button and the dialogopens to select a save

location.

Note: If the save locationis configured differently to
the File Transfer send directory option, the master
can neitherread nordelete the filesthatit writes
itself.

Save location for files thatcan be read by the master.

Click the ... button and the dialogopens to select a save
location.

Time inseconds until the outstation closesthe File
Handle provided this File Handle has not already
been closed by the master.

Default: 3000 s
Note: The outstation only supportsasingle file
handle.

Deletion by the master

» Active:
Files can be deleted by the master.

» TInactive:
The master cannot delete any files.

Default: active
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7.4 Binary Input

=l Qutstation )
(- Datalink Binary Inputs

Application Layer Default static variation (®) Retain all events Max. events
Events/Unsolicited
File Transfer Default event variation | with absolute time v | () Retain most recent event

Frencos
- Double Bit Binary Input

Binary Output

- Running Counter
- Frozen Counter
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. Analog Output Filtertesxt Filtertesd Fi... Fittertext Fitertext

Filtertext
. Octet String

Remove Replace varizble...

Binary Input
Point index Identification

Static variation v Event variation

Event dass

You configure the DNP3 Binary Input points in this node.




BINARY INPUTS

Parameter

Default static variation

Bwent retention

Description

This option determines the default staticvariation
for this Object Group for newly-added variables. A
different staticvariation can beindividually
configured foreach variable.

Note: Selecta staticvariation thatis supported by
the master. Not every master supportsall static
variations.

Select from drop-down list:

» packed format
Object Group 1 - Variation 1

» with flags
Object Group 1 - Variation 2

Default: packed format
Behaviorwhen forwarding value changes.

Selectionfrom optionfield.

» Retain all events
Each time a value, status or time stamp of a
variableischanged, anew eventis created
and savedinthe event buffer. The master
getsall changes.

» Retain most recent event
The event buffer buffer only contains one
eventforthe lastchange of value, status or
time stamp. The masteronly getsthe last
change and, under certain circumstances,
cannot distinguish whether orhow oftena
value has changed inthe meantime.

Default: Retain all events
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Max. events

Default event variation

Default event class

Maximum number of events that are savedin the event
buffer for this Object Group for all defined variables. If
Retain all events is configured, this number shou

Id

be atleastas largeas the number of configured variables.

Default: 100

Note: OnlyactiveifRetain all events isactive.

Thisoption determines the default eventvariation
for this Object Group for newly-added variables. A
different eventvariation can be individually
configured foreachvariable.

Note: Selecta eventvariation thatis supported by
the master. Not every mastersupportsall event
variations.

Select from drop-down list:

> without time
Object Group 2 - Variation 1

» with absolute time
Object Group 2 - Variation 2

> with relative time
Object Group 2 - Variation 3

Default: with absolute time

This option determines the default event class for
this Object Group for newly-added variables. A

differenteventclass can be individually configured

for eachvariable.

Select from drop-down list:

> none
Variables arenotassignedto an event classanddo
not generate events. No static objects areincluded
for the variablesinaresponseto a class 0 poll from
the master. Amaster canonly read the current valu
of the variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of an assign classrequest,
not another event class.

> zero
Variables areassigned to the event class 0, butdo

e
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not generate any events. Ina responseto aclass 0
poll from the master, the static objects areincluded
for the variables. Amaster can alsoread the
variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of an assign classrequest,
the event class 1,2 or 3, as a resultof which the
variables also generate events from this pointin
time.

» one
Variables areassigned to the event class 1,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe current value
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 1 poll fromthe master , any event objects that
may be present are included for the events of the
variables. Amaster canassignthevariables by
means of anassign classrequest, the event class 0,2
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

> two
Variables areassigned to the event class 2,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 2 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

> three
Variables areassigned to the event class 3,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 3 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 2. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

Default: one
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Variables taken from the zenon project are listed with their current configuration in this list.
» Thelistcan be sorted
e Clickforthe sortingonthe columnheading.

e Thesortingsequence isvisualized with an arrow symbol next to the column heading:
Arrow upwards: ascendingsorting
Arrow downwards: descendingsorting

e Anotherclickonthe columnheadingreversesthe sortingorder.

» Thelistcan be filtered
To filterthe list:

e Enterthedesiredfiltertermintheinputfield belowthe heading. The default description of
anemptyfieldisfilter text (showningray font).

Parameter Description

Name Variablename.

The project name is placedin frontof the name:
ProjectName#VariableName

Identification Identification of the variable.

Point Index Current configuration of the DNP3 point index of the
variableinthis Object Group.

Static Variation Current configuration of the static variation for the point
of the variablein this Object Group.

Event Variation Current configuration of the event variation for the
point of the variablein this Object Group.

Note: This parameter is not availableinthe Octet String
node.

Event Class Current configuration of the event class for the point
of the variablein this Object Group.

Control Model Current configuration of the Control Model.

Note: This parameter is only availablein the Binary
Output node.

Command Routing Current behavior of the Binary Output point with select
and operate requests from the master.

Note: This parameter is only availablein the Binary
Output node.

Supported datatypes: BOOL, USINT
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NAVIGATION BAR

Add... Opens the variableselection dialog (on page 108) to apply
the zenon variables inthelist.

Note: Not activeinthe Frozen Counter node.

Remove Removes selected variables fromthe list.

A confirmation dialogis shown before a variableis
deleted.

Onlyactiveifone or more variables inthelistare
selected.

Note: Not activeinthe Frozen Counter node.

Replace variable... Opens the variableselection dialog (on page 108) to
replaceavariableselected in the listwith another zenon
variable.

Onlyactiveif precisely one variableinthelistis selected.

BINARY INPUT

You configure the parametersforaselected variablein the listin this area. Editing by means of multiple
selectionis not possible.




Parameter

Point index

Identification

Static variation

Description

This option determines the DNP3pointindexinthe
Object Group forthe selected variable. If variables
are added, the pointindexisautomatically setfor
the newly-added variables and numbered
consecutively starting with the highest pointindex
already present.

A pointindex canonly be issued once withinan
Object Group. The entryisvalidated. If a pointindex
has already beenissued, thisisshownwitha
warningdialog.

Note: Itis recommended that you issuethe pointindex
starting with 0 without gaps.The outstation supports the
maximum pointindex. Ifa higher pointindexis used, it
should be ensured that the master also supports qualifier
codes with 2 octets or 4 octets accordingly.

The identificationis primarily taken from the variable
from zenon Runtime. The identificationcanalso be
amended locally with this option.

This option determines the staticvariation forthe
selected variable forthe pointinthis Object Group.
Withthe default value, the general staticvariation
definedforthis Object Groupis used.

Note: Selecta staticvariation thatis supported by
the master. Not every master supportsall static
variations.

Select from drop-down list:

» packed format
Object Group 1 - Variation1

» with flags
Object Group 1 - Variation 2

Default: default
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Bent variation

Bent class

Apply

CLOSE DIALOG

Options
OK
Cancel

Help

Thisoption determines the eventvariation forthe
selected variable forthe pointinthis Object Group.
Withthe default value, the general event
variation defined forthis Object Group is used.

Note: Selecta eventvariation thatis supported by
the master. Not every mastersupportsall event
variations.

Select from drop-down list:

» without time
Object Group 2 - Variation 1

» with absolute time
Object Group 2 - Variation 2

> with relative time
Object Group 2 - Variation 3

Default: default

Thisoption determines the event class forthe

selected variable forthe pointinthis Object Group.

Withthe default value, the general eventclass
definedforthis Object Groupis used.

Selection: see description for Default event class option.

Default: default

Applies the configuration for the selected variable(s).

Description
Applies settings and closes thedialog.
Discardsall changes and closes the dialog.

Opens onlinehelp.
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Double Bit Binary Input

=l Qutstation

(- Datalink
Application Layer
Events/Unsolicited

... File Transfer
- Binary Input
Binary Output

- Running Counter

- Frozen Counter

- Analog Input

- Analog Output

. Octet String

Double Bit Binary Inputs
Default static variation
Default event variation

Event dass

sean sl e
with absolute time v | () Retain most recent event

Max, events

Zenon

Event Class

Name # ldentification
Filtertesxt Filtertesd

Pairt...| Static Variation
Fi... Fiftertead

Event Variztion
Filterteod

Filtertext

Double Bit Binary Input

Point index

Static variation

Remove

Identification

v Event variation

Event dass

Replace varizble...

You configure the DNP3 Double bit binary Input points inthisnode.




Parameter

Default static variation

Bent retention

Max. ewvents

Default event variation

Description

This option determines the default staticvariation
for this Object Group for newly-added variables. A
different staticvariation can beindividually
configured foreach variable.

Note: Select a staticvariation thatis supported by
the master. Not every master supports all static
variations.

Select from drop-down list:

» packed format
Object Group 3 - Variation1

» with flags
Object Group 3 - Variation 2

Default: packed format
Behavior when forwarding value changes.

Selectionfrom optionfield.

» Retain all events
Each time a value, status or time stamp of a
variable is changed, anew eventiscreated
and savedinthe event buffer. The master
getsall changes.

» Retain most recent event
The eventbufferbufferonly contains one
eventforthe lastchange of value, status or
time stamp. The masteronly getsthe last
change and, under certain circumstances,
cannot distinguish whetherorhow oftena
value has changedinthe meantime.

Default: Retain all events

Maximum number of events that are savedin the event
buffer for this Object Group for all defined variables. If
Retain all events is configured, this number should
be atleastas largeas the number of configuredvariables.

Default: 100

Note: OnlyactiveifRetain all events isactive.
Thisoption determines the default eventvariation
for this Object Group for newly-added variables. A

different eventvariation can be individually
configured foreach variable.
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Note: Selecta eventvariation thatis supported by
the master. Not every master supportsall event
variations.

Select from drop-down list:

» without time
Object Group 4 - Variation 1

» with absolute time

Object Group 4 - Variation 2

» with relative time

Object Group 4 - Variation 3

Default: with absolute time
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Bent class

Thisoption determines the default event class for
this Object Group for newly-added variables. A
differenteventclass can be individually configured
for eachvariable.

Select from drop-down list:

4

none
Variables arenotassignedto an event classanddo
not generate events. No static objects areincluded
for the variablesinaresponseto a class 0 poll from
the master. Amaster canonly read the current value
of the variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of an assign classrequest,
not another event class.

zero
Variables areassigned to the event class 0, butdo
not generate any events. Ina responseto aclass 0
poll from the master, the static objects areincluded
for the variables. Amaster can alsoread the
variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of anassign classrequest,
the event class 1,2 or 3, as a resultof which the
variables also generate events from this pointin
time.

one

Variables areassigned to the event class 1,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 1 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,2
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

two

Variables areassigned to the event class 2,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponse to a
class 2 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
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means of anassign classrequest, the event class 0,1
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

three

Variables areassigned to the event class 3,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 3 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 2. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

Default: one
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Variables taken fromthe zenon projectare listed with their current configurationin this list.
» Thelistcan be sorted
e Clickforthe sortingonthe columnheading.

e Thesortingsequence isvisualized with an arrow symbol next to the column heading:
Arrow upwards: ascendingsorting
Arrow downwards: descendingsorting

e Anotherclickonthe columnheadingreversesthe sortingorder.

» Thelistcan be filtered
To filterthe list:

e Enterthedesiredfiltertermintheinputfield belowthe heading. The default description of
anemptyfieldisfilter text (showningray font).

Parameter Description

Name Variablename.

The project name is placedin frontof the name:
ProjectName#VariableName

Identification Identification of the variable.

Point Index Current configuration of the DNP3 point index of the
variableinthis Object Group.

Static Variation Current configuration of the static variation for the point
of the variablein this Object Group.

Event Variation Current configuration of the event variation for the
point of the variablein this Object Group.

Note: This parameter is not availableinthe Octet String
node.

Event Class Current configuration of the event class for the point
of the variablein this Object Group.

Control Model Current configuration of the Control Model.

Note: This parameter is only availablein the Binary
Output node.

Command Routing Current behavior of the Binary Output point with select
and operate requests from the master.

Note: This parameter is only availablein the Binary
Output node.

Supported datatypes: BOOL, USINT
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Add... Opens the variableselection dialog (on page 108) to apply
the zenon variables inthelist.

Note: Not activeinthe Frozen Counter node.

Remove Removes selected variables fromthe list.

A confirmation dialogis shown before a variableis
deleted.

Onlyactiveifone or more variables inthelistare
selected.

Note: Not activeinthe Frozen Counter node.

Replace variable... Opens the variableselection dialog (on page 108) to
replaceavariableselected in the listwith another zenon
variable.

Onlyactiveif precisely one variableinthelistis selected.

DOUBLE BIT BINARY INPUT

You configure the parameters forselected variable(s) in the listin this area.




Parameter

Point index

Identification

Static variation

Description

This option determines the DNP3pointindexinthe
Object Group forthe selected variable. If variables
are added, the pointindexisautomatically setfor
the newly-added variables and numbered
consecutively starting with the highest pointindex
already present.

A pointindex canonly be issued once withinan
Object Group. The entryisvalidated. If a pointindex
has already beenissued, thisisshownwitha
warningdialog.

Note: Itis recommended that you issuethe pointindex
starting with 0 without gaps.The outstation supports the
maximum pointindex. Ifa higher pointindexis used, it
should be ensured that the master also supports qualifier
codes with 2 octets or 4 octets accordingly.

The identificationis primarily taken from the variable
from zenon Runtime. The identification canalsobe
amended locally with this option.

This option determines the staticvariation forthe
selected variable forthe pointinthis Object Group.
Withthe default value, the general staticvariation
definedforthis Object Groupis used.

Note: Selecta staticvariation thatis supported by
the master. Not every master supportsall static
variations.

Select from drop-down list:

» packed format
Object Group 3 - Variation 1

» with flags
Object Group 3 - Variation 2

Default: default
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Bent variation

Bent class

Apply

CLOSE DIALOG

Options
OK
Cancel

Help

Thisoption determines the eventvariation forthe

selected variable forthe pointinthis Object Group.

Withthe default value, the general event
variation defined forthis Object Group is used.

Note: Selecta eventvariation thatis supported by
the master. Not every mastersupportsall event
variations.

Selectfrom drop-down list:

» without time
Object Group 4 - Variation 1

> with absolute time
Object Group 4 - Variation 2

» with relativetime
Object Group 4 - Variation 3

Default:default

This option determines the event class forthe

selectedvariable forthe pointin this Object Group.

Withthe default value, the general eventclass
definedforthis Object Groupis used.

Selection: see description for Default event class
option.
Default:default

Applies the configuration for the selected variable(s).

Description
Applies settings and closes thedialog.
Discardsall changes and closes the dialog.

Opens onlinehelp.
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You configure the DNP3 Binary Output points inthis node.




Parameter

Default static variation

Bent retention

Max. ewvents

Description

This option determines the default staticvariation
for this Object Group for newly-added variables. A
different staticvariation can beindividually
configured foreach variable.

Note: Select a staticvariation thatis supported by
the master. Not every master supports all static
variations.

Select from drop-down list:

» packed format
Object Group 10 - Variation 1

» with flags
Object Group 10 - Variation 2

Default: packed format
Behavior when forwarding value changes.

Selectionfrom optionfield.

» Retain all events
Each time a value, status or time stamp of a
variable is changed, anew eventiscreated
and savedinthe event buffer. The master
getsall changes.

» Retain most recent event
The eventbufferbufferonly contains one
eventforthe lastchange of value, status or
time stamp. The masteronly getsthe last
change and, under certain circumstances,
cannot distinguish whetherorhow oftena
value has changedinthe meantime.

Default: Retain all events

Maximum number of events that are savedin the event
buffer for this Object Group for all defined variables. If
Retain all events is configured, this number should
be atleastas largeas the number of configured variables.

Default: 100

Note: OnlyactiveifRetain all events isactive.
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Default event variation This option determines the default event variation

for this Object Group for newly-added variables. A
differenteventvariation can be individually
configured foreach variable.

Note: Selecta eventvariation thatis supported by
the master. Not every mastersupportsall event
variations.

Select from drop-down list:

» without time
Object Group 11 - Variation 1

» with time
Object Group 11 - Variation 2

Default: with time

Bent Class This option determines the default event class for

this Object Group for newly-added variables. A
differenteventclass can be individually configured
for eachvariable.

Select from drop-down list:

> none
Variables arenotassigned to an event classanddo
not generate events. No static objects areincluded
for the variablesinaresponseto a class 0 poll from
the master. Amaster canonly read the current value
of the variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of an assign classrequest,
not another event class.

> zero
Variables areassignedtothe event class 0, butdo
not generate any events. Ina responseto aclass 0
poll from the master, the static objects areincluded
for the variables. Amaster can alsoreadthe
variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of an assign classrequest,
the event class 1,2 or 3, as aresultof which the
variables also generate events from this pointin
time.

» one
Variables areassigned to the event class 1,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe current value
of the variables by means of a read request for the
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respective static objectgroup. Inaresponseto a
class 1 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,2
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

> two
Variables areassigned to the event class 2,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe current value
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 2 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

» three
Variables areassigned to the event class 3,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe current value
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 3 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 2. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

Default: two
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Default Pulse time

Generate Binary Output ewents

Default Control Model

This option determines the Default Pulse ON time.

The variablelinked for the Binary Output point is set, for
the duration of the time defined here, to the value"1",
"3", "4", "65" or "129" (depending on the data type of the
variablefor the Binary Output)

The variableis subsequently setto the valueO ifthe
Master sends a Pulse ON control command with the Pulse
Onvalue"0" (default).Thisisapplicablefor
Control Model with the configuration "Activation"
or "complementary two output".

Ifthe Master sends a valuefor PulseOnthat is different
to "0" (default) withthe PulseOn control
command, the time from the Request is used by the
Master provided this time is not more or less than five
times the value of the Default Pulse time. If the valueis
outside, the outstation uses the Default Pulse time
configured here.

Note: The Default pulse time is notused for Control
Model complementary latch.

Default: 1000 ms

This option determines whether value changes for
variablesthatare configured for Binary Outputs, events
are alsotobe generated. Not all masters supportevents
for Binary Outputs.

Default: active

Thisoption determines the default Control Model
for newly-added variables.

Note: Certain combinations of Master control
requests and data type (BOOLor USINT) of the
variable are not possible. Also dependingon
whether Command Routing is active or not active for
aselectedvariable.

Select from drop-down list:

> activation
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> complementary latch
> complementary two output
Default: complementary latch

Note: For more information, refer to the overview table
inthe "LATCH ON und LATCH_OFF (on page 117)”
chapter inthis manual.

Variablestaken fromthe zenon projectare listed with their current configuration in this list.
» Thelistcan be sorted
e Clickforthe sortingon the column heading.

e Thesortingsequence isvisualized with an arrow symbol next to the column heading:
Arrow upwards: ascendingsorting
Arrow downwards: descendingsorting

e Anotherclickonthe column headingreversesthe sorting order.

» Thelistcan be filtered
To filterthe list:

e Enterthedesiredfiltertermintheinputfield belowthe heading. The default d escription of
anemptyfieldis filter text (showningray font).
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Name Variablename.

The project name is placedin frontof the name:
ProjectName#VariableName

Identification Identification of the variable.

Point Index Current configuration of the DNP3 point index of the
variableinthis Object Group.

Static Variation Current configuration of the static variation for the point
of the variablein this Object Group.

Event Variation Current configuration of the event variation for the
point of the variableinthis Object Group.

Note: This parameter is not availablein the Octet String
node.

Event Class Current configuration of the event class for the point
of the variablein this Object Group.

Control Model Current configuration of the Control Model.

Note: This parameter is only availablein the Binary
Output node.

Command Routing Current behavior of the Binary Output point with select
and operate requests from the master.

Note: This parameter is only availablein the Binary
Output node.

Supported datatypes: UDINT, UINT
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Add... Opens the variableselection dialog (on page 108) to apply
the zenon variables inthelist.

Note: Not activeinthe Frozen Counter node.

Remove Removes selected variables fromthe list.

A confirmation dialogis shown before a variableis
deleted.

Onlyactiveifone or more variables inthelistare
selected.

Note: Not activeinthe Frozen Counter node.

Replace variable... Opens the variableselection dialog (on page 108) to
replaceavariableselected in the listwith another zenon
variable.

Onlyactiveif precisely one variableinthelistis selected.

BINARY OUTPUT

You configure the parameters forselected variable(s) in the listin this area.




Parameter

Point index

Identification

Static variation

Description

This option determines the DNP3pointindexinthe
Object Group forthe selected variable. If variables
are added, the pointindexisautomatically setfor
the newly-added variables and numbered
consecutively starting with the highest pointindex
already present.

A pointindex canonly be issued once withinan
Object Group. The entryisvalidated. If a pointindex
has already beenissued, thisis shownwith a
warningdialog.

Note: Itis recommended that you issuethe pointindex
starting with 0 without gaps.The outstation supports the
maximum pointindex. Ifa higher pointindexis used, it
should be ensured that the master also supports qualifier
codes with 2 octets or 4 octets accordingly.

The identificationis primarily taken from the variable
from zenon Runtime. The identificationcanalso be
amended locally with this option.

This option determines the staticvariation forthe
selectedvariable forthe pointinthis Object Group.
Withthe default value, the general staticvariation
definedforthis Object Groupis used.

Note: Select a staticvariation thatis supported by
the master. Not every master supportsall static
variations.

Select from drop-down list:

» packed format
Object Group 10 - Variation 1

» with flags
Object Group 10 - Variation 2

Default: default
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Bent variation

Control model

Thisoption determines the eventvariation forthe
selected variable forthe pointinthis Object Group.
Withthe default value, the general event
variation defined forthis Object Group is used.

Note: Selecta eventvariation thatis supported by
the master. Not every mastersupportsall event
variations.

Select from drop-down list:

» without time
Object Group 11 - Variation 1

> with time
Object Group 11 - Variation 2

Default: default

Thisoption determines the Control Model forthe
selectedvariable.

Note: Certain combinations of Master control
requests and data type (BOOLor USINT) of the
variable are not possible. Also dependingon
whether Command Routing is active or not active for
aselectedvariable.

Select from drop-down list:

> activation
Object Group n - Variationn

» complementary latch
Object Group n - Variationn

» complementary two output
Object Group n - Variationn

Default: default

You can find detailed information onthisinthe
"Command processing - Command Routing” (on

page 114) chapter.
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Bent class This option determines the event class forthe

selected variable forthe pointinthis Object Group.
Withthe default value, the general eventclass
definedforthis Object Groupis used.

Selection: see description for Default event class
option.

Default:default

Command routing This option determines the behavior of Binary Qutput
point for the selected variablefor select and operate
requests from the master.

» Active:
selectrequests fromthe masterand operate
requests from the masterare routed further
to the command input in zenon Runtime.
Onlyonce aresponsetothe selector
operate hasbeenreceived by the PLC (tothe
command input in Runtime), a
corresponding positive,negative
select response Or operate response
issentto the master by the outstation.

Direct operate requests Are immediately
respondedto positively by the Outstation if
the linked variable has been writtenin
Runtime.

» TInactive:
selectrequests Isalwaysresponded to
immediately by the Outstation if avariable
has been configured forthe Binary Output
pointand the variable is presentin Runtime.

operate requests and direct operate
requests are immediately responded to
positively by the outstationif the linked
variable has been writtenin Runtime.

Default:active

You can find further details on Command routing inthe
"Select before Operate (on page 114)"chapter.

Apply Applies the configuration for the selected variable(s).
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CLOSE DIALOG

oK Applies settings and closes thedialog.
Cancel Discardsallchanges and closesthe dialog.
Help Opens onlinehelp.

7.7 Running Counter

(=) Outstation
- Datalink Running Counters

i+ Application Layer Default static variation 32 Bit with flags v | (CJRetain all events Max, events

Events/Unsolicited
File Transfer Default event variation (®) Retain most recent event
- Binary Input
- Double Bit Binary Input
- Binary Qutput
= Funning Counter

~Frozen Counter Name # Identification Paint...| Static Variation Event Variztion Event Class
- Analog Input
Analog Output Filtertesxt Filtertesd Fi... Fiftertesd Filterteod Filtertext

- Octet String <project does not exist=> 0 default default default
<project does not exist= 1 default default default

Event dass three v

Remove Replace variable...

Running Counter

Point index Identification

Static variation w  Event variation

Event dass

You configure the DNP3 Running counter points inthisnode.




RUNNING COUNTER

Parameter

Default static variation

Bwvent retention

Max. ewents

Description

This option determines the eventvariation forthe

selected variable forthe pointinthis Object Group.

Withthe default value, the general event
variation defined forthis Object Group is used.

Note: Selecta eventvariation thatis supported by
the master. Not every master supportsall event
variations.

Select from drop-down list:

» 32 Bit with flags
Object Group 20 - Variation 1

» 16 Bit with flags
Object Group 20 - Variation 2

» 32 Bit without flags
Object Group 20 - Variation 5

» 16 Bit without flags
Object Group 20 - Variation 6

Default: 32 Bit with flags
Behaviorwhen forwarding value changes.

Selectionfrom optionfield.

» Retain all events
Each time a value, status or time stamp of a
variableis changed, anew eventis created
and savedinthe event buffer. The master
getsall changes.

» Retain most recent event
The event buffer buffer only contains one
eventforthe last change of value, status or
time stamp. The masteronly getsthe last
change and, under certain circumstances,
cannot distinguish whether orhow oftena
value has changed inthe meantime.

Default: Retain most recent event

Maximum number of events thatare savedin the event
buffer for this Object Group for all defined variables. If

Retain all events is configured, this number should
be atleastas largeas the number of configured variables.

Default: 100
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Default event variation

Bent class

Note: OnlyactiveifRetain all eventsisactive.

This option determines the default eventvariation
for this Object Group for newly-added variables. A
differenteventvariation can be individually
configured foreachvariable.

Note: Selecta eventvariation thatis supported by
the master. Not every master supportsall event
variations.

Select from drop-down list:

» 32 Bit with flags
Object Group 22 - Variation 1

» 16 Bit with flags
Object Group 22 - Variation 2

> 32 Bit with time
Object Group 22 - Variation5

> 16 Bit with time
Object Group 22 - Variation 6

Default: 32 Bit with time

Thisoption determines the default event class for
this Object Group for newly-added variables. A
differenteventclass can be individually configured
for eachvariable.

Select from drop-down list:

> none
Variables arenotassigned to an event classanddo
not generate events. No static objects areincluded
for the variablesinaresponseto a class 0 poll from
the master. Amaster canonly read the current value
of the variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of an assign classrequest,
not another event class.

4 Zero
Variables areassigned to the event class 0, butdo
not generate any events. Ina responseto aclass 0
poll from the master, the static objects areincluded
for the variables. Amaster can alsoread the
variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of an assign classrequest,
the event class 1,2 or 3, as aresultof which the
variables also generate events from this pointin
time.
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one

Variables areassigned to the event class 1,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe current value
of the variables by means of a read request for the
respective static objectgroup. Inaresponse to a
class 1 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,2
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

two

Variables areassigned to the event class 2,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe current value
of the variables by means of a read request for the
respective static objectgroup. Inaresponse to a
class 2 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

three

Variables areassigned to the event class 3,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponse to a
class 3 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 2. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

Default: three

Variablestaken fromthe zenon projectare listed with their current configuration in this list.

>

The list can be sorted

Click forthe sortingon the column heading.

The sorting sequence is visualized with an arrow symbol next to the column heading:
Arrow upwards: ascendingsorting
Arrow downwards: descendingsorting
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e Anotherclickonthe columnheadingreversesthe sortingorder.

» Thelistcan be filtered
To filterthe list:

e Enterthedesiredfiltertermintheinputfield belowthe heading. The default description of
anemptyfieldis filter text (showningray font).

Parameter Description

Name Variablename.
The project name is placedin frontof the name:
ProjectName#VariableName

Identification Identification of the variable.

Point Index Current configuration of the DNP3 point index of the
variableinthis Object Group.

Static Variation Current configuration of the static variation for the point
of the variablein this Object Group.

Event Variation Current configuration of the event variation for the
point of the variablein this Object Group.

Note: This parameter is not availableinthe Octet String
node.

Event Class Current configuration of the event class forthe point
of the variablein this Object Group.

Control Model Current configuration of the Control Model.

Note: This parameter is only availablein the Binary
Output node.

Command Routing Current behavior of the Binary Output point with select
and operate requests from the master.

Note: This parameter is only availablein the Binary
Output node.

Supported datatypes: UDINT, UINT
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NAVIGATION BAR

Add... Opens the variableselection dialog (on page 108) to apply
the zenon variables inthelist.

Note: Not activeinthe Frozen Counter node.

Remove Removes selected variables fromthe list.

A confirmation dialogis shown before a variableis
deleted.

Onlyactiveifone or more variables inthelistare
selected.

Note: Not activeinthe Frozen Counter node.

Replace variable... Opens the variableselection dialog (on page 108) to
replaceavariableselected in the listwith another zenon
variable.

Onlyactiveif precisely one variableinthelistis selected.

RUNNING COUNTER

You configure the parameters forselected variable(s) in the listin this area.




Parameter

Point index

Identification

Static variation

Bwent variation

Description

This option determines the DNP3pointindexinthe
Object Group forthe selected variable. If variables
are added, the pointindexisautomatically setfor
the newly-added variables and numbered
consecutively starting with the highest pointindex
already present.

A pointindex canonly be issued once withinan
Object Group. The entryisvalidated. If a pointindex
has already beenissued, thisis shownwith a
warningdialog.

Note: Itis recommended that you issuethe pointindex
starting with 0 without gaps.The outstation supports the
maximum pointindex. Ifa higher pointindexis used, it
should be ensured that the master also supports qualifier
codes with 2 octets or 4 octets accordingly.

The identificationis primarily taken from the variable
from zenon Runtime. The identificationcanalso be
amended locally with this option.

This option determines the staticvariation forthe
selectedvariable forthe pointinthis Object Group.
Withthe default value, the general staticvariation
definedforthis Object Groupis used.

Note: Select a staticvariation thatis supported by
the master. Not every mastersupports all static
variations.

Select from drop-down list:

» 32 Bit with flags
Object Group 20 - Variation 1

» 16 Bit with flags
Object Group 20 - Variation 2

» 32 Bit without flags
Object Group 20 - Variation 5

» 16 Bit without flags
Object Group 20 - Variation 6

Default: default
This option determines the eventvariation forthe
selectedvariable forthe pointinthis Object Group.

Withthe default value, the general event
variation defined forthis Object Group is used.
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Note: Selecta eventvariation thatis supported by
the master. Not every master supportsall event
variations.

Select from drop-down list:

> 32 Bit with flags
Object Group 22 - Variation 1

» 16 Bit with flags
Object Group 22 - Variation 2

> 32 Bit with time
Object Group 22 - Variation5

» 16 Bit with time
Object Group 22 - Variation 6

Default: default

Bent class

This option determines the eventclassforthe
selected variable forthe pointinthis Object Group.
Withthe default value, the general eventclass
definedforthis Object Groupis used.

Selection: see description for Default event class option.

Default: default

Apply

Applies the configuration for the selected variable(s).

CLOSE DIALOG

OK

Applies settings and closes thedialog.

Cancel

Discardsall changes and closesthe dialog.

Help

Opens onlinehelp.
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7.8 Frozen Counter

=l Qutstation
- Datalink Frozen Counters

Application Layer Default static variation 32 Bit with time v | (CJRetain all events Max, events

Events/Unsolicited
File Transfer Default event variation (®) Retain most recent event
- Binary Input
- Double Bit Binary Input
Binary Output
- Running Counter

& Frozen Counter

Name # ldentification Pairt...| Static Variation Event Variztion Event Class
- Analog Input
. Analog Output Filttertext Filttertesd Fi... Fittertesd Filterteod Filtertext

- Octet String 0 default default default
1 default default default

Event dass three v

Replace varizble...
Frozen Counter

Static variation ~  Identification

Event variation “  Eventdass

You configure the DNP3 Frozen counter points inthisnode.




Parameter

Default static variation

Bwent retention

Max ewvents

Description

This option determines the default staticvariation
for this Object Group for newly-added variables. A
different staticvariation can beindividually
configured foreach variable.

Note: Select a staticvariation thatis supported by
the master. Not every master supports all static
variations.

Select from drop-down list:

» 32 Bit with flags
Object Group 21 - Variation 1

» 16 Bit with flags
Object Group 21 - Variation 2

> 32 Bit with time
Object Group 21 - Variation 5

» 16 Bit with time
Object Group 21 - Variation6

» 32 Bit without flags
Object Group 21 - Variation9

» 16 Bit without flags
Object Group 21 - Variation 10

Default: 32 Bit with time
Behaviorwhen forwarding value changes.

Selectionfrom optionfield.

» Retain all events
Each time a value, status or time stamp of a
variable is changed, anew eventiscreated
and savedinthe event buffer. The master
getsall changes.

» Retain most recent event
The eventbufferbufferonly contains one
eventforthe lastchange of value, status or
time stamp. The masteronly gets the last
change and, under certain circumstances,
cannot distinguish whetherorhow oftena
value has changed inthe meantime.

Default: Retain most recent event

Maximum number of events that are savedin the event
buffer for this Object Group for all defined variables. If
Retain all events is configured, this number should
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Default ewvent variations

Bent class

be atleastas largeas the number of configured variables.
Default: 100

Note: OnlyactiveifRetain all events isactive.

This option determines the default eventvariation
for this Object Group for newly-added variables. A
differenteventvariation can be individually
configured foreach variable.

Note: Selecta eventvariation thatis supported by
the master. Not every mastersupportsall event
variations.

Select from drop-down list:

» 32 Bit with flags
Object Group 23 - Variation 1

» 16 Bit with flags
Object Group 23 - Variation 2

» 32 Bit with time
Object Group 23 - Variation 5

» 16 Bit with time
Object Group 23 - Variation6

Default: 32 Bit with time

Thisoption determines the default eventclass for
this Object Group for newly-added variables. A
differenteventclass can be individually configured
for eachvariable.

Select from drop-down list:

» none
Variables arenotassigned to an event classanddo
not generate events. No static objects areincluded
for the variablesinaresponseto a class 0 poll from
the master. Amaster canonly read the current value
of the variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of an assign classrequest,
not another event class.

4 Zero
Variables areassigned to the event class 0, butdo
not generate any events. Ina responseto aclass0
poll from the master, the static objects areincluded
for the variables. Amaster can alsoreadthe
variables by means of a read request for the
respective static objectgroup. Amaster canassign
the variables by means of an assign classrequest,
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the event class 1,2 or 3, as a result of which the
variables also generate events from this pointin
time.

| 4 one
Variables areassigned to the event class 1,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalso readthe current value
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 1 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,2
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

> two
Variables areassigned to the event class 2,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponse to a
class 2 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

> three
Variables areassigned to the event class 3,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe current value
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 3 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 2. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

Default: three

Variablestakenfromthe zenon projectare listed with their current configuration in this list.
» Thelistcan be sorted

e Clickforthe sortingon the column heading.
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e Thesortingsequence isvisualized with an arrow symbol nextto the column heading:
Arrow upwards: ascendingsorting
Arrow downwards: descendingsorting

e Anotherclickonthe columnheadingreversesthe sortingorder.

» Thelistcan be filtered
To filterthe list:

e Enterthedesiredfiltertermintheinputfield belowthe heading. The default description of
anemptyfieldis filter text (showningray font).

Parameter Description

Name Variablename.

The project name is placedin frontof the name:
ProjectName#VariableName

Identification Identification of the variable.

Point Index Current configuration of the DNP3 point index of the
variableinthis Object Group.

Static Variation Current configuration of the static variation for the point
of the variablein this Object Group.

Event Variation Current configuration of the event variation for the
point of the variablein this Object Group.

Note: This parameter is not availablein the Octet String
node.

Event Class Current configuration of the event class forthe point
of the variablein this Object Group.

Control Model Current configuration of the Control Model.

Note: This parameter is only availablein the Binary
Output node.

Command Routing Current behavior of the Binary Output point with select
and operate requests from the master.

Note: This parameter is only availablein the Binary
Output node.

Supported datatypes: UDINT, UINT
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NAVIGATION BAR

Add... Opens the variableselection dialog (on page 108) to apply
the zenon variables inthelist.

Note: Not activeinthe Frozen Counter node.

Remove Removes selected variables fromthe list.

A confirmation dialogis shown before a variableis
deleted.

Onlyactiveifone or more variables inthelistare
selected.

Note: Not activeinthe Frozen Counter node.

Replace variable... Opens the variableselection dialog (on page 108) to
replaceavariableselected in the listwith another zenon
variable.

Onlyactiveif precisely one variableinthelistis selected.

FROZEN COUNTER

You configure the parameters forselected variable(s) in the listin this area.




Parameter Description

Static variation This option determines the staticvariation forthe

selected variable forthe pointinthis Object Group.
Withthe default value, the general staticvariation
definedforthis Object Groupisused.

Note: Select a staticvariation thatis supported by
the master. Not every master supports all static
variations.

Select from drop-down list:

» 32 Bit with flags
Object Group 21 - Variation 1

» 16 Bit with flags
Object Group 21 - Variation 2

> 32 Bit with time
Object Group 21 - Variation 5

» 16 Bit with time
Object Group 21 - Variation6

» 32 Bit without flags
Object Group 21 - Variation9

» 16 Bit without flags
Object Group 21 - Variation 10

Default:default

Identification The identificationis primarily taken from the variable
from zenon Runtime. The identification canalso be
amended locally with this option.

Bvent \ariation This option determines the eventvariation forthe

selectedvariable forthe pointin this Object Group.
Withthe default value, the general event
variation defined forthis Object Groupis used.

Note: Selecta eventvariation thatis supported by
the master. Not every master supportsall event
variations.

Select from drop-down list:

» 32 Bit with flags
Object Group 23 - Variation 1

» 16 Bit with flags
Object Group 23 - Variation 2

> w32 Bit with time
Object Group 23 - Variation 5
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) 16 Bit with time
Object Group 23 - Variation6

Default: default

Bwent class

This option determines the eventclassforthe
selected variable forthe pointinthis Object Group.
Withthe default value, the general eventclass
definedforthis Object Groupis used.

Selection: see description for Default event class
option.

Default:default

Apply

Applies the configuration for the selected variable(s).

CLOSE DIALOG

OK

Applies settings and closes thedialog.

Cancel

Discardsall changes and closesthe dialog.

Help

Opens onlinehelp.
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7.9 Analog Input

(= Outstation
- Datalink (=R

Application Layer Default static variation 32 Bit with flags v | (CJRetain all events Max. events

Events/Unsolicited

File Transfer Default event variation | 32 Bit with time v | (@ Retain most recent event

- Binary Input

- Double Bit Binary Input
Binary Output

- Running Counter

-~ Frozen Counter Name Identfication Point..| Static Variation Event Variation Event Class
. Analog Output Filtertesxt Filtertesd Fi... Fiftertead Fitertext Filtertext

- Octet String <project does not exist=> [Alarme] Alarmm... 1 default default default
<project does not exist> 0 default default default

Event dass three v

Remove Replace varizble...

Analog Input

Point index Identification

Static variation v Event variation

Event dass

You configure the DNP3 Analog Input points inthisnode.




Parameter Description

Default static variation

This option determines the default staticvariation

for this Object Group for newly-added variables. A
different staticvariation can beindividually
configured foreach variable.

Note: Select a staticvariation thatis supported by
the master. Not every master supports all static
variations.

Select from drop-down list:

4

32 Bit with flags
Object Group 30 - Variation 1

16 Bit with flags
Object Group 30 - Variation 2

32 Bit without flags
Object Group 30 - Variation3

16 Bit without flags
Object Group 30 - Variation4

Real with flags

(Single-precision with flag)

Object Group 30 - Variation 5

LReal with flags

(Double-precision with flag)

Object Group 30 - Variation6

Default: 32 Bit with flags

Bwent retention

Behaviorwhen forwarding value changes.

Selection from optionfield.

>

Retain all events

Each time a value, status or time stamp of a
variable is changed, anew eventiscreated
and savedinthe eventbuffer. The master
getsall changes.

Retain most recent event

The eventbufferbufferonly contains one
eventforthe last change of value, status or
time stamp. The masteronly gets the last
change and, under certain circumstances,
cannot distinguish whether orhow oftena
value has changedinthe meantime.

Default: Retain most recent event

Max. ewvents Maximum number of events that are savedin the event
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Default event variation

Bent class

buffer for this Object Group for all defined variables. If
Retain all events is configured, this number should
be atleastas largeas the number of configured variables.

Default: 100

Note: OnlyactiveifRetain all eventsisactive.

This option determines the default eventvariation
for this Object Group for newly-added variables. A
differenteventvariation can be individually
configured foreachvariable.

Note: Selecta eventvariation thatis supported by
the master. Not every master supportsall event
variations.

Select from drop-down list:

» 32 Bit without time
Object Group 32 - Variation 1

» 16 Bit without time
Object Group 32 - Variation 2

> 32 Bit with time
Object Group 32 - Variation3

> 16 Bit with time
Object Group 32 - Variation4

» Real without time
(Single-precision without time)
Object Group 32 - Variation5

» LReal without time
(Double-precision without time)
Object Group 32 - Variation6

> Real with time
(Single-precision with time)
Object Group 32 - Variation7

» LReal with time
(Double-precision with time)
Object Group 32 - Variation 8

Default: 32 Bit with time

This option determines the default event class for
this Object Group for newly-added variables. A
differenteventclass can be individually configured
for eachvariable.

Select from drop-down list:

» none
Variables arenotassigned to an event classanddo
not generate events. No static objects areincluded
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for the variablesinaresponseto a class 0 poll from
the master. Amaster canonly read the current value
of the variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of an assign classrequest,
not another event class.

Zero

Variables areassigned to the event class 0, butdo
not generate any events. Ina responseto aclass0
poll from the master, the static objects areincluded
for the variables. Amaster can alsoread the
variables by means of a read request for the
respective static objectgroup. Amaster canassign
the variables by means of an assign classrequest,
the event class 1,2 or 3, as aresultof which the
variablesalso generate events from this pointin
time.

one

Variables areassigned to the event class 1,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 1 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,2
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

two

Variables areassigned to the event class 2,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponse to a
class 2 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

three

Variables areassigned to the event class 3,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
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respective static objectgroup. Inaresponseto a
class 3 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 2. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

Default: three

Variablestaken fromthe zenon project are listed with their current configuration in this list.
» Thelistcan be sorted
e Clickforthe sortingonthe column heading.

e Thesortingsequence isvisualized with an arrow symbol nextto the column heading:
Arrow upwards: ascendingsorting
Arrow downwards: descendingsorting

e Anotherclickonthe columnheadingreversesthe sortingorder.

» Thelistcan be filtered
To filterthe list:

e Enterthedesiredfiltertermintheinputfield belowthe heading. The default description of
anemptyfieldis filter text (showningray font).
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Name Variablename.

The project name is placedin frontof the name:
ProjectName#VariableName

Identification Identification of the variable.

Point Index Current configuration of the DNP3 point index of the
variableinthis Object Group.

Static Variation Current configuration of the static variation for the point
of the variablein this Object Group.

Event Variation Current configuration of the event variation for the
point of the variableinthis Object Group.

Note: This parameter is not availablein the Octet String
node.

Event Class Current configuration of the event class for the point
of the variablein this Object Group.

Control Model Current configuration of the Control Model.

Note: This parameter is only availablein the Binary
Output node.

Command Routing Current behavior of the Binary Output point with select
and operate requests from the master.

Note: This parameter is only availablein the Binary
Output node.

Supported data types: BOOL, Byte, DINT, DWORD, Date, Date and Time, INT, LINT, LREAL,
LWORD, REAL, SINT, TIME, TOD, UDINT, UINT, ULINT, USINT, WORD
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NAVIGATION BAR

Add... Opens the variableselection dialog (on page 108) to apply
the zenon variables inthelist.

Note: Not activeinthe Frozen Counter node.

Remove Removes selected variables fromthe list.

A confirmation dialogis shown before a variableis
deleted.

Onlyactiveifone or more variables inthelistare
selected.

Note: Not activeinthe Frozen Counter node.

Replace variable... Opens the variableselection dialog (on page 108) to
replaceavariableselected in the listwith another zenon
variable.

Onlyactiveif precisely one variableinthelistis selected.

ANALOG INPUT

You configure the parameters forselected variable(s) in the listin this area.




Parameter

Point index

Identification

Static variation

Description

This option determines the DNP3pointindexinthe
Object Group forthe selected variable. If variables
are added, the pointindexisautomatically setfor
the newly-added variables and numbered
consecutively starting with the highest pointindex
already present.

A pointindex canonly be issued once withinan
Object Group. The entryisvalidated. If a pointindex
has already beenissued, thisisshownwitha
warningdialog.

Note: Itis recommended that you issuethe pointindex
starting with 0 without gaps.The outstation supports the
maximum pointindex. Ifa higher pointindexis used, it
should be ensured that the master also supports qualifier
codes with 2 octets or 4 octets accordingly.

The identificationis primarily taken from the variable
from zenon Runtime. The identificationcanalso be
amended locally with this option.

This option determines the staticvariation forthe
selectedvariable forthe pointinthis Object Group.
Withthe default value, the general staticvariation
definedforthis Object Groupis used.

Note: Select a staticvariation thatis supported by
the master. Not every mastersupports all static
variations.

Select from drop-down list:

» 32 Bit with flags
Object Group 30 - Variation 1

» 16 Bit with flags
Object Group 30 - Variation 2

» 32 Bit without flags
Object Group 30 - Variation3

» 16 Bit without flags
Object Group 30 - Variation4

» Real with flags
(Single-precision with flag)
Object Group 30 - Variation5

» LReal with flags
(Double-precision with flag)

Object Group 30 - Variation6
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Bwvent variation

Bent class

Apply

CLOSE DIALOG

Default: default

This option determines the eventvariation forthe

selectedvariable forthe pointin this Object Group.

Withthe default value, the general event
variation defined for this Object Groupis used.

Note: Selecta eventvariation thatis supported by
the master. Not every master supportsall event
variations.

Select from drop-down list:

» 32 Bit without time
Object Group 32 - Variation 1

» 16 Bit without time
Object Group 32 - Variation 2

> 32 Bit with time
Object Group 32 - Variation3

> 16 Bit with time
Object Group 32 - Variation4

» Real without time
(Single-precision without time)
Object Group 32 - Variation5

» LReal without time
(Double-precision without time)
Object Group 32 - Variation6

» Real with time
(Single-precision with time)
Object Group 32 - Variation7

> LReal with time
(Double-precision with time)
Object Group 32 - Variation 8

Default: default

This option determines the eventclass for the

selectedvariable forthe pointinthis Object Group.

Withthe default value, the general eventclass
definedforthis Object Groupisused.

Selection: see description for Default event class option.

Default: default

Applies the configuration for the selected variable(s).
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oK Applies settings and closes thedialog.
Cancel Discardsall changes and closesthe dialog.
Help Opens onlinehelp.

7.10 Analog Output

(=l Qutstation

Analog Outputs

Application Layer Default static variation 32 Bit with flag v | (CJRetain all events Max, events
y Default event variation | 32 Bit with time v | (@) Retain most recent event
-~ Binary Input Event dass Generate Analog output events

- Double Bit Binary Input
- Binary Quiput
- Running Counter

-~ Frozen Counter Name Identfication Point...| Static Vanation Event Vanation Event Class
- Analog Input
Fittertext Fittertext Fi... Fittertext Filtertext Filtertexd

Octet String

Remove Replace varizble...

Analog Output

Point index Identification

Static variation v Event variation

Event dass

You configure the DNP3 Analog Output points inthisnode.




Parameter

Default static variation

Bent retention

Max ewvents

Description

This option determines the default staticvariation
for this Object Group for newly-added variables. A
different staticvariation can beindividually
configured foreach variable.

Note: Select a staticvariation thatis supported by
the master. Not every master supports all static
variations.

Select from drop-down list:

» 32 Bit with flag
Object Group 40 - Variation 1

» 16 Bit with flag
Object Group 40 - Variation 2

» Real with flag
(Single-precision with flag)
Object Group 40 - Variation 3

» LReal with flag
(Double-precision with flag)
Object Group 40 - Variation4

Default: 32 Bit with flag
Behaviorwhen forwarding value changes.

Selection from optionfield.

» Retain all events
Each time a value, status or time stamp of a
variableis changed, anew eventis created
and savedinthe eventbuffer. The master
getsall changes.

» Retain most recent event
The eventbufferbufferonly contains one
eventforthe last change of value, status or
time stamp. The masteronly getsthe last
change and, under certain circumstances,
cannot distinguish whetherorhow oftena
value has changedinthe meantime.

Default: Retain most recent event

Maximum number of events that are savedin the event
buffer for this Object Group for all defined variables. If

Retain all events is configured, this number should
be atleastas largeas the number of configured variables.

Default: 100
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Default event variations

Bent class

Note: OnlyactiveifRetain all eventsisactive.

This option determines the default eventvariation
for this Object Group for newly-added variables. A
differenteventvariation can be individually
configured foreachvariable.

Note: Selecta eventvariation thatis supported by
the master. Not every master supportsall event
variations.

Select from drop-down list:

» 32 Bit without time
Object Group 42 - Variation 1

» 16 Bit without time
Object Group 42 - Variation 2

> 32 Bit with time
Object Group 42 - Variation3

> 16 Bit with time
Object Group 42 - Variation4

» Real without time
(Single-precision without time)
Object Group 42 - Variation 5

» LReal without time
(Double-precision without time)
Object Group 42 - Variation 6

» Real with time
(Double-precision with time)
Object Group 42 - Variation7

> LReal with time
(Double-precision with time)
Object Group 42 - Variation 8

Default: 32 Bit with time

This option determines the default event class for
this Object Group for newly-added variables. A
differenteventclass can be individually configured
for eachvariable.

Select from drop-down list:

> none
Variables arenotassigned to an event classanddo
not generate events. No static objects areincluded
for the variablesinaresponseto a class 0 poll from
the master. Amaster canonly read the current value
of the variables by means of a read request for the
respective static objectgroup. A master canassign
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the variables by means of an assign classrequest,
not another event class.

zero
Variables areassigned to the event class 0, butdo
not generate any events. Ina responseto a class 0
poll from the master, the static objects areincluded
for the variables. Amaster can alsoreadthe
variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of an assign classrequest,
the event class 1,2 or 3, as a resultof which the
variablesalso generate events from this pointin
time.

one
Variables areassigned to the event class 1,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe current value
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 1 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of an assign classrequest, the event class 0,2
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

two

Variables areassigned to the event class 2,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. Amaster canalsoreadthe current value
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 2 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

three

Variables areassigned to the event class 3,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 3 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
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means of anassign classrequest, the event class 0,1
or 2. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

Default: three

Generate Analog output events This option determines whether value changes for
variablesthatare configured for Binary Outputs, events
are alsotobe generated. Not all masters supportevents

for Binary Outputs.

Default: active

Variablestakenfromthe zenon projectare listed with their current configuration in this list.
» Thelistcan be sorted
e Clickforthe sortingonthe columnheading.

e Thesortingsequence isvisualized with an arrow symbol next to the column heading:
Arrow upwards: ascendingsorting
Arrow downwards: descendingsorting

e Anotherclickonthe columnheadingreversesthe sorting order.

» Thelistcan be filtered
To filterthe list:

e Enterthedesiredfiltertermintheinputfield belowthe heading. The default description of
anemptyfieldis filter text (showningray font).
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Name Variablename.

The project name is placedin frontof the name:
ProjectName#VariableName

Identification Identification of the variable.

Point Index Current configuration of the DNP3 point index of the
variableinthis Object Group.

Static Variation Current configuration of the static variation for the point
of the variablein this Object Group.

Event Variation Current configuration of the event variation for the
point of the variableinthis Object Group.

Note: This parameter is not availablein the Octet String
node.

Event Class Current configuration of the event class for the point
of the variablein this Object Group.

Control Model Current configuration of the Control Model.

Note: This parameter is only availablein the Binary
Output node.

Command Routing Current behavior of the Binary Output point with select
and operate requests from the master.

Note: This parameter is only availablein the Binary
Output node.

Supported data types: BOOL, Byte, DINT, DWORD, Date, Date and Time, INT, LINT, LREAL,
LWORD, REAL, SINT, TIME, TOD, UDINT, UINT, ULINT, USINT, WORD
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NAVIGATION BAR

Add... Opens the variableselection dialog (on page 108) to apply
the zenon variables inthelist.

Note: Not activeinthe Frozen Counter node.

Remove Removes selected variables fromthe list.

A confirmation dialogis shown before a variableis
deleted.

Onlyactiveifone or more variables inthelistare
selected.

Note: Not activeinthe Frozen Counter node.

Replace variable... Opens the variableselection dialog (on page 108) to
replaceavariableselected in the listwith another zenon
variable.

Onlyactiveif precisely one variableinthelistis selected.

ANALOG OUTPUT

You configure the parameters forselected variable(s) in the listin this area.




Parameter

Pointer Index

Identification

Static variation

Bwent variation

Description

This option determines the DNP3pointindexinthe
Object Group forthe selected variable. If variables
are added, the pointindexisautomatically setfor
the newly-added variables and numbered
consecutively starting with the highest pointindex
already present.

A pointindex canonly be issued once withinan
Object Group. The entryisvalidated. If a pointindex
has already beenissued, thisisshownwitha
warningdialog.

Note: Itis recommended that you issuethe pointindex
starting with 0 without gaps.The outstation supports the
maximum pointindex. Ifa higher pointindexis used, it
should be ensured that the master also supports qualifier
codes with 2 octets or 4 octets accordingly.

The identificationis primarily taken from the variable
from zenon Runtime. The identificationcanalso be
amended locally with this option.

This option determines the staticvariation forthe
selectedvariable forthe pointinthis Object Group.
Withthe default value, the general staticvariation
definedforthis Object Groupis used.

Note: Select a staticvariation thatis supported by
the master. Not every master supports all static
variations.

Select from drop-down list:

» 32 Bit with flag
Object Group 40 - Variation 1

» 16 Bit with flag
Object Group 40 - Variation 2

» Real with flag
(Single-precision with flag)
Object Group 40 - Variation 3

» LReal with flag
(Double-precision with flag)
Object Group 40 - Variation4

Default: default

This option determines the eventvariation forthe
selected variable forthe pointinthis Object Group.
Withthe default value, the general event
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variation defined forthis Object Group is used.

Note: Selecta eventvariation thatis supported by
the master. Not every master supportsall event
variations.

Select from drop-down list:

> 32 Bit without time
Object Group 42 - Variation 1

» 16 Bit without time
Object Group 42 - Variation 2

» 32 Bit with time
Object Group 42 - Variation 3

» 16 Bit with time
Object Group 42 - Variation4

» Real without time
(Single-precision without time)
Object Group 42 - Variation 5

» LReal without time
(Double-precision without time)
Object Group 42 - Variation 6

» Real with time
(Double-precision with time)
Object Group 42 - Variation7

» LReal with time
(Double-precision with time)
Object Group 42 - Variation 8

Default: default

Bent class

This option determines the eventclass forthe
selectedvariable forthe pointinthis Object Group.
Withthe default value, the general eventclass
definedforthis Object Groupisused.

Selection: see description for Default event class option.

Default: default

Apply

Applies the configuration for the selected variable(s).

CLOSE DIALOG

OK

Applies settings and closes thedialog.

Cancel

Discardsallchanges and closesthe dialog.
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Help

Opens onlinehelp.

7.11 Octet String

=l Qutstation
- Datalink

Application Layer Event dass
Events/Unsolicited
File Transfer

- Binary Input

- Double Bit Binary Input

Binary Output
- Running Counter

Octet Strings

Oreantens o s

@ Retain most recent event

- Frozen Counter

- Analog Input
- Analog Output Filtertext

Identification Fairt Index Event Class
Fittertesd Filterteod Filtertext

2 Octet String

Octet String

Point index

Event dass

Remove

Identification

Replace varizble...

You configure the DNP3 Octet string points inthis node.




Parameter

Bent Class

Description

This option determines the default event class for
this Object Group for newly-added variables. A
differenteventclass can be individually configured
for eachvariable.

Select from drop-down list:

»

none
Variables arenotassigned to an event classanddo
not generate events. No static objects areincluded
for the variablesinaresponseto a class 0 poll from
the master. Amaster canonly read the current value
of the variables by means of a read request for the
respective static objectgroup. A master canassign
the variables by means of an assign classrequest,
not another event class.

zero
Variables areassigned to the event class 0, butdo
not generate any events. Ina responseto a class 0
poll from the master, the static objects areincluded
for the variables. Amaster can alsoreadthe
variables by means of a read request for the
respective static objectgroup. Amaster canassign
the variables by means of an assign classrequest,
the event class 1,2 or 3, as a resultof which the
variables also generate events from this pointin
time.

one

Variables areassigned to the event class 1,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponse to a
class 1 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,2
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

two

Variables areassigned to the event class 2,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe currentvalue
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 2 poll fromthe master , any event objects that
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may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 3. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

» three
Variables areassigned to the event class 3,and
generate events. Ina responseto aclass 0 poll from
the master, the static objects areincluded for the
variables. A master canalsoreadthe current value
of the variables by means of a read request for the
respective static objectgroup. Inaresponseto a
class 3 poll fromthe master , any event objects that
may be present are included for the events of the
variables. A master canassignthevariables by
means of anassign classrequest, the event class 0,1
or 2. Ifthe variableis assigned by the master of
event class0,nomore events aregenerated.

Default: none

Beent retention Behavior when forwarding value changes.

Selection from optionfield.

» Retain all events
Each time a value, status or time stamp of a
variableis changed, anew eventis created
and savedinthe event buffer. The master
getsall changes.

» Retain most recent event
The event buffer buffer only contains one
eventforthe last change of value, status or
time stamp. The masteronly getsthe last
change and, under certain circumstances,
cannot distinguish whether orhow oftena
value has changed inthe meantime.

Default: Retain most recent event

Max. ewvents Maximum number of events thatare savedin the event
buffer for this Object Group for all defined variables. If
Retain all events is configured, this number should
be atleastas largeas the number of configuredvariables.

Default: 100

Note: OnlyactiveifRetain all eventsisactive.

Variablestakenfromthe zenon projectare listed with their current configuration in this list.

» Thelistcan be sorted
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e Clickforthe sortingonthe columnheading.

e Thesortingsequence isvisualized with an arrow symbol next to the column heading:
Arrow upwards: ascendingsorting
Arrow downwards: descendingsorting

e Anotherclickonthe columnheadingreversesthe sorting order.

» Thelistcan be filtered
To filterthe list:

e Enterthedesiredfiltertermintheinputfield belowthe heading. The default description of
anemptyfieldis filter text (showningray font).

Parameter Description

Name Variablename.

The project name is placedin frontof the name:
ProjectName#VariableName

Identification Identification of the variable.

Point Index Current configuration of the DNP3 pointindex of the
variableinthis Object Group.

Static Variation Current configuration of the static variation for the point
of the variablein this Object Group.

Event Variation Current configuration of the event variation for the
point of the variableinthis Object Group.

Note: This parameter is not availableinthe Octet String
node.

Event Class Current configuration of the event class for the point
of the variablein this Object Group.

Control Model Current configuration of the Control Model.

Note: This parameter is only availablein the Binary
Output node.

Command Routing Current behavior of the Binary Output pointwith select
and operate requests from the master.

Note: This parameter is only availablein the Binary
Output node.

Supported datatypes: STRING, WSTRING
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NAVIGATION BAR

Add... Opens the variableselection dialog (on page 108) to apply
the zenon variables inthelist.

Note: Not activeinthe Frozen Counter node.

Remove Removes selected variables fromthe list.

A confirmation dialogis shown before a variableis
deleted.

Onlyactiveifone or more variables inthelistare
selected.

Note: Not activeinthe Frozen Counter node.

Replace variable... Opens the variableselection dialog (on page 108) to
replaceavariableselected in the listwith another zenon
variable.

Onlyactiveif precisely one variableinthelistis selected.

OCTET STRING

You configure the parameters forselected variable(s) in the listin this area.
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Point index

This option determines the DNP3pointindexinthe
Object Group forthe selected variable. If variables
are added, the pointindexisautomatically setfor
the newly-added variablesand numbered
consecutively starting with the highest pointindex
already present.

A pointindex canonly be issued once withinan
Object Group. The entryisvalidated. If a pointindex
has already beenissued, thisis shownwitha
warningdialog.

Note: Itis recommended that you issuethe pointindex
starting with 0 without gaps.The outstation supports the
maximum pointindex. Ifa higher pointindexis used, it
should be ensured that the master also supports qualifier
codes with 2 octets or 4 octets accordingly.

Identification

The identificationis primarily taken from the variable
from zenon Runtime. The identificationcanalso be
amended locally with this option.

Bent class

Thisoption determines the eventclass forthe
selectedvariable forthe pointinthis Object Group.
With the default value, the general eventclass
definedforthis Object Groupisused.

Selection: see description for Default event class option.

Default: default

Apply

Applies the configuration for the selected variable(s).

CLOSE DIALOG

OK

Applies settings and closes thedialog.

Cancel

Discardsallchanges and closesthe dialog.

Help

Opens onlinehelp.
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7.12 Variable selection dialog

In this dialog, you apply variables from an existing zenon project configurationin the DNP3_SG
configuration. Multiple selectionis possible.

Runtime Projects Scada Variables

Project MName Identification

*SCADA_PROJECT BOOL bool_variable
Byte byte_variable
DINT dint_variable
DWORD dword_variable
Date date_variable
Date_and_Time dateAndTime _variable
INT int_variable
LINT lint_variable
LREAL Ireal_variable
Iword_variable
REAL real_variable
SINT sint_variable
time_variable
TOD tod_variable
udint_variable
UINT uint_variable
ulint_variable
usint_variable

word_variable

» Thelistcan be sorted
e Clickforthe sortingon the column heading.

e Thesortingsequenceisvisualized with an arrow symbol next to the column heading:
Arrow upwards: ascendingsorting
Arrow downwards: descendingsorting

e Anotherclickonthe columnheadingreversesthe sortingorder.

» Thelistcan be filtered
To filterthe list:

e Enterthedesiredfiltertermintheinputfield belowthe heading. The default description of
anemptyfieldisfilter text (showningray font).
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RUNTIME PROJECTS

[Project name] Name of the zenon projects loaded in Runtime.

The active projectis marked with a * (star character)

SCADA VARIABLES

[Variable list] Listof the configured variablesinthe currently-loaded
zenon projects. The list offers, for selection, the data
types that aresupported for the respective nodes.

> Name:
Name of the variable. This corresponds to the Name
variablepropertyinthe current zenon configuration.
) Identification:
Identification of the variable. This corresponds to the

Identification variablepropertyinthe current zenon
configuration.

CLOSE DIALOG

Cancel Discardsall changes and closesthe dialog.

No variables areappliedinthe DNP3_SG configuration.

7.13 Warning dialog

REMOVE VARIABLE (DATA POINT)

The following warning dialogis shown before avariable is deleted:
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i Do you want to remove the selected datapoint(s)?

oK Deletes the selected variable(s) fromthe list.
Cancel Closes the dialog without deleting the selected
variable(s).

DATA POINT NOT UNIQUE

Ifa pointindexthatisalready presentinthe current configuration has been configured foravariable,
thisis shown with a warningdialog.

Point Index [2] already in use for datapeint [SCADA_PROJECT #DINT]!

INVALID INPUT

If an invalid entry has been configured foran option, thisisshownina warningdialog.

MaxEvents: Value [99999999999999] exceeds upper limit [65535]
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7.14 Status mapping zenon - DNP3

The point mapping of the zenon status to the DNP status s carried out if an eventisloggedinthe event buffer.

The mappingbetween zenonand DNP 3is carried out as follows:

Status ONLINE | COMM_LOST | LOCAL_FORCED | OVER_RANGE | REFERENCEERR | DISCONTINUITY | ROLLOVER CHATTERFILTER

zenon (Note (Note 2) (Note 2) (Note 3) (Note 3) (Note 3) (Note 3) (Note 3)
2)

SPONT 1 0 0

(Note 1)

GA 1 0 0

(Note 1)

INVALID 0 1 0

(Note 1)

ALTVAL 0 0 1

(Note 1)

OFF 0 0 0

(Note 1)
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N_UPDATE 0 0 0

(Note 1)

NT 870 0 0 0

(Note 1)

SB_870 1 0 1

(Note 1)

OV_870 1

OR_870 1

NOTES

» Note 1:

At least one status must be setinzenon. A corresponding LOGentryis created if thisis not the case. No additional flags are used.
» Note2:

Forced base flags, these flags are always set as a bit field.
» Note3:

Flagsare onlysetfor ONLINE or LOCAL FORCED.



7.15 Select before Operate

Analog Outputs and Binary Outputs have SBO (Select before Operate) functionality. For this,
the following applies:

» The DNP3 master sends a Select command to the outstation.

» When the Binary Output object type is requested, the following requirements must be met in order for
the request to be answered inthe positive:

e Thevariable existsandissignedinorcan besignedin.
e Thedatatype of thevariableis IEC BOOL or IEC USINT

e Thevalue ofthe commandisvalid:

NUL, PulseOn, PulseOff, LatchOn, LatchOff, PulseOn + Close, PulseOn +
Trip

» Requests ofthe Analog Output objecttype arealways answeredinthe positive

» The configured Select timeout is activated automatically.

If, within this timeout, there is no Operate command received for the respective variable, the processing of
the variableis ended automatically.

Note: If, instead of anOperate Request, a different Request is received for the respective variable, the
sequence number isincorrector the Operate Request does notcorrespondto the Select Request.
Processingis ended automatically.

» An Operate Request withouta previous Select Request isacknowledged with an error.

0 Hint

You can find further general information on Select before Operate in the Energy Edition
manual, Command Processing in the Execution of a command chapter.

7.16 Command processing - Command Routing

Basic requirements forthe positive execution of the Select or Operate command are:
» ThevariabletypeisBinary Output
» Thevariable exists, issignedinorcan be signedin, andis valid (no I-Bit).
» Thedatatype of thevariableis IEC REAL, IEC BOOL or IEC_ USINT.

» The control codeisvalidand can be convertedto a Boolean value-
The followingvalues are valid (the corresponding Boolean value is stated in brackets):

(] NUL (false)
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o PulseOn (true)

(] PulseOff (false)

(] LatchOn (true)

o LatchOff (false)

° PulseOn + Close (true)

. PulseOn + Trip (false)

PROCEDURE

In general, the following applies: Command routingis only activated forexported Binary Output
variables for which the Command Routing option has been activated.

» Ifaselect commandisreceivedforaBinary output forwhichthe Command Routing
option has been deactivated, a positive Response isreturned to the master, provided the basic
requirements have been met.

» |If,forBinary Output, the Command Routing option has been set, the COT act command with
the control code is sentto the command variable (configured with Binary Output), inthe
Runtime.

Note: coT act iscodedin the statusvalue with the helpofthe coT act,s SE BIT and
S_SELECT bits.

» Thereisthena waitforthe execution of the select command by the auto-remote command
action, before the Response issentto the master.
Only once thereisa positive responsetothe select commandsentto the masterdoesthe
Select Timeout Timer start.

» The processing of the following Operate commandis carried outin the same way as forthe
Select command.Ilnaddition, foran operate command, thereisa check to see whethera
Select- command hasbeenreceived before the commandis forwardedtothe command
processingin Runtime.

» If,forthe operate command, the Command Routing optionisnot active or no select
command has beenreceived beforehand, an Operate Request isanswereddirectly.

» Afterthe Operate command has been processed successfully by the command processingin
Runtime, a positive Operate Response issentto the master. In the eventofan error, an
Operate Response issenttothe masterwithan error.

STATUS OF COMMAND ROUTING

The following status codes are sent to the master from the outstation:

» Status Code 0 - SUCCESS
The command processing was successful.
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Status Code 1 - TIMEOUT
A timeout has occurred duringcommand processing.
The command processing could not be successfully completed within 2 minutes.

Status Code 2 - NO_SELECT
The Select command has beensentbythe command processing with aninvalid status.
Invalid statuses are:

e S PN BIT (negative confirmation) received
e Thes SE BITisnolongerset

e Noneofthe coT bitsare set

Status Code 6 - HARDWARE ERROR
This error occurs underthe following circumstances:

e Thevariableisnotsignedinand cannot be signedin.
e Thevariable hasthe INVALID bit

e Thevalue cannotbe written orthe command cannot be sent.

Status Code 10 - AUTOMATION_INHIBIT

The Operate command has been sent by the command processing with aninvalid status.

Invalid statuses are:
e S PN BIT (negative confirmation) received
e Thes SE BITisnolongerset

e Noneofthe coT bitsare set

Status Code 12 - OUT_OF RANGE
The control code containedinthe Request isinvalid.
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7.17 LATCH_ON and LATCH_OFF

If Command Routing is inactive the Command Control Code from the controllerisiswrittento USINT
variables as an 8-bitvalue viathe Process Gateway.
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0x01 Pulse On Activation BOOL disabled set
0x01 Pulse On Activation USINT disabled set
0x01 Pulse On Complementary latch n.a. disabled ret
0x01 Pulse On Complementary two output na. disabled ret
0x01 Pulse On Activation BOOL enabled set
0x01 Pulse On Activation USINT enabled set
0x01 Pulse On Complementary latch n.a. enabled ret
0x01 Pulse On Complementary two output n.a enabled ret
0x03 Latch On Activation BOOL disabled set
0x03 Latch On Activation USINT disabled set
0x03 Latch On Complementary latch BOOL disabled set
0x03 Latch On Complementary latch USINT disabled set
0x03 Latch On Complementary two output BOOL disabled ret
0x03 Latch On Complementary two output USINT disabled set
0x03 Latch On Activation BOOL enabled set
0x03 Latch On Activation USINT enabled set
0x03 Latch On Complementary latch BOOL enabled set
0x03 Latch On Complementary latch USINT enabled set
0x03 Latch On Complementary two output BOOL enabled set
0x03 Latch On Complementary two output USINT enabled set
0x04 Latch Off Activation BOOL disabled set
0x04 Latch Off Activation USINT disabled set
0x04 Latch Off Complementary latch BOOL disabled set
0x04 Latch Off Complementary latch USINT disabled set
0x04 Latch Off Complementary two output BOOL disabled ret
0x04 Latch Off Complementary two output USINT disabled set
0x04 Latch Off Activation BOOL enabled set
0x04 Latch Off Activation USINT enabled set
0x04 Latch Off Complementary latch BOOL enabled set
0x04 Latch Off Complementary latch USINT enabled set
0x04 Latch Off Complementary two output BOOL enabled set
0x04 Latch Off Complementary two output USINT enabled set




0x41 Close Activation BOOL disabled set
0x41 Close Activation USINT disabled set
0x41 Close Complementary latch BOOL disabled set
0x41 Close Complementary latch USINT disabled set
0x41 Close Complementary two output BOOL disabled ret
0x41 Close Complementary two output USINT disabled set
0x41 Close Activation BOOL enabled set
0x41 Close Activation USINT enabled set
0x41 Close Complementary latch BOOL enabled set
0x41 Close Complementary latch USINT enabled set
0x41 Close Complementary two output BOOL enabled set
0x41 Close Complementary two output USINT enabled set
0x81 Trip Activation BOOL disabled set
0x81 Trip Activation USINT disabled set
0x81 Trip Complementary latch BOOL disabled set
0x81 Trip Complementary latch USINT disabled set
0x81 Trip Complementary two output BOOL disabled ret
0x81 Trip Complementary two output USINT disabled set
0x81 Trip Activation BOOL enabled set
0x81 Trip Activation USINT enabled set
0x81 Trip Complementary latch BOOL enabled set
0x81 Trip Complementary latch USINT enabled set
0x81 Trip Complementary two output BOOL enabled set
0x81 Trip Complementary two output USINT enabled set

8. DNP3 Slave - AccessDNP3 outdated

From zenonversion 8.00, the DNP3 Slave (AccessDNP3) was replaced withthe new Process Gateway
module DNP3_SG.

» Theoutdated AccessDNP3mModule can no longer be selected for new configurations.

>

Existing configurations with the previous AccessDNP3 module continue to be able torun.
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The AccessDNP3 module will nolongerbe suppliedin afuture version. The old module will be
completelyreplaced by the AccessDNP3_SG module.

Y Information

The documentation forthe outdated module is nolongersupplied. Please contact
your support partner at the email address support@copadata.com to request this
documentation.

9. ICCP-TASE.2

The IEC 60870-6 TASE.2 ICCP protocol can be used withthe AccessICCP.dIl module viathe zenon
Process Gateway. ICCP-TASE.2supports Conformance Blocks 1and 2 as clientand server. Process
Gateway acts like a serverby defaultwhen communication is established.

Communicationinthe ICCP protocol is spontaneous. An ICCP server reports the value changestoits
communication partner, the remote client. However, an ICCP server cannot actively read the value
changes from the remote client. In orderto guarantee two-way exchange of data, both communication
partnersshould have a clientand a server.

POSSIBLE SYSTEM CONFIGURATIONS

» Serveronly

Communication with several remote ICCP communication partners possible.
Thisis the case if novariables have been configured on the Client Variables tab.

» Serverand passive client

The client will notinitialize the communication with the remote ICCP serveritself.
Communication with several remote ICCP communication partnersis possible.
Thisis the case if the Initalise communication propertyisnotactive.

Note: General tab in the configuration dialog of the Process Gateway.

» Serverandactiveclient

The clientcan initialize communication with remote ICCP servers itself.
Communicationisonly possible with aremote ICCP communication partner.

ESTABLISHING COMMUNICATION

Afterthe initialization of the communication with the zenon ICCP server orinitial ization by its own
client, the verification of the bilateral table ID iscarried out. If the verification was successful, the zenon
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ICCP client registers the variables to be communicated onthe remote serveras a DataSet and activates
spontaneous communication of the DSTransferSet (MMS . InformationReport).

Note: The ICCP clientalso communicates with the serverif, in the configuration of the Client variables
(on page 135) tab, no variables are containedin the Awailable from ICCP list. Inthiscase, the clientonly
checksthe bilateral table.

PLC Process drivers Runtime Process Gateway Rﬁ:"é?'?
ICCP Server
wite (8) = — — —— — = —— == - = - « _ Wite (5)
Varl |*.T” _ _ _ _ __ _ ___ - Var1: T
- - Vari: P —
read (5 - _ el = -
(5) > o 5 L ~
write (9.1) T = - L e
VarA | € — — —  — —  — Var2 varz Transfer Set »
read (9.1) >, N (Var1=5)
\ e spontaneous on change
N ICCP Client
\ —
‘\ ~ ~ Transfer Set
N - — - (VarA=9.1)
e VarA: — = -
Var2 91 [ 77 7 =~y VarA S 2
9.1 o
VarB |- — read(3) _ _ _ _ _ _ __ ____ » ;f’arBe:’ - = Va:;B: - =~ Twrite (3)

ICCP DATA EXCHANGE

» |ICCPServer

e ThelCCP serversendsvalue changes of variablesvia DSTransferSets
(MMS . InformationReport)spontaneously. If the values of variablesin zenon Runtime
change,a DSTransferSet issentto the remote client.

e ThelCCP servercan alsoreceive write requests from the remote client (MMS . write
request). These are transferred to zenon Runtime and Runtime forwards this request to
the correspondingzenondriver. If the writing is confirmed by the PLC, the zenon variable
changesitsvalue.

» ICCPClient

e IntheeventthatavariableinzenonRuntime sendsthe ICCP clientacorresponding write
request (MMS.write request)tothe remoteserver.

e IfaDSTransferSet (MMS.InformationReport)isreceivedbytheICCPclient(fromthe
remote server) the received values are sentto zenon Runtime. Runtime forwards these
requeststothe zenondriver. If the writingis confirmed by the PLC, the zenon variables do
not change theirvalue.
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9.1 Module configuration

ICCP-TASE.2

Zenon

Configurationis carried out using three tabs. It can be confirmed and closed by clickingon OK if all three

tabs have been configured.

General | Server Variables | Client Variables

Connection
Bilateral table ID

| zenon_to_ControlCenter

Local domain name

| zenonSubstation

Remote domain name

| ControlCenter

Connection Status
Server State variable

| zenPG_ICCP_Server_ConnectionState

Client State variable

| zenPG_ICCP_Client_ConnectionState

Client

[ 1ritialise communication

IP Address/Hostname

Check presence of remote items

Setresultin status bit:

Variable for result names

| zenPG_ICCP_missing_items_on_remote_server




ICCP-TASE.2
Zenon

General (on page 124) General settings.

Server variables (on Configuration of the server variables.

page 131) Selection of the variablesthatthe ICCP server provides.
Client variables (on page Configuration of the clientvariables.

135) Selection of the variablesthatarereceived by the ICCP client.

CLOSE DIALOG

oK Applies settings and closes thedialog.

Cancel Discardsallchanges and closesthe dialog.

Help Opens onlinehelp.




ICCP-TASE.2
Zenon

9.1.1 General

Configuration of the connection settings.

General | Server Variables | Client Variables

Connection Client

Bilateral table ID

| zenon_to_ControlCenter [ 1ritialise communication

Local domain name IP Address/Hostname

| zenonSubstation

Remote domain name

| ControlCenter

Check presence of remote items
Connection Status

S State variabl
Srver varisbe Setresultin status bit:

| zenPG_ICCP_Server_ConnectionState

Client State variable Variable for result names

| zenPG_ICCP_Client_ConnectionState | zenPG_ICCP_missing_items_on_remote_server

CONNECTION

The settingsinthe Connection sectionare any desiredstringsthatare coordinated onall devicesin
the system.

The unique bilateral table ID must be the same on all devices that communicate with the ICCP Process
Gateway. Itisqueriedwhenaconnectionis established by both communication partners. The
connectionisdisconnectedif they do not correspond.

The domain names provide the references of the ICCP objects used at MMS protocol level. [t must be set
as the same mirror image forthe communication partners.

These comparisonrules are prescribed by the ICCP standard.




Parameter Description

Bilateral Table ID The bilateral tableidentification is synced when the communication partner
establishes a connection. Access to the datais only permitted for authorized
remote clients.

The comparisonis Domain-specific, the communication partner must, in the
domain with the name Remote Domain Name, feature the table with the
label Bilateral Table ID.

Note: The ID must be configured as exactly the same on both sides of the
communication.

Note: Missingorincorrectentries arevisualized as anerror message inthe
dialog.

Local Domain Name Name of the local ICCP domainthatis used for objects of the Process
Gateway .

Note: the name must be setinverselyfor the communication partners - the
remote clientshould usethe name inits requests to ICCP Process
Gateway.

Note: Missingorincorrectentries arevisualizedas an error message inthe
dialog.

Remote Domain Name Name of the domains onthe remote ICCP server.

The Process Gateway |CCP clientuses Domain-specific requests with this
name:

» Inthe comparison withthe bilateral table;

» For the Data Set and TranferSet on the remote server.
Note: a Data Set is created as Domain-specific, its elements - the ICCP
data points - are defined as VMD-specific.

» Incommands via Device objects.

Note: Missingorincorrectentries arevisualizedas an error message inthe
dialog.

Error message Display of missing configuration data.

CONNECTION STATUS

Connection status variables allow the display of the current connection status of Process Gateway to
the remote ICCP communication partnerin Runtime. The zenon variable names are given in the Process
Gateway. The variablesshould be anumericdatatype;recommendation: Internal variables.

You can find detailed information on thisin the Status variables (on page 140) chapter.
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ICCP-TASE.2

Zenon

Serwer state variable Input field for the entry of a variablenamefor the display
of the current connection status of the server.

Ifthis field is empty, no status information can be
displayed in zenon Runtime.

Default: empty

Client state variable Input field for the entry of a variablenamefor the display
of the current connection status of the client.

Ifthis field is empty, no status information can be
displayedin zenon Runtime.

Default: empty

CLIENT
Initialise communication Checkbox for the activation of the automatic

establishmentof a connection to the remote ICCP server

when the Process Gateway is started.

) active:
When Process Gateways is started, the client
automatically attempts to establish a connection to
the configured remote ICCP server.
If the connection attempt is unsuccessful, another
attempt to establisha connectionis madeafter 20
seconds. Duringthis waitingtime, a connection
attempt canbe accepted from a remote ICCP
communication partner if this corresponds to the
configured IP address or hostname.

> inactive:
No automatic attempt to establish a connection to
the ICCP server when the Process Gateway is started.

Default: Inactive

If this optionisactivated, the following limitation

applies:

» The connection is only possible with a remote ICCP
communication partner.

» Connection attempts from remote clients withan
unknown address arenot accepted.

IP Address/Hostname Input field for IP address or host name for the automatic
connection to the remote ICCP server.
Note: Onlyactiveif Initialise communication is inactive.




Note: Missingorincorrectentries arevisualizedas an
error message inthe dialog.

Port Input field for port number thatis used for
communication to the remote ICCP server.

Default: 102
Note: Onlyactiveif Initialise communication is inactive.

Note: Missingorincorrectentries arevisualizedas an
error message inthe dialog.
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Check presence of remote items

Set resultin status bit

Variable for result names

Checkbox forthe activation of the checking of the
variable names of the current client connectionto
the variable name of the remote ICCP server. The

names are checked VMD-specifically.

> active:
Activates the checkingand allows the configuration
of the Set resultin status bit and Variable for
result names properties. For the connection, the
clienton the remote server reads a DataSet that only
contains existingvariables.

» inactive:
Itis assumed that the configured ICCP variables are
available on the remote server.
If one or more configured ICCP variables arenoton
the remote server, no successful connection to the
remote server can be established.

Default: Inactive

Status bitfor zenon variables of the clientthat are not on
the remote ICCP server.

Selection of the correspondinguser status bitfrom
drop-down list:

» None
No user status bitis setfor the variableifthe
variableis notpresent on the remote server.
ICCPvariables thatarenot present can be evaluated
with Variable for result names.

> Ml bis M8
The configured status bitis set for the variableifthe
variableis notpresent on the remote server.

Default: None

This user status bitis setfor configured zenon variables if
they are not found duringchecking on the remote server.

Note: Onlyactiveif Check presence of remote Items is
inactive.

You can find further information on status processingin
the Status processing manual inthe User status chapter.

Input field to configure a variablenamefor the display of
the names of the missing ICCP variables.

Inthe variable,variablenames that arenot present on
the remote server are visualized.

Is this field is empty, the evaluationis carried outwith the
configured user status bit.

Default: empty
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zenon

Note: Onlyactiveif Check presence of remote Items is
inactive.

You can find further information on the display of
variablesthatdo not exist in the Show variables thatare
not present in Runtime (on page 141) chapter.

CLOSE DIALOG

oK Accepts the settings of all tabs, saves the configurationinthe
zenProcGateway.ini file, starts the ICCP server and waits forincoming
connections.

Cancel Discardsallchangesinalltabs and closes thedialog.

Help Opens onlinehelp.




ICCP-TASE.2

Zenon

ERROR MESSAGES - EXAMPLE

Error messages are displayedinred font:

General | Server Variables | Client Variables

Connection Client
Bilateral table ID

| [ 1ritialise communication

Local domain name IP Address/Hostname

Remote domain name

[ Check presence of remote items

Connection Status

Server State variabl
| er variable Setresultin status bit:  None

Client State variable Variable for result names

Failed to start ICCP server.

Mo bilateral table ID specified




9.1.2 Server variables

Selection and configuration of the variables that the zenon Process Gateway provides as an ICCP server.
The value changes of the variables are sentto the remote ICCP client spontaneously.

Settings
General | Server variables | Client variables
Available in Scada Exported to ICCP

Mame Type ~ zenon MName ICCP Name Type

] ] var_bool_02 IOT_STATUS_02 State
var_bool_01 BOOL wvar_bool_04 IOT_STATUS_04 State
var_bool_02 BOOL wvar_bool_06 IOT_STATUS_06 State
var_bool_03 BOOL wvar_bool_08 IOT_STATUS_08 State
var_bool_04 BOOL wvar_bool_10 IOT_STATUS_10 State
var_bool_05 BOOL =3 var_real_02 IOT_AMALOG_02 Real
var_bool_06 BOOL var_real_04 IOT_AMALOG_04 Real
var_bool_07 BOOL = wvar_real_06 IOT_AMALOG_0& Real
var_bool_08 BOOL wvar_real_08 IOT_AMALOG_08 Real
var_bool_09 BOOL wvar_real_10 IOT_AMALOG_10 Real
var_bool_10 BOOL wvar_dint_02 IOT_DISCRE_02 Discrete
var_real_01 REAL var_dint_04 IOT_DISCRE_04 Discrete
var_real_02 REAL = wvar_dint_06 IOT_DISCRE_D& Discrete
var_real_03 REAL var_dint_08 IOT_DISCRE_08 Discrete
var_real_04 REAL s var_dint_10 10T _DISCRE_10 Discrete
var_real_05 REAL
var_real_0& REAL
var_real_07 REAL
var_real_08 REAL Variable name
wvar_real_09 REAL IOT_ANALOG_04
var_real_10 REAL
var_dint_01 DINT Data type Extended type
wvar_dint_02 DINT State None
var_dint_03 DINT eal Quality flags
var_d!nt_[M DINT Discrete Timestamp
var_dint_05 DINT
var_dint_06 DINT Bxisuded
var_dint_07 DINT w (_) Timestamp Extended
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Parameter

SCADA variables

Arrow keys

Available for ICCP

ICCP Name

Data type

Description

Listof all numeric variables availablein thezenon project. The listcanbe
sorted and filtered.

The listshows:

)  Name:
Name inzenon

b Type:
Data type of the zenon variable

Selected variables areexchanged between the two lists by means of the
arrow key.

> Key >>:
Copies all variables from zenon to ICCP.

> Key <<:
Removes all variables fromthe ICCP list.

> Key >:
Copies selected variables from zenon to ICCP

> Key <:
Removes selected variables fromthe ICCP list.

Variables canalsobeadded to the listfor zenon by double clicking on the
variablefor the ICCP list.

Variables fromthe listare provided by the server for the remote ICCP
client.

The listshows:

» SCADA Variable:
Name inzenon

) ICCP Name:
Name inthe ICCP protocol

> Type:
ICCP Type

The ICCP name and type can be modifiedusingthe ICCP Name, Data
type andExtended type options.

Name - VMD-specific - of the ICCP data point selected from the top list.

Change to the ICCP Name by entering the new name.
Empty ifno entry is selectedinthe Available for ICCP list.

Note: The ICCP name canusuallybenamed as desiredinaccordancewith
the standard. However, itmust be ensured that both communication
partners use the same name.

ICCP data type of the variableselected from the top list.

Change to the Data type by clickingon the option field:
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» State
Not availableif,in the Object type option, the Device object
option field has been selected.

» Command
This option fieldis onlyavailableif,in the Object type optionfield,
the Device object option field has been activated.

» Real
» Discrete

When transferringthe listfromthe listof SCADA Variables, the Type is
automatically proposed for the Available from ICCP list.

Note: Standard display of zenon variables on ICCP:
» USINT/BOOL to State; valuerange 0..3, DP1 mapping:
e (0/false-off (tripped),
° 1/true-on(closed),
o 2-intermediate (between),
e 3-fault(invalid).
» REAL to Real.
» DINT/INT/SINT to Discrete.

Depending on the variables provided by zenon, data types canalsobe
unavailable (grayed out).
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Extended type ICCP suffix of the variableselected from the top list.
Change to the Extended type by clickingon the option field:

> None:
No ICCP addition (onlyvalue of the variable);
IEC 60870-6-802 IndicationPoint type: Data_Discrete Data_State,
Data_Real.

> Quality flags:
Value with quality;
for example: Data_DiscreteQ.

» Timestamp:
Value + quality + time stamp [s];
for example: Data_DiscreteQTimeTag.

> Extended:
Value + quality + time stamp [s] + change counter;
for example: Data_DiscreteExtended.

» Timestamp Extended:
Value + quality + extended time stamp [ms];
for example: Data_DiscreteQTimeTagExtended.

Dependingonthe variables provided by zenon, datatypescanalso
be unavailable (grayed out).

A Attention

Data type and Extended type must be correctlyassigned for both communication partners.
Incorrectamendments lead to the received data sets not being interpreted 100% correctly.
All other informationinthe data setis lost!

CLOSE DIALOG

Parameter Description

oK Accepts the settings of all tabs, saves the configurationin the
zenProcGateway.ini file, startsthe ICCP serverand waits for
incoming connections.

Cancel Discardsallchangesinalltabs andcloses thedialog.

Help Opens onlinehelp.
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ICCP-TASE.2

Zenon

9.1.3 Client variables

Selection and configuration of the variables that the zenon Process Gateway uses as an ICCP client. The
clienttransmits the value changesthatitreceivesfromthe remote ICCP serverto the zenonvariables.

Gonerl | Seve Vi | Clent Vs

SCADA Variables Available from ICCP
MName SCADA Varable | ICCP Name | Type |

Fitertext Bl  Fitetea [l Test/Giobalflogi... Test/Globallogic BOO.., State
Perfyar[1000] Test(Globalflogi... Test/Globalflogic_BOQ... State
Perfyar[100] Test(Globalflogi... Test/Globalflogic_BOQ... State
Perfvar[101] Test(Globalflogi... Test/Globalflogic_BOQ... State
Perfyar[102] ac_state_vars[3] ac_state_vars[3] State
Perfyar[103] ac_state_vars[4] ac_state_vars[4] State
Perfyar[104] activate activated
Perfyar[105] perfTest_activ... perfTest_activated
Perfyar[106] reset_Perfyar reset_Perfyar
Perfyar[107] [Metwork] Prim...  [Network] Primary Ser...
PerfVar[108] [Metwork] Prim...  [Metwork] Primary Ser...

Perfyar[109] [Metwork] Stan... [Network] Standby Se...
Perfyar[10] [Metwork] Stan... [Network] Standby Se...

Perfvar[110] [Metwork] Stan... [Network] Standby Se...
Perfvar[111] ac_state_vars[1] ac_state_vars[1]

Perfvar[112]
Perfvar[113] ICCP Mame
Perfyar[114] | activated
Perfvar[115]

perflerltic] Object type Data type Extended type
PerfVar[117] )
PerfyVar[118] (®) Variable (®) State (®) None

Perfyar[119] () Device object (JReal () Quality flags
PerfVar[11] () Response () Discrete () Timestamp
Perfyar[120] () Extended

Perfvar[121] () Timestamp
Perfyar[122] Extended

<

| Cancel | | Help




Parameter Description
SCADA variables Listof all numeric variables availablein thezenon project. The listcan be
sorted and filtered.

The listshows:

> Name:
Name inzenon

> Type:
Data type of the zenon variable

Arrow keys Selected variables areexchanged between the two lists by means of the
arrow key.
> Key >>:
Copies all variables fromzenon to ICCP.
> Key <<:
Removes all variablesfromthe ICCP list.
> Key >:
Copies selected variables from zenon to ICCP
> Key <:
Removes selected variables fromthe ICCP list.

Variables canalso beadded to the listfor zenon by double clicking on the
variablefor the ICCP list.

Available from ICCP Variables fromthe listareexpected from the remote ICCP server.

The listshows:

» SCADA Variable:
Name inzenon

> ICCP Name:
Name inthe ICCP protocol

b Type:
ICCP Type

The ICCP name and type can be modified usingthe ICCP Name, Data type
and BExtended type settings.

ICCP Name Name - VMD-specific - of the ICCP data point selected from the top list.

Change to the ICCP Name by entering the new name.
Empty ifno entry is selected inthe Awailable for ICCP list.

Note: The ICCP name canusuallybenamed as desiredinaccordancewith
the standard. However, itmust be ensured that both communication
partners use the same name.
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Parameter Description

Object type Type of the SCADA variablefor communication to the ICCP server. With this
object, variables can beconfigured as command or responsevariables.
Changethe Object type by clickingonthe option field:

» Variable
Standardtype of a variable.
Activate this option if the zenon variableis nota command variableor
aresponse variable.

» Device object
The variables fromthe listof SCADA Variables are configuredas a
command variableifthe option is activated. In doingso, the Process
Gateway, on receipt of a spontaneous value,sends an Operate
Request to the ICCP server.
By activatingthis optionfield, in the Data type option, the State
option field switches the selection possibility to Command.

> Response
The variablefromthe SCADA Variables listis configured as a
responsevariableifthe option is activated. When receivinga
spontaneous value, the responsefrom the server (Indication)is
written to the response variablevia the operate command. No
further projectconfigurationis necessary for this process.

Default: Variable
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Parameter

Description
ICCP data type of the variableselected from the top list.
Changeto the Data type by clickingonthe option field:

» State
Not availableif,in the Object type option, the Device object

option field has been selected.

» Command
This option field is only availableif,inthe Object type optionfield, the

Device object option field has been activated.

» Real

» Discrete

When transferringthe listfromthe listof SCADA Variables, the Type is
automatically proposed for the Available from ICCP list.

Note: Standard display of zenon variables on ICCP:
» USINT/BOOL to State; valuerange 0..3, DP1 mapping:
e (0/false-off (tripped),
e 1/true-on(closed),
e 2-intermediate (between),
. 3-fault (invalid).
» REAL to Real.
» DINT/INT/SINT to Discrete.

Depending on the variables provided by zenon, data types canalso be
unavailable (grayed out).

Note: Hidden ifthe Response action fieldis activated for the Object
Type option.
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Parameter
Extended type

A Attention

Description

ICCP suffix of the variableselected from the top list.

Change to the Extended type by clickingonthe option field:

4

None:

No ICCP addition (only value of the variable);

IEC 60870-6-802 IndicationPoint type: Data_Discrete Data_State,
Data_Real.

Quality flags:
Value with quality;
for example: Data_DiscreteQ.

Timestamp:
Value + quality + time stamp [s];
for example: Data_DiscreteQTimeTag.

Extended:
Value + quality + time stamp [s] + change counter;
for example: Data_DiscreteExtended.

Timestamp Extended:
Value + quality + extended time stamp [ms];
for example: Data_DiscreteQTimeTagExtended.

Dependingonthe variables provided by zenon, datatypes can also
be unavailable (grayed out).

Note: Hiddenif eitherthe bevice object or Response option
fieldis activated forthe Object Type option.

Data type and Extended type must be correctlyassigned for both communication partners.
Incorrectamendments lead to the received data sets not being interpreted 100% correctly.
All other informationinthe data setis lost!

CLOSE DIALOG

Parameter

OK

Cancel

Help

Description

Accepts the settings of all tabs, saves the configurationin the
zenProcGateway.ini file, startsthe ICCP serverand waits for
incoming connections.

Discardsallchanges inalltabs and closes thedialog.

Opens onlinehelp.
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9.2 Status variables of the connection

Status variables of communication are used for the display of the connection status between the
Process Gateway and the remote ICCP communication partner. A separate variable each is configured
for the ICCP server and ICCP client. The Process Gateway only communicates this status to zenon
Runtime. There is no communication of values of these variables to remote ICCP communication
partners.

ENGINEERING

To show the connection statusin Runtime, carry out the following project configuration steps:

1. Inyourzenon Editor, create two numericvariables.
Itisrecommended thatthese are configured forthe internaldriver.

e Thevariable cannotbe a STRINGvariable.
2. Configurationinthe Process Gateway:

e  Statusvariable forserverconnection:
Enter the name of the variable inthe Serwer state variable inputfieldinthe General tab in
the Process Gateway module configuration.

e Statusvariable forclientconnection:
Enter the name of the variable inthe Client state variable inputfieldinthe General tabin
the Process Gateway module configuration.

ASSIGNED STATES

The connection status variables have the following values:
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Parameter
0
IDLE

1

CONNECTING

2

CONNECTED

ERROR

Description

» Communicationinactive:
Directly after the startof Process Gateway or reloadingthe zenon
project.

» Connection disconnected again:
Once Process Gateway has been closed or after the settings in Process
Gateway have been edited, and before the establishing of a new
connection.

Communicationvia TCP/IP and MMS is beingestablished.

This status is shownifanincomingCR (Connection Request)hasbeen
received or aCR (Connection Request) hasbeen sentsuccessfully.
This depends on which page has established the TCP/IP connection.

This status is the same for server and client.

ICCP communication has been established successfully.

This statusis setto alogical connectionifa dataset(DSTransferSet)
has been agreed for the transfer of data and the firstMMS.write
request (logical server connection) or the firstMMS .write response
(logical clientconnection) has been received.

Ifthe ICCP clientdoes not request any data from the remote server, the
status of the logical connection remains CONNECTED.

Note: The clientdoes not request any data if:
» The listofvariables isempty Available from ICCP.

» None of the variables fromthe Available from ICCP listareavailable
andthe Check presence of remote items check has been activated.

This status is shown ifthe TCP/IP connection as been interrupted.
This status is the same for both logical connections.

9.3 Show non-present variables in Runtime

With the help of this project configuration, you can evaluate in zenon Runtime which of the variables
configured onthe ICCP client are not present on the remote server.

This evaluation can be carried out with two project configurations:

1. Displayofthe missingvariable namesinanadditional stringvariable.

2. Displayof a userstatus bitwhenthere are variables that do not exist.
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REQUIREMENT

» Thecheckingofthe variable names of the current client connection must be activated:
Checkbox Check presence of remote items inthe General tab in the Process Gateway module
configuration.

DISPLAY OF THE MISSING VARIABLES IN A STRING VARIABLE

To display the missingvariablesin Runtimein one variable:

1. InthezenonEditor, create a STRING variable.
It isrecommended thatthese are configured forthe internal driver.

2. ConfigurationinProcess Gateway:
Enter the name of the variable inthe inputfieldVariable for result names inthe General tab in
the Process Gateway module configuration.

Y Information

The value of the variable in Runtime contains the name of the non-present variables,
separated byacomma( ; ).

DISPLAY OF A USER STATUS BIT WHEN THERE ARE VARIABLES THAT DO NOT EXIST.

To mark the zenon variablesin Runtime with a user status bitif they are not presenton a remote ICCP
server:

» Selectthe desired userstatus bit fromthe drop-down list of the Setresultin status bit property
inthe General tab in the Process Gateway module configuration.

Note: This userstatus bitcan be evaluatedinthe Runtime with a reaction matrix or a combined

element.

9.4 Direct control (non-SBO) for ICCP control objects

» Azenon variable can belinked to an ICCP control object.A Direct Control isexecuted on
receipt of a spontaneous value forthis command variable. In doing so, the process gateway
sendsan Operate Request tothelCCPserver.

» Azenonvariablecanbelinkedtoan ICCP control object asaresponse variable. The result
of the Direct Control operation(=indication)iswrittento the configuredzenonresult
variable (by writingasetvalue).
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» Eachreceived indicationiswrittento the corresponding ICCP response variable.
e Indoingso,thereisno checkto see whetheracommandis pending.
e Ifnoindication isreceived,the value of the response variable remains unchanged.
» direct control -supportedtelegramtypes
(] Operate (request)
o Timeout (indication)
o Local Reset (indication)
. Success (indication)
. Failure (indication)
» Theresponsevariableissettoa stipulated valuewhen sendinganew command.
» The configurationisvalidated when the gateway isinitialized:

e |If several response variables are configured for each device object, anerror messageis
created whenthe Process Gateway is started and only the firstoneisused

e Onlyone commandcan be configured per device object .

e A commandvariable mustbe presentforeach response variable, otherwise there will be an
error message.

PROJECT CONFIGURATION IN THE PROCESS GATEWAY

» Openthetabinthe Process Gateway. Client Variables
» Configure command variable
» Configureresponsevariable

A response froman ICCP serverisassignedto a Device object or to a variable by gettingthe same
ICCP name.

RESULT OF THE WRITE REQUEST

If a Response Object is configuredtoa variable ora Device Object, the resultofthe write Requests is
written to this object:
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ICCP-TASE.2

Zenon

0 Write

successful

1 Write

pending - waiting for response

200 Write

failed: OBJECT_ INVALIDATED

201 Write

failed: HW_FAULT

202 Write

failed: TEMPORARILY UNAVAILABLE

203 Write

failed: OBJECT ACCESS DENIED

204 Write

failed: OBJECT UNDEFINED

205 Write

failed: INVALID ADDRESS

206 Write

failed: TYPE UNSUPPORTED

207 Write

failed: TYPE INCONSISTENT

208 Write

failed: OBJECT ATTRIBUTE INCONSISTENT

209 Write

failed: OBJECT ACCESS UNSUPPORTED

210 Write

failed: OBJECT NON EXISTENT

211 Write

failed: OBJECT VALUE INVALID

9.5 Configuration file: INI entries for ICCP-Tase.2

The configuration file zenProcGateway. ini containsthis entries for ICCP-Tase.2.




[ICCP]

Entry
SERVER_PORT=

MAX_CONNECTIONS=

MAJOR_VERSION_NUMBER=

MINOR_VERS ION_NUMBER=

BILATERAL_TABLE_ID=

LOCAL_DOMAIN_NAME=

REMOTE_DOMAIN_NAME=

CLIENT_AUTO_CONNECT=

Description

Number of the IP port of the server; the port allows the
connection of remote clients.

The portis opened on startup and remains open.
Default: 102

Note: This INI entry cannotbe configured inthe graphicaluser
interface for the ICCP-TASE.2 Process gateway.

Maximum number of connections of remote ICCP clients to the
server. Isignored if CLIENT_AUTO_CONNECT=1 has been
configured.

Default: 0 (= unlimited)

Note: This INI entry cannotbe configured inthe graphicaluser
interface for the ICCP-TASE.2 Process gateway.

Main version number of the ICCP protocol, for example: 1996,
2000.

Default: 2000

Note: This INI entry cannotbe configured inthe graphicaluser
interface for the ICCP-TASE.2 Process gateway.

Sub-version number of the ICCP protocol.
Default: 8

Note: This INI entry cannotbe configured inthe graphicaluser
interface for the ICCP-TASE.2 Process gateway.

Bilateral tableidentification. This is synchronized when
establishinga connection between all ICCP communication
partners.

Note: The unique bilateraltableID must be the same on all
devices that communicate with the ICCP-TASE.2 Process
Gateway.

Local ICCP domain name; setting for server, should be set as
mirror-inverted to the communication partner.

Local ICCP domain name; setting for client, should be set as
mirror-inverted to the communication partner.

Project configuration of whether the clientautomaticallyinitiates
the establishmentof a connection to the remote ICCP server
when Process Gateway is started.

0:do not initialize - justwait

1:initialize
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CLIENT_IP_NAME= IP address or host name of the remote server ifthis clientis to
initializecommunication.

CLIENT_PORT= Port number of the remote server if this clientis to initialize
communication.

CHECK SERVER Variables= Check to see whether all configured variables areavailableon the
remote server.

0: no check of configuredvariablenames.

1: Check of configured variablenames.
CHECK_SERVER_VARIABLES_ME | Status bitfor clientvariablesthatarenot present on the server if
RKER_BIT= a check of configuredvariablesis activated.

0: no status bit for missingclientvariables

1 to 8: User status bitM1 to M8

SERVER _STATE_VARIABLE= Name of the variablefor the display of the connection status
between ICCP server and remote client.

CLIENT _STATE VARIABLE= Name of the variablefor the display of the connection status
between ICCP clientand remote server.

NOT_AVAILABLE SERVER_VARI Name of the variablefor the display of variable names (in zenon
ABLES_VARIABLE= Runtime) that are not availablefor the current clientconnection
on the remote server.

CALLING_OSI_SESSION_SELECTO | OSI communication parameters

R=

Note: This INI entry cannotbe configured inthe graphicaluser
CALLING_OSI_PRESENTATION_S interface for the ICCP-TASE.2 Process gateway.
ELECTOR=

CALLING_OS|_AE_QUALIFIER=
CALLING_OSI_AP_TITLE=

CALLED_OSI_SESSION_SELECTO
R=

CALLED_OSI_ PRESENTATION_SE
LECTOR=

CALLED_OSI_AE_QUALIFIER=
CALLED_OSI_AP_TITLE=

[VARIABLES]

Group for configured references between zenon variables and ICCP variables. Thefollowingarelisted:
» Parameters of each ICCP-variable
» Number of variables

» Names of the variable
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ICCP-TASE.2
zenon

PARAM 0= Parameter for ICCP-name.

The numbering starts with 0. The counter isincreased by 1 with
each further parameter. The identifier corresponds to the
identifier of the variable name.

PARAM 0 corresponds to NAME 0.

Example:

PARAM 0=1,0,0, ICCP_Name
COUNT= Number of configured references
NAME 0= Name of the zenon variable.

The numbering starts with 0. The counter isincreased by 1 with
each further parameter. This identifier corresponds to the
parameter identifier.

PARAM 0 corresponds to NAME 0.

Example:
NAME 0=MyName

9.6 LOG entries

GENERAL
Failed to get %s ERROR Start zenon Runtime before you start Process Gateway.
application object.
Failed to start ICCP ERROR Configure the settings of the Process Gateway.
server.

Configure a different port for each Process Gateway
when starting several Process Gateways.

» Failed to interpret | ERROR Match the ICCP 'Data type' and "Extended type'
report for data set between Process Gateway and remote ICCP
$s.%s. Bad message communication partners.
structure.

») Failed to interpret
report for %s. Bad
message structure.

») Failed to interpret
write request for




%s.%s. Bad message
structure.

» Failed to interpret
received data for

o)
5S.

Failed to write '%s', ERROR The remote ICCP server responds to the write request in
error code: %u. the negative, with MMS error code %u.

Correct the settings on the remote server and/or move
the variablefromthe clientconfiguration to the server
variablesin Process Gateway.

AUTOMATIC ESTABLISHMENT OF A CONNECTION

Parameter Level Description
Could not resolve host | ERROR The pre-set host name or the IP address could not be
name %s. Errorcode: %d resolved.

> %1

Host name or IP address of the set counterparty.

> %2
Windows socket error code

Autoconnection is not ERROR

) The pre-sethost name or the IP address are
possible because no

hostname (or IP resolyedtothe address 0.0.0.0and are thus
address) is defined invalid.

Maximum number of %1 MSG Rejection of anincomingconnection that has already
connections reached. achieved the maximum number of possible

Declining new
connection from %2.

connections:

> %1
Maximum number of connections could be
established.

> %2

IPv4 address of the counterparty.

Cannot verify selected | MSG
host name %$1. Declining
new connection from %$2.

The configured host name cannot be resolved to
the IP address.
> Sl
Configured host name
) %2
IPv4 address of the counterparty.

Only connection from %1 | MSG An incomingconnectionis rejected because the source

allowed. Declining new address does not correspond to the IP address of the

connection from %2. configured host for automatic establishment of a
connection.
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> %1
configured IP address of the set host.

> %2
IPv4 address of the counterparty.

Only one active MSG An incoming connectionis rejected because a

connection allowed. connection has been established automatically.

Declining new
o
connection from $%2. ro%2

IPv4 address of the counterparty.

Creating a socket DEBUG A TCP socket connection to the configured
connection to the ICCP counterparty is established.

server $s [%2:%3].

> %1
Host name or IP address of the set counterparty.
> %2

IPv4 address of the counterparty.

> %3
Port number of the counterparty.

Could not create the DEBUG A TCP socket connection to the set counterparty could
socket connection to not be established within the socket timeout.

the ICCP server %1. .

Errorcode: $2. »osl

Host name or IP address of the set counterparty.

> %2
Windows socket error code.

STATUS VARIABLES OF THE CONNECTION

Parameter Level Description
Server state variable ERROR The configured status variabletodisplaythe status
with name 'Ss' does not of the server connection does notexistin the
exist or has an invalid project or has aninvalid data type (required data type:
type. numeric).
b %S
Configured name of the status variable.
Client state variable ERROR The configured status variabletodisplaythe status
with name '$s' does not of the client connection does notexistin the
exist or has an invalid project or has aninvalid data type (required data type:
type. numeric).
> S$s
Configured name of the status variable.
i?t(gz‘)erver state: MSG New status of a pre-existing server connection.
> %1
Numeric value of the current status of the server
connection
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ICCP-TASE.2
zenon

o %2
Current status of the server connection as a text
(IDLE, CONNECTING, CONNECTED, ERROR)

set client state:
%1 (%2)

MSG

New status of a pre-existing client connection.

> %1
Numeric value of the current status of the client
connection

> %2

Current status of the clientconnection as a text
(IDLE, CONNECTING, CONNECTED, ERROR)

DISPLAY OF VARIABLES NOT PRESENT

variable '%1' is not
available on the remote
device.

Unavailable server ERROR The configured status variabletodisplaythename of
items variable with the variable that does not exist does not
To .
name '%1' does not exist existinthe project or has aninvalid data type (required
or has an invalid type. data type: STRING)
> 1
Configured name of the status variable.
Error configured client | ERROR A variableconfiguredin Process Gateway for the clientis

not availableonthe remote ICCP server.

> %1
ICCP name of the variablethatis not present on the
remote server

configured response
variable [iccp name]

Response variable [iccp | ERROR Error message for error projectinginthe Process
name] already Gateway.
configured.
With this error message, an ICCP clientwas assigned
more than one SCADA variable.
The firstResponse Object isapplied,all other
Response Objects arediscarded.
No ICCP object found for | ERROR Error message for error projectinginthe Process

Gateway.

With this error message anICCP clientwas assigned a
SCADA variablefora Response Object however the
assignmentof a matching Device object is missing.




9.7 Interoperability

Process Gateway for ICCP-TASE.2 based on the IEC 60870-6 TASE.2 ICCP protocol.
Supported protocol versions: 2000.8 and 1996.8.

ICCP-TASE.2 supports Conformance Blocks 1and 2 as clientand server. As client Direct Control of Block
5issupported.

The Process Gateway acts like a server by default when establishing communication.

10.1EC870 Slave

LANGUAGE

The |EC870SI Process Gateway and its dialogs for configuration are only available in English.

STRUCTURE

You can configure several virtual controllers (devices) in the IEC870 slave gateway. Accordingto the
used protocol, this virual devices are associated directly to a Master (870-104) or polled by a Master
(870-101). The devices can containseveral sectors. These sectors contain I0s (Information Objects)
representingthe actual variables. An 10 refers to a variable of the process control system.

OPERATION OF SEVERAL IEC870 SLAVES

IEC870SI Process Gateway can be started on both a standalone computeraswellasinthe zenon
network (server/standby/client). All Process Gateways that are started in the network provide the same
processimage, butto the extentthatisgiveninthe configurationfile.

Network servers are usually computers with a higherload. Inlarge and complex systems, it may be
advisable to operate the gateways on (dedicated) network clients. This has another benefit: with
redundancy switching, a network client automatically connects to the respective primary serverand
continuesto provide the datato higher-level systems.

Several instances of the IEC870 slaves can use the same or very similar configurations that have been
transferred to several files, such as with export/import (on page 191) forexample.

Itisalso possible tostart several instances of the IEC870 slave on one computer.
requirement: separate communication partnerforeach instance - no conflicts with IP or COM ports.
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REDUNDANCY OF THE IEC870 SLAVE

If two Process Gateways with the same configuration have been started then they are like aredundant
slave foran 870 master, i.e.aredundant connection tothe zenon system.

Two Process Gateways with the same configuration can be started ontwo computersin the zenon
network, or on one computerwith 2 Ethernetcards, or with different IP ports.

In the messaging direction, both IEC870 slaves provide the same Events and measured values, because
zenon Runtime provides exactly the same processimage. Incommand direction, one of the two slaves
can be setto silent mode via an IO with the internal type TO0 and IOA 2 (on page 210). The commands
of the 870 master are thus only forwarded viaaconnectionto Runtime.

The redundancy at Data Layer - according to the procedures of Edition 2 of the IEC 60870 standard, is
not supported.

IDENTIFICATION AND ADDRESSING

For each respective started instance of the IEC870SI Process Gateway:
» 870-101: The virtual controller(device) is identified by the link address of the Slave.
» 870-104: The virtual controllerisidentified by the IP address of the master.
» Sector:Is addressedvia COA (Common Object Address/Common Address of ASDU).
» 10:Isaddressed by Type Identification and IOA.

In the following chapters, you willread how to configure the IEC870SI Gateway and how communication
takes place.

Y Information

For variables that are configured in the IEC870SI| Process Gateway as command variables,

each command is logged as Send value via the APl interface during Runtime in the CEL
if the Write set value via VBA property is active (Loggingin CEL group).

10.1 Module configuration

You have many settings options available in the IEC870 slave process gateway. The configuration of the
IEC870SI isstoredina XML file (on page 191).

The listsin the configuration dialogs can generally be sorted. To change the sorting sequence, simply
click on the columnttitle.
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870-101 PROTOCOL VS 104 PROTOCOL

The gateway supports both protocol IEC 60870-5-101 (abbreviatedto: 870-101, serial communication)
as well as IEC 60870-5-104 (abbreviatedto: 870-104, TCP/IP communication). The settings for protocols
-101 and -104 differ.

In the main window Settings, you can choose the protocol you want to use and define general settings:

» (Protocol) 870-101 (on page 156)
Unlocks the settings for protocol 101 and locks other, irrelevantinput fields.
» (Protocol)870-104
Unlocks the settings for protocol 104 and locks other, irrelevantinput fields.
DEVICES

Virtual devices (connections)are created and deleted in the Devices listin the main window. A device
defines how the Process Gateway, as an IEC870 slave, should work fora certain 870 master. These
devices are configuredinthe tabs. Several devices can be setup - for several masters.

The following tabs are available in the process gateway:

>

Q

Device (on page 161) - general settings and master P address (-104) or link address of the slave
(-101).

Sector (on page 166) - settings valid fora Common Address of ASDU (COA). A device should
contain at least one sector; and one sectorshould contain at least one Information Object (10):

e Information Objects - the list of the Information Object Address (I0A), their Type
Identifications (TID) and the assignment to zenon variables.

Sequences of Events (SOE (on page 201))
SOE accordingto procedures defined in IEC 60870-5-101: 7.4.11.3 "Transmission of sequences of
events" (inasection of a data file).

104 settings (on page 188)
Data Layer Timeoutsand APDU counters

Information

Only the general properties are documented in this section. You can find the
protocol-dependent configurations in the section for the respective protocol (101)or in
the description of the respective device settings (101 and 104).
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TABS FOR THE CONFIGURATION OF THE DEVICES

Settings
Configuration file

| IECa70SLAVE. XML

[ || o

(®)370-104 (") 870-101 unbalanced () 870-101 balanced

IP Port
2404

Link Address Size (870-101)

i W
COM Part

COM 1
Baud Rate

9600
Deactivate standard DPI/DCS

[ ] mapping and use internal mapping
(not recommended).

Device £

0.0.0.1

Device |Sector | SOE | 104 settings |

IEC870 Slave

IP-Address of Master (807-104) Link Address of Slave (870-101)
[0 .0 .0 .1 | 1

Mame [ Description

| Devicel

Short Pulse Long Pulse

w00 |ms |2000

Max. APDU size

Commands allowed

Directory for File Transfer

Directory for File Transfer in Control Direction

Test Timeaut
a

Zenon




Parameter Description

Device Tab for the configuration of a device (on page 161).
A virtual devicecorresponds to an interface with an 870 master.
Sector Tab for the configuration of the sectors (on page 166) of the device.

A sector corresponds to a Common Object Address/Common Address of
ASDU andis addressedvia COA .

Note: A sector can containseveral Information Objects that arelinked
to zenon variables and addressed with Type Identification (Type ID)
and Information Object Address (IOA).

SOE Tab for the configuration of the recordingand transfer of the SOE files
(on page 201) (Sequences of Events)

104 settings Tab for the configuration of the Protocol-870-104-specific settings for
timeouts (on page 188)and APDU counter.

oK Accepts all changed settings. They will immediately be stored in the
current configuration file (as defined in the Configuration file).

Attention: If you have not made any changes, closethe dialogwith the
Cancel, not OK.

After clickingon OK, all existing connections with the 870 master will
be closed andrestarted with the new settings.

Cancel Discardsallchanges madeand closes the dialog window.

The dialogis closed without the pre-existingcommunicationto 870
masters being interrupted.

Help Opens onlinehelp.
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IEC870 Slave

10.1.1 General Settings

Settings

Configuration file
|IEC8?05LA\|'E.XML || Import... || Export...

(®)370-104 (") 870-101 unbalanced () 870-101 balanced

IP Port

2404 Device | sector | SOE | 104 settings |

IP-Address of Master (807-104) Link Address of Slave (870-101)

Link Address Size (870-101)
[0 .0 .0 .1 | 1

i
COM Part Mame [ Description

oM 1 | Devicel

Baud Rate Short Pulse Long Pulse

9500 w00 |ms |2000

Max. APDU size
Deactivate standard DPI/DCS
[ ] mapping and use internal mapping 253
(not recommended).

Commands allowed

Directory for File Transfer

Directory for File Transfer in Control Direction

870-101 specific
COA Size Test Timeaut
2

Y Information

Only the general properties of the IEC870 Slave are documented in this section. You
can find furtherinformationin the description of the virtual device.

SETTINGS

General settings:

Zenon




Parameter

Configuration
file

Import...

Export...

Description

Name of the XML configuration file with the configuration of the IEC870 slavein the
Process Gateway.

This is where all activesettings arestored and alsoloaded from. The name you enter
must be a valid file name. Otherwise, no data can be stored. Inthis case, you will get
anerror message.

Only enter the file name without path. You do not have to add the file extension XML,
asitwill be added automatically duringsaving. The current INI directory will beused as
path.

Save location: %CD_SYSTEM%

You canfindthe INI filein the system folder of the process control system. Itis called
'<KSCADA>ProcGateway.1ini'- <SCADA>is the placeholder for the name of the
process control system.

The filename will automatically beentered inthe INIfile of the process gateway as
configuration.

You canfind the description of the structure of the XML fileinthe XML file (on page
191) chapter.

Loads a projectconfiguration (on page 197) from an XML or CSV file.

The current settings arereplaced by the ones stored inthe file. The current setting is
retained for Configuration file.

Clicking on the ... button opens the fileselection dialogto select a configurationfile.

Note: You can thus transfer the configurations of other projects or import the
configurations with largeamounts to variables thatyou have prepared and exported
with other applications.

The filecontent is checked duringimport. A correspondingwarningdialogis shownin
the event of anerror.

Exports current projectconfiguration (on page 197)as an XML or CSV file.

Clicking on the ... button opens the fileselection dialogtoselect a savelocation for the
target file.

Attention: A Device thatstill hasthelPor 1ink address issuedoncreationis not
exported. To export it, you must firstconfigurethe connection to the 870 master in
the Device (on page 161) configuration window.

Note:

» No fileis exported if there areno I10s inthe current Process Gateway
configuration.

» The configured IP address is exported for 870-104 connections.

» The configured Link address is exported for 870-101.
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870-104

870-101
unbalanced

870-101
balanced

IP Port

Link Address
Size (870-101)

COM Port

activates protocol 104, unlocks allinputfields for 104 and locks settings for 101.

In this mode, several slaves can communicate with several masters via the TCP/IP
interfaces. Each TCP socket defines a 1:1 connection between slaveand master;itis
thus possibleto transfer the valuechanges to the slavespontaneously. The loss of the
connection can be detected both by the slaveand master thanks to the test
procedures runninginthe background (replacement of small APDUs on the Link Layer).

Activates protocol 101in unbalanced Mode, unlocks all specific settings for 101 and
locks settings for 104.

Inthis mode, several slaves can communicate with several masters via the serial
interface. A slaveshould only transfer the data to a master on one (cyclical) Link Layer
request, otherwise conflicts could occurinthe Link Layer. There is no test procedure
for slaves to check whether the connection to the master continues to exist.

Activates protocol 10linbalanced Mode, unlocks all specificsettings for 101 and
locks settings for 104.

In this mode, onlya slavecan communicate with a master usingthe serial interface. It
allows theslaveto transfer the valuechanges spontaneously.The loss of the
connection can be detected both by the slaveand master thanks to the test
procedures runninginthe background (replacement of small APDUs on the Link Layer).

IP Port for communicationvia IEC60870-5-104 protocol. Slave port to which the
masters are to connect. The protocol defines this as fixed at 2404.

Default: 2404
Allowed port numbers: 1200 to 65535

Note: Applicableforall connections for protocol 104.Inactiveif 870-101
unbalancedor 870-101 balanced has been selected as a protocol.

Itis possibleto have several instances of the Process Gateway running at the same
time. That is why you can change this port.

Size of the link layer address, in bytes, for communication via the IEC 60870-5-101
protocol.Select from drop-down list.
Default 1

Note: The same sizeis applicabletoall connections to 870-101 masters. Inactiveif
870-104 is selected as a protocol.

Serial interface of the computer with zenon Runtime. Select from drop-down list.
Default 1

Note: Applicabletoall connections to 870-101 masters (balanced and
unbalanced). Inactiveif870-104 is selected as a protocol.
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Baud Rate Data transfer rate. Select from drop-down list.
Default 9600

Note: Applicabletoall connections to 870-101 masters (balancedand
unbalanced). Inactiveif870-104 is selected as a protocol.

Deaktivate Deactivates the standard communication via DP1/DCS and uses internal mappingin
standard communication. The non-compliantbehavior is disabled when this option is activated.
DPI/DCS

mapping and use Default: Inactive

internal Attention: Activation of this option is not recommended.

mapping

10.1.2 Device List

The virtual devicesinthe IEC870 slave - Devices - are created and deletedin the leftareaof the

configuration dialog.
The details are configured inthe right area of the dialog with the corresponding tabs.

To change the configuration of an existing device, selectthe desired Device inthe list. The attendant

configurations canthen be amendedintherightarea.
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Parameter Description

Device Identification of the device: IP address of the master
(104) or link address of the slave (101).

Attention: Before you can use or export the device, you
must configure it.

Name Name of the device/connection - desired text for easier
identification.

Add Adds a new device with standard settings. By default, it
gets the invalidID"2 222" andinvalid IP/link addresses.

Attention: Before you can use or export the device, you
must configure it.

Delete Deletes the selected device. This button is notactiveif no
device has been selected.

Attention: The selected entry is deleted immediately
without a request for confirmation beforehand.

A deviceis created or deleted on the left-hand side of the dialog.

Clicking on the Add button adds a device, whichis configuredinthe Device, Sector, SOE and 104 settings
tabs.Several devices canbe created. A simpleclick onthe respective device inthe list opens the attendant
configuration.

VALIDATION

Configurations arevalidated by clicking on the OK button. A correspondingwarningdialogis shownin the event of
anerror. The check takes the selected connectioninto account(870-104 or 870-101). If the configurationis
transferred from afile, the filecontent is alsotakenintoaccountduringvalidation.

When the IEC870 Process Gateway starts, there is alsoaninitial check of the existing configuration.
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10.1.3 Device - Configuration

You define the settings of the virtual device in the Device tab in the main window. Depending on the
protocol selected - 870-104 or 101 - certain areas are grayed out. A precise definition of which input
fields are availableforwhich protocol isinthe listbelow.

Device | Sector | SOE | 104 settings
Link Address of Slave (870-101)
192 . 158 . 0 . 1 1
Mame [ Description
Substation A to CC
Short Pulse Long Pulse
1000 ms 2000 ms
Max. user data

253

Commands allowed

Directory for File Transfer
C:\temp\IEC8705L send

Directory for File Transfer in Control Direction
C:\temp\IEC8705L receive

870-101 spedific
COA Size COT Size I0A Size Test Timeout

2 w2 w3 w20 5
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Parameter

IP-Address of
Master (807-104)

Link Adress of
Slaw (870-101)

Name/Description

Short pulse

Long pulse

Protocol

104

101

101
104

101
104

101
104

Description

IP address of the master, whichis permitted to establisha
connection to the slave.The device thatthe master
communicates with is detected usingthe IP address.All IP
addresses except 255.255.255.255 areallowed.

The configured IP address is showninthe listof Devices inthe
Device column.

Default: 255.255.255.255
Note: The current valueis lostifthe protocolis changed.

The Link Layer address of the slave. The master uses the link
address containedinthe TF 1.2 frame to specify the device for
which the telegram is applicable. With link addresses, a Master
can communicate with multipledevices. The allowed range of
the address depends on the Link Address Size settinginthe
main settings.

» Link address size=0
Onlyapplicablefor balanced Mode. No range permitted.
The connection is unique (1 Slave: 1 Master)

» Link address size=1
Permitted range: 0 bis 254

» Link address size=2
Permitted range: 0 bis 65534

Default: -1 (invalid)

Note: Configuration of this option is notnecessaryif 8370-101
balanced has been selected.

The current valueis lostifthe protocol is changed.
Name of the device for easy identification, a desired text.

The configured nameis displayedinthe listof Devices inthe
Name column.

Defines the length of the pulseforthe Qualifier of
Command (on page 219) inthe 'shortpulseduration' (QOC=1)
versionin milliseconds.

Default: 1000 ms

Validvalues:0 bis 4294967295

Defines the length of the pulseforthe Qualifier of
Command (on page 219) inthe 'long pulseduration' (QOC = 2)
versionin milliseconds.

Default: 2000 ms

Validvalues:0 to 4294967295.
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Max APDU size

Max. user data

Commands allowed

Directory for File
Transfer

Direcotry for File
Transfer in Control
Direction

870-101 SPECIFIC

Parameter

COA size

104

101

101
104

101
104

101
104

Protocol

101

Maximum length of APDU data as defined inthe standard IEC
60870-5-104.

Default: 253
Validvalues:between 25 and 253.

Maximum length of the User Data as defined for TF1.2 in
IEC60870-5-2 Section 3.2.

Default: 253

Valid values: between (19 + LAF size + COA size + COT
size + IOA size) and (255).

This option allows commands from the master to be prevented
on alastingbasis. Thecommands are not accepted if the setting
is deactivated. Correspondingentries are created in the LOG file.

Default: active
Note: The commands can be dynamically activated or

deactivated usingavariable inzenon (T0O, IOA 2) (on page
210).

Defines the directory for transfer of files and directories.

Clicking on the ... button opens the fileselection dialogto select
asource directory.

Note: The files aresent to the master.

Defines the directoryin which the files for transfer of files and
directories arestored.

Clicking on the ... button opens the fileselection dialogto select
atarget directory.

Note: These files arereceived by the master.

All files with the NOF 255 (the temporary NOF forreverse
file transfer) are ignored forthe directory query.

Description

Defines the length of the COA (Common Object
Address/Common Address of ASDU).
Selection of address sizefrom drop-down list:

> 1octet
> 2 octets

» Note: Ifthe 60870-5-104 (TCP/IP) connection type is
selected for link layer,the value2 octets isexpected in
accordancewith the standard.
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Default: 2




COT size 101 Defines the length of the COT (Cause of Transmission).
Selection of address sizefrom drop-down list. Valid:
» 1 octet
» 2 octets

» Note: Ifthe 60870-5-104 (TCP/IP) connection type is
selected for link layer,the value2 octets isexpected in
accordancewith the standard.

Default: 2
I0A size 101 Defines the length of the IOA (Information Object Address).

Selection of address sizefrom drop-down list. Valid:

> 1octet
> 2 octets
» 3 octets

» Note: Ifthe 60870-5-104 (TCP/IP) connection type is
selected for link layer,the value3 octets isexpected in
accordancewith the standard.

Default: 3

Test timeout 101 Timeouttime for 870-101 connections. Entry in seconds.
» In101 unbalanced:
States the time (inseconds)in which a master must execute
a query to the slave.
If, within this time, there is no query from the master, the
slaveends the connection.

» In101 balanced:
States the time (in seconds)in which the slavewill execute
the test procedures on the link layer.The test procedure is
mandatory as prescribed by the IEC60870-5-101 standard
for balanced.
The slavecanthus detect a loss of connection whilstthere is
no spontaneous transfer of data.

Default: 20

Note: in unbalanced Mode , monitoringis deactivated in the
event of a configured valueof 0.

A valuegreater than 0 must be configuredinbalanced Mode.
Inthe event of inactivity (no data to send), a test frame is sent
after the time configured here. This must be confirmed by the
master.

Ifan answer is missing, the lastframe (test frame or spontaneous
data)is repeated. If no responseto itis received, the Process
Gateway restarts communication with a Request Status of
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10.1.4 Sector - Configuration

Link.

The sector tab listsall sectors configured inthe device. If youselecta sectorfrom the drop-down list,

itsInformation Objects (onpage 172) (I0s)are displayed.

Device | Sector |SOE | 104 settings

Common Address of ASDU (COA)
<1= Sectorl A New

Information Objects

Edit Delete

I0A & TypelD SCADA variable 2

1 <0z Internal status iecTO0_1_conn_st

1 103> Clock synchronization iecT103_enable

2 <0z Internal status iecTO0_2_comm_ena

3 <0z Internal status iecTO0_3_SOE

4 <0z Internal status iecTO0_4_SOE

5 <0z Internal status iecTO0_5_FT

[ <0z Internal status iecTO0_56_SOE

100 <1 Single point information iecTO1_00

100 <58 Single command with time tag CP56Time2a iecT45_00

101 <2 Single point information with time tag iecT01_01

101 <452 Single command iecT45_01

102 <30 Single point information with time tag CP56Time2a iecT01_02

102 <452 Single command iecT45_02

103 <1 Single point information iecT01_03

104 <2 Single point information with time tag iecTO1_04

5 < 30> Sinale naint infarmatinn with time tan CPSATIME?a ier T N5 &7

£ >
New Ed Delete

COMMON ADDRESS OF ASDU (COA)

You configure the sectors per device inthe upperarea. The COA and the name of the sectorare

displayed.

Configured sectors are displayedinadrop-down list. The first sector of the drop-down listis always
shown by default. Configured Information Objects are shownfor thissectorinthe areabelow.
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New

Opens the dialogto create a new sector (on page 168).

Edit

Activates the dialogfor editing the selected sector.

Sectors that have already been configured are selected from the drop-down

list.

You canalsolaunch the editor by double-clickingon the sector inthe list.
This button isinactiveif no sector was selected.

Delete

Deletes the selected sector.
This button isinactiveif nosector was selected.

Attention: the selected sector is deleted without a request for confirmation.

INFORMATION OBIJECTS

Information Objects

(IOs)

the selected sectorare shown.

List of the
configured
information
objects per COA

Listof the configured I0As for the selected COA.

) IOA
Configured address ofthe Information Objects.

» Type ID
Configured Type ldentification ofthe Information Object.

) SCADA variable
Linked SCADA variableofthe Information Object.

The listcan be sorted by clicking onthe column header. The column widths
canbe amended individually.

for sectors are administeredinthe lowerarea. The 10s with COA of

New

Activates the dialogfor creatingnew 10s (on page 172).
This subsequent dialogis closed and a new IO is created by clickingon 'OK'.
This button is inactiveif no sector was selected.

Activates the dialogfor editing the selected 10.
You canalsolaunch the editor by double-clickingonthe 10 inthe list.
This button isinactiveif no |0 was selected.

Delete

Deletes the selected information object.
This button is inactiveif no 10 was selected.
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Sector Settings

Sector Settings
Common Address of ASDU

Mame [ Description

Time for Background Scan Time for Periodic Transfer

[ select routing

Select Timeout
30 s
Transmission of Integrated Totals
(®) With general interrogation

(") Mode A: Local freeze with spontaneous transmission
() Mode B: Local freeze with counter interrogation
(") Mode C: Freeze and transmit by counter interrogation commands

(") Mode D: Freeze by counter interrogation command, frozen values spontaneous




Parameter

COA

Name/Description

Time for Background scan [min]

Time for periodic transfer [s]

Select routing

Select Timeout [s]

Description

The Common Address of ASDU/Common Object Address (IEC
60870-5-1017.2.4) by which the sectoris addressed.
This number must be unique for each device (1..254).

Any name. For easyidentification of a sector.

The "Background scan" cycleinaccordancewith the requirements of
the IEC 60870-5-101 standard, chapter 7.4.13 "Background scan".The
values aresent with COT = 2 (background scan/COT_back). The time
is stated in minutes.

Inthe settime grid, there is a cyclical exchangeof values for all IOs
with the Background scan setting activated.

Values are only transferred cyclically if no spontaneous valueis
transferred within the time set (no COT = 3).

Ifthe valueis "0", cyclicaltransfer of values is deactivated for this
sector.

Default: 0

Support of cyclical data transferinaccordancewith I[EC 60870-5-5 6.3.

The values aresent with COT = 1 (periodic, cyclic/COT_per). The
time is configuredinseconds.

The cyclicaltransfer of values is carried outfor all IOs with the
Periodic data transfer setting activated. These I0s areonly
transferred cyclicallyand notspontaneously.

Ifthe valueis "0", cyclicaltransfer of values is deactivated for this
sector.

Default: 0

Note: the quickly-fluctuating measured values can unnecessarily
impair spontaneous transfer. We recommend however - instead of
periodic data transfer - configuring Hysterese for the respective 10.

Ifactive, a prior Select is necessaryforanExecute when the
command is executed. The switchingcommands from the master are
forwarded usingthe command processing - via the
auto/remote actions -to the respective Energy driver inzenon
Runtime.

Note: You can find further informationinrelation to this in the
Select routing (on page 217) chapter.

Timeout for Select before Execute inseconds.

The Select process must be ended within the configured time and
anExecute must be triggered. Ifthere is no confirmation of the
Select fromzenon Runtime or the Select has been confirmed
but the master does notsend an Execute, the Process Gateway
cancels the process.

Note: Inactiveif Selectrouting is not active.

Default: 30 s
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Input range: 1 bis 65535

Note: You can find further informationinrelation to this in the
Select routing (on page 217) chapter.

TRANSMISSION OF INTEGRATED TOTALS

Selection of the transfer mode (see IEC 60870-5-101 7.4.8) for the integrated totals -the 10s of type ID:
» 15(M IT NA 1)

» 16(M IT TA 1)

» 37(M IT TB 1)

No Reset is supported; an FRZ with Reset creates a warninginthe LOG.

Selection from options list.
Default: With general interrogation

For Mode A toMode D, IOs arerequested immediately after connecting to the master of zenon. Value changes to
the Integrated Totals IOs areadministeredina separate buffer. This canbuffer the greater valuefrom
(number of the ITs I0)*4,or2048valuechanges.

Integrated Totals arealsotransferred duringa general interrogation
(c_1C NA 1)




Mode A: Local freeze with
spontaneous transmission

Mode B: Local freeze with
counter interrogation

Mode C: freeze and transmit by
counter interrogation
Transmition of integrated totals
commands

Mode D: freeze by counter
interrogation command, frozen
values spontaneous

OK

Cancel

Help

Integrated totals aretransferred when avalueis changed.

Integrated totals areonlytransferred with a Counter Interrogation
Command (C_CI NA 1).To do this,a maximum of five seconds is
waited after the interrogationis activated until all ITs have been
supplied with values. ITs without value - the zenon variablewithout a
value- are transferred with the qualifier invalid.The value
changes are buffered until the interrogationis completed (freeze
active). All ITs thus transfer the value of the pointintime, when the
lastITwas supplied with a value.

Same behavior as for Mode B.

Transfer as with mode C, mode A is activated after conclusion of the
interrogation.

A checkis carried out to see ifthe COA is free for the device by
pressingthe OK button. Ifitis alreadyinuseyouwill receivean error
message. If itis available, the setting is accepted and the dialogis
closed.

Discardsall entries and closes thedialog.

Opens onlinehelp.
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Information Objects

Settings
Information Object Address

Type Identification
| <03 Internal status

SCADA Variable

Data Transfer

Spontaneous, buffered when master is offine

Sequence of Events (SOE)

() Raising & Falling Edge

[ File Trigger

Hysteresis
Megative Positive
a




SETTINGS

Parameter

Information Object
Address

Type identification

SCADA variable

Description

Defines the address (IOA) under whichthe 10 is addressed (IEC
60870-5-1017.2.5).

Default: 1

The IOA must be unique in each monitoringand controlingdirection per
sector.

Example:

» Validaddressing:
Two 10s, both with the same I0A, a TO1 (single-point-M_SP_NA 1)
anda T45 (singlecommand - C_SC_NA _1).
The addressingis recommended if this singlecommand checks
precisely the single-pointinformation.

» Invalid addressing:
Two 10s, both with the same I0OA, a TO1 and a T15 (integrated totals -
M_IT_NA_1).
This addressingis not permitted becauseboth type IDs belong to the
monitoringdirection.

Drop-down listwith the supported Type identifications (IEC60870-5-101
7.2.1).

Default: <0> Internal status
This setting is also called type ID.

It also determines the variables of the process control system that can be
associated to the 10 based on their data type.

Note: You can also find moredetailed information on type ID inthe
chapters Assignment of data types (on page 179)and Interoperability (on
page 232).

Defines the variablefromthe process control systemassociated with the 10.
Syntax: <Project name>#<variablename> define the project connection.
Ifthere is no project reference for a variable,itis assumed that this variable
is presentinthe startproject.

Whileentering, the system checks if the specified variableexists in the
corresponding projectandifit has a data type compatiblewith the type
identification.

The Button '..."' opens the dialogforvariableselection.

Read more about this inthe section 'Variableselection (on page 178)".
(Scada stands for the name of the process control system.)

Supported data types:

BOOL; BYTE; WORD; DWORD; LWORD; SINT; INT; DINT; LINT;
USINT; UINT; UDINT,; ULINT; REAL; LREAL; long double;
Real number IEEE
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DATA TRANSFER

Determines the type of data transfer for the selected |0 Selection from optionlist.

Default: Spontaneous

Parameter

Spontaneous

Background Scan

Periodic Data Transfer

Off

Description

Data transfer of the I0s is spontaneous - if the value of the linked SCADA
variablechanges.

I0s aretransferred as a Background Scaninaccordancewithto the IEC
60870 standard. A data point that does not receive a new spontaneous
valuewithinthe set Time for Background Scan is automatically sent by
the gateway after the time has expired, with COT = 2.

Values are only transferred if no spontaneous value (COT = 3) for this IO has
yet been transferred within the time set.

The setting is inactiveifthe backgroundscanis locked inthe sector
(Time=0) or ifthe type ID used is not suitablefor a backgroundscanin
accordancewith the protocol. Permitted type IDs:

» M SP NA landM SP TA 1,M SP TB 1-for TOL,
» M DP NA landM DP TA 1,M DP TB 1-forT03,
» M ST NA landM ST TA 1,M ST TB 1-forTO5,
» M BO NA landM BO TA 1,M BO TB 1-forT07,
» M ME NA landM ME TA 1,M ME_TD_1-for T09,
» M ME NB landM ME TB 1,M ME TE 1-forT11,
» M ME NC landM ME TC 1,M ME TF_ 1-forT13

Note: The type IDs with time stamp (for example M ME TA 1)is mapped
to the corresponding TID without time stamp (for example M ME NA 1)in
the process of sendingthe background scan.

The setting is not availablefor any other type ID.

Periodic data transferinaccordancewith the IEC 60870-5-5 Standard,
Section 6.3.

I0s aretransferred cyclically and notspontaneously with COT =1.

The setting isinactiveif periodic data transfer is locked for the sector (Time
for periodic transfer=0) orif the type ID used does not supportperiodic
data transfer.

Onlythe type ID=9, 11and 13 supporta periodictransfer-M ME NA 1,
M ME NB 1,M ME NC 1 - "measured values"withouttime stamp.

The setting is not availablefor any other type ID.

Note: the quickly-fluctuating measured values can unnecessarily impair
spontaneous transfer. We recommend however - instead of periodic data
transfer - configuring Hysterese for the respective 10.

Changes invalueare not transferred. No valueis sentfor the IO duringa
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general interrogation (Gl).

Spontaneous, buffered When a connection fails, the data is buffered until the master connects
when master is offline again. All buffered data is sentwith the status COT_spont (3). The last
buffered valueis sent with the status COT_inrogen (20) again.

Buffering can be activated for the type IDs <30..37>:

M SP TB 1, M DP TB 1, M ST TB 1, M BO TB 1,
MME TD 1, MME TE 1, M ME TF 1 und M IT TB 1

Note: Only type IDs that have a time stamp with a date are permitted as
Events ("time tag CP56Time2a").

The setting is not availablefor any other type ID.

SEQUENCES OF EVENTS (SOE)

These settings define the 10-specific behaviorfor SOE. The saving of the SOE files and the transfer thereof (see |IEC
standard 60870-5-101 7.4.11.3.1) canonly be activated for the type IDs <30..37>:

M SP TB 1,M DP TB 1,M ST TB 1,M BO TB 1,M ME TD 1,M ME TE 1,M ME TF 1und
M IT TB 1.

Default: Inactive
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Note: Onlytype IDs that have a time stamp with a date are permitted as Events ("time tag CP56Time2a").

Parameter

Inactive

All events

Raising Edge

Falling Edge

Raising + Falling Edge

File trigger

HYSTERESIS

Description

Data pointis not used for SOE description.

Is automatically used for all type IDs that do not support SOE.

Each valueor status change triggers a write in the open file.

The setting is blocked if the type IDif not planned for the SOE function.

Ifthe valuechanges from 0 to <> 0, then it triggers the write mode inthe
open file.

The setting is blocked if the type IDif not planned for the SOE function.

Ifthe valuechanges from <> 0to O, then it triggers the write mode inthe
open file.

The setting is blocked if the type IDif not planned for the SOE function.

A change of valuefrom 0 to <> 0 or from <> 0 to O triggers a write in the
open file.

The setting is blocked if the type IDif not planned for the SOE function.

Ifa valueis to be written due to the settings previously described, a new file

is created and opened for the activated file, provided this has not yet been
opened. The trigger event itselfis also written to the SOE file.

The setting is blocked if the type IDif not planned for the SOE function.

Default: Inactive

Value changes that are within the the hysteresis areignored - not transferred to the master.

Hysteresis is applicablefor the permitted TID ("measured values")and onlyifthese have been configured for

spontaneous data transfer.

A transferis triggered:

» IfType Identification allowshysteresis.
The Type Identifications <9> to <14>and<34> to <36>are permitted.

» IfData Transfer = spontaneous

» Witha value change thatacts >= the hysteresis (according to the direction).

And notwithstandingthe hysteresis:

» Change of the quality (status bits of the variable) always triggers the transfer;

» Thecurrentvalueisalwayssenttoa Gl (C_1c NA 1)andaread(C_RD NA 1)command.

176



Parameter

Negative

Positive

OK

Cancel

Help

v Information

Description
Negative hysteresis, starting from measuring range of the variable.
Default: 0

Note: not active if type identificationisnot <9>to <14> or <34>to <36>.
This fieldis alsoinactiveif the value Data Transfer isnot spontaneous.

Erroneous and meaningless entries (such as text input or incorrect hysteresis
values)areignored and must be corrected by the engineer of the project.

Positive hysteresis, starting from measuring range of the variable.
Default: O

Note: not active iftype identificationisnot <9>to <14> or <34> to <36>.
This fieldis alsoinactiveifthe value Data Transfer isnot spontaneous.

Erroneous and meaningless entries (such as text input orincorrect hysteresis
values)areignored and must be corrected by the engineer of the project.

Your settings areverified after pressingthe button "OK". Ifthey are valid,
they are accepted and the dialogis closed.

Discardsall entries and closes thedialog.

Opens onlinehelp.

Communication for Spontaneous data transfer, Background Scan and Periodic Data
Transfer only starts after the first general query received (C_IC NA 1). For background
scan and periodic data transfer, the start of the transfer cycle is calculated per 10 from
the time of the answer to the general query.
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Variable selection dialog

This dialoglists all available projects and theirvariables.

Variable selection “
Project Variable
Projects ¥ Variables T
*ENERGY EMS_Supply area 1_prio_primary
BASISTUTORIAL EMS_Supply area 1_EMS_running

Projekte Listof the projects started in zenon Runtime.
A star (*) marks the default project.

Variablen | The listofvariablesisfiltered. Onlyvariables thatcan be used with the selected Type
identification forthe 10 aredisplayed.Selectinga projectupdates the listofvariables.

oK Assumes the selected variable. Alternatively, the variablecan beassumed by doubleclicking.
When loading, the currently configured project and the variablewill beselected.

The same variablecanbeused several times:
for several 10s inthe same sector or other sectors,
for the same device or another one.

Ifthe dialogremains openandthere is areloadinthe Runtime, all lists will beemptied and
refilled after the reload is finished.

Cancel Discardsallentries and closes thedialog.

Help Opens onlinehelp.




Mapping of the data types

The zenon data types are compared to the IEC 60870 data typesinthe followingtable.
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IEC 60870-5-101 Type Data type Comment
ASDU identificat
ion

M SP NA 1 1 BOOL

M SP TA 1 2 BOOL

M SP TB 1 30 BOOL

M DP_NA 1 3 USINT 0..3,with DPI/DCS Mapping

M DP TA 1 4 USINT 0. .3, with DPI/DCS Mapping

M DP TB 1 31 USINT 0. .3, with DPI/DCS Mapping

M ST _NA 1 5 USINT Corresponds to complete VTl (IEC60870-5-1017.2.6.5); the
highest bitin USINT is thus the Transientbit.

M ST TA 1 6 USINT Corresponds to complete VTl (IEC60870-5-1017.2.6.5); the
highest bitin USINT is thus the Transientbit.

M ST TB 1 32 USINT Corresponds to complete VTl (IEC60870-5-101 7.2.6.5); the
highest bitin USINT is thus the Transientbit.

M BO NA 1 7 UDINT

M BO TA 1 8 UDINT

M BO TB 1 33 UDINT

M_ME_NA_1 2 REAL The value range in accordance with the IEC 60870
standardis<-1 .. 1-21>witha precision of 4
decimal places. With zenonvariables, this
correspondstoavaluerangeof -1.0t0 0.9999.
Outside of the rangefor normalized values, in ASDU the
valueof the I10s is amended and the OV quality bitis set.

M_ME_TA_1 10 REAL The value range in accordance with the IEC 60870
standardis<-1 .. 1-2>witha precision of 4
decimal places. With zenonvariables, this
correspondstoavaluerangeof -1.0to0.9999.
Outside of the rangefor normalized values, in ASDU the
valueof the I0s is amended and the OV quality bitis set.

M ME_TD_1 34 REAL The value range in accordance with the IEC 60870
standardis<-1 .. 1-21>witha precision of 4
decimal places. With zenonvariables, this
correspondstoavaluerangeof -1.0to 0.99909.
Outside of the rangefor normalized values, in ASDU the
valueof the I10s is amended and the OV quality bitis set.




M ME NB 1 11 INT

M_ME_TB_l 12 INT

M ME TE 1 35 INT

M ME NC 1 13 REAL

M ME TC 1 14 REAL

M ME TF 1 36 REAL

M IT NA 1 15 DINT

M IT TA 1 16 DINT

M IT TB 1 37 DINT

M EI NA 1 70 USINT A valuechange from 126 to 127 causes End of initialization
(on page 208) to be sent to the master

C SC NA 1 45 BOOL The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

C_SC_Ta 1 58 BOOL The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

C DC NA 1 46 USINT The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

0 or 1, with DPI/DCS Mapping

C_DC_TA 1 59 USINT The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

0 or 1, with DPI/DCS Mapping

C_RC_NA 1 47 USINT The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

0 or 1, with DPI/DCS Mapping
CRC TA 1 60 USINT The variablereflects the value of the command that has

been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.
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C SE NA 1

C SE TA 1

C SE NB 1

C SE TB_ 1

C SE NC 1

C SE TC 1

C BO NA 1

C BO TA 1

C IC NA 1

C CI NA 1

C RD NA 1

48

61

49

62

50

63

51

64

100

101

102

REAL

REAL

INT

INT

REAL

REAL

UDINT

UDINT

0 or 1, with DPI/DCS Mapping

The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

The variablereflects the value of the command that has
been received from the 870 master and the status bits of
the variablereflectthe process of the command. Example:
COTx.

The command is executed automaticallyinthe
background. All ASDUs envisaged by the IEC 60870
standard aresent to the 870 master

The command is executed automaticallyinthe
background. All ASDUs envisaged by the IEC 60870
standard aresent to the 870 master

The command is executed automaticallyinthe
background. All ASDUs envisaged by the IEC 60870
standard aresent to the 870 master
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C CS NA 1

C TS NA 1

C TS TA 1

C RP NA 1

F DR TA 1

AMENDMENT OF I0 VALUES

103

104

107

105

126

BOOL

USINT

USINT

Enable variable of the time synchronization

The command is executed automaticallyinthe
background. All ASDUs envisaged by the IEC 60870
standard aresent to the 870 master

The command is executed automaticallyinthe
background. All ASDUs envisaged by the IEC 60870
standard aresent to the 870 master

The variablereflects the value QRP of the command that
has been received from the 870 master.

The variableof the triggering of the spontaneous directory
transfer (on page 221)

It must be possible tolinkan IO (with acertain type ID) to a variable whose value exceeds the value

range of the type ID of the |0.

Example: An IO withType ID =1 -single-point information waslinkedtoa UDINT variable
*/stval[ST] from the IEC850 driver.
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Inthis case,the Process Gateway will amend the values for 10 and alsosetthe quality bits in ASDU, as envisagedin

the IEC 60870 standard.

M SP <0 0+I1V
single-point >1 1+1V

M DP <0 11b +IV
double-point >3 11b + 1V

M ST <-64 x40+ OV

step position > 255 xFF + OV

M BO <0 0+0Vv
bitstring > xFFFFFFFF xFFFF FFFF + OV
32-bits

M ME xA <-1.0 x8000 + OV
normalized >=1.0 X7FFF + OV

M ME xB < -215 x8000 + OV
scaled > 215-1 X7FFF + OV

M ME xC < -MAX Float -MAX Float+ OV
short floating > MAX Float MAX Float+ OV
M IT < -231 x8000 0000 + IV
integrated >29-1 X7FFF FFFF + IV
totals

¥ Information

If the zenon variable currently has the status bit INVALID or the status bit ov_870
set, the value of the IO isalso sentwith Quality IV orQuality OV .

You can find furtherinformationin relation to this in the "Mapping of status bitsin
message direction (on page 215)" chapter.




Sector

XML FIELDS

= FileToS0E ="120000"

= CNI_MUDE|U
= Tosbe 45000
= SEE 1

(This tag has no subtags.)
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IEC870 Slave
zenon

Version The CNT_MODE fieldis expected from version 3 onwards.
CNT_MODE Configured mode of integrated totals IOs.
Sector The new items ToSBe and ob SBE are added for the

sector:

» ToSBe:
Timeout [ms] for Select before execute: 1000 -
65535000

» SBE:

0 => not required 1 => necessary for execute

CONFIGURED MODE

0 With general interrogation. (Default)
1 Mode A
2 Mode B
3 Mode C
4 Mode D

ERROR CODES

13 Advise forintegrated totals fail.

14 Queue overrun. Integrated totals values lost.

16 Advise failed for command variable

17 Listof value changes for command variables with SBE too long.
Value change has been lost.
2048 valuechanges are buffered as a minimum, or four times the number of active Select
Before Execute (SBE) - depending on whichvalueis greater.

572 Counter interrogation. Unsupported QCC.

573 Counter interrogation. Unexpected |OA.

574 Counter interrogation. Unsupported COT.

575 Buffer forintegrated totals interrogation data too small.

WARNINGS




IEC870 Slave
zenon

1011 QCC FRZ is only partly supported.
1012 Counter interrogationalreadyactive.
1014 Activation confirmation already confirmed.

ERROR MESSAGE

Unsupported qualifier of counter
interrogation. <command>

Unknown QCC. RQT is only supported with 5.

Forc CcI NA 1(Counter interrogation)itis
the case that RQT != 5 is treated the same as RQT =
5.

Counter interrogation processed without
reset. < command>

Warning. Reset is not supported.

Can't advise IT data point.
Device:(<device>)<device>
Sector:(<COA>)<Sektorname>
adv:0x<Advise-ID>

Data points for integrated totals could not be requested.

IT Values lost, queue full!
Device:(<device>)<device>
Sector:(<COA>)<Sektorname>
<Wertanderung>

The buffer forthe valuechanges of IT10s is full. Thevalue
changeis lost.




10.1.5 104 settings

In the 104 settings tab, you setthe timeout times of the Link Layers and the number of APDUs . The
settings should be the same for slave and master. If a master overwrites atimeout or the number of
framesto be confirmed, the slave closes the connection.

Device | Sector | SOE 104 settings

Timeouts APDUs

T0: Timeout for connection establishment k: Maximum difference receive sequence no. to
send state variable
30000

12
TLTi t fo d or test APDL!
imeout for send or tes s w: Latest acknowledge after receiving w
15000 I-Format APDUs

g
T2: Timeout for ack. in case of no data msg.

10000

T3: Timeout for sending test frames
20000

Hint: Set timeout to 0 to disable it Reset to defaults

Note: The inputfields of thistab are only available if 870-104 has been selected as a protocol.
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Parameter

Timeouts

TO: time-out of connection establishment

T1: Time-out send or test APDUs

T2: Time-out for ack. in case of no data msg

T3: Time-out for sending test frames

APDUs

k: Maximum difference receive sequence nr to
send state

w. Latest acknowledge after receiving w
I-Format APDUs

¥ Information

Description

Timeout settings of the connection
Timeout for establishing connection.
Valuerange 0-4294967295
Default: 30000

There should alsobeat leastone u-frame from the
master inthat time.

Timeout for frame confirmation by the master.
Valuerange: 0-4294967295
Default: 15000

Timeout, within which the master should confirmifno
datais exchanged.

Valuerange: 0-4294967295
Default: 10000

Time after whicha U-frame is sentto the master ifno
dataisto be transferred.

Valuerange: 0-4294967295
Default: 20000

Settings for the I1SO 7816 standard: Application
Protocol Data Unit (APDU).

Number of maximum I-frames not yet confirmed by the
master.

Valuerange: 0-4294967295

Default: 12

Number of I-frames received after a confirmationis sent.
Valuerange: 0-4294967295

Default: 8

The Reset to default button resets all input to the values prescribed by the IEC

60870-5-104 standard.
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10.1.6 DPI/DCS mapping

Itis possible to configure whether DPI/DCS (double-point information/double command
state) should be transferredin accordance with the IEC60870 standard orin the zenoninternal

display. The defaultis transfer between Process Gateway and an 870 master

standard.
Settings
Settings
Configuration file
IECST70SLAVE. XML Import...
() 870-104 (@) 870-101
Link Address Size COM Port Baud Rate
2404 1 W COM 1 W 9600 W
[]Deactivate standard DPL/DCS mapping and use internal mapping (not recommended).;
Devices
Device T Name Device | Sector | SOE | 104 settings
777
Use Sequences of Events
File Settings per Sector
Buffered SOE files Events per file
1024 512
[[] Automatically delete SOE file
Add Delete

Export...

Timeouts
Post Trigger Timeout  File Timeout
1000 ms 5000 ms

inaccordance with the

Help
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Setting Functionality

Deactivate standard A setting for compatibility when converting projects from very early versions of
zenon or use with zenon drivers for which the Mapping of Double Point
Values has also been deactivated.

Default: Inactive.

Inactive: Values for DPI/DCS (and RCS) are mapped as follows, which also
guarantees the correct behavior for the Command Processing module as
well as for communication with an 870 master:

» zenon value 0 <-> DPI/DCS/RCS value 1 (= OFF/LOWER)
» zenon valuel <-> DPI/DCS/RCS value 2 (= ON/HIGHER)
» zenon value2 ->DPlvalue0 (intermediate)

» zenon value3 ->DPlvalue3 (failure/error)

DPlis "double-pointinformation" |Os;
DCS is "double command" |0s;
RCS is "regulating step command"; Mappingfrom zenon version 8.00

Active: Mappingis deactivated. Values for DPI/DCS/RCS correspond directly
to the values of zenon. Not recommended.

Note: For compatibility reasons, this settingis alsoactivatedifan XML fileis
read with the value 1 inthe Version fieldinthe configuration of the Process
Gateway.

10.1.7 Configuration via XML file

The configuration of the IEC870SI is stored inan XML file. The active XMLfile isread when the gateway

isstarted. The active configurationisstatedin the INIfile (on page 19), forexample:
[IEC 870]
SETTINGS=IEC870SLAVE . XML

You can choose any name. The path is the same as in the INI file.

Note: You can import and export different configurations with the buttons "Export’ and "Import’ inthe
mainwindow.

STRUCTURE OF THE XML FILE

The fieldsinthe XML file correspond to settings that have been approvedinthe respective configuration
dialogs.

The values and structure of the XML file are verified when the file is read. Erroneous entries triggeran
error message thatisalsologgedinthe LOG - Diagnosis Viewer .
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IEC870 Slave

Zenon

& Attention

XML entries are case sensitive. Pay attention to use correct upper and lower cases.

process_gateway IEC870Sla | The root node must have this name. Otherwise, the reading process will
e

stop with anerror.

Version Contains the current version of attributes and nodes.
Is10lactive Data Layer Selection:
> O:
870-104
> 1:
870-101 unbalanced
> 2

870-101 balanced

DeActDPIStd DPI /DCS compliant (IEC60870 compliant) data transfer or internal

control system format




Device_x

Version

Link Adr

IpAdr

EnableSOE

MaxBufferedFilesSOE

AutodeleteFilesSOE

MaxEwventsPerFileSOE
PostTrgToSOE
FileToSOE

Nodes for the device configuration. When saving, Xis replaced by a
consecutive number, startingwith 1.

Note: No particular nodenamingis required duringimport. A Device is
created for each node.

From 6 describes an XML filewith the fields for SOE support

In protocol 101, the Link Address issethere. It mustbe unique for all
devices. For protocol 104, this entry has no meaning.

In protocol 104, the IP address of the Master is entered here. It must be
unique for all devices. For protocol 101, this entry has no meaning.

» O=inactive

» 1=SOE active

The maximum number of buffered SOE files.
» 0 =no Autodelete

» 1 =autodelete ifthe maximum number of the SOE files has been
reached

Maximum number of ASDU per SOE file
Post Trigger Timeout in [ms]

File Timeout in[ms]
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Sector_x

Nodes for the configuration of a sector. X is replaced by the COA when
saving.

Note: No particular nodenamingis required duringimport. A sector is
created for every node.

Version From 4 marks an XML filewith the fields for Select Routing support.
COA Common Address of ASDU (Common Object Address)
Must be unique for every device per sector.
BSTime Periodsfor Background Scan.
Unit of measurement: ms.
0 deactivates the backgroundscan.
Default: 0
CYTime Periods for cyclical data transfer

Unit of measurement: ms.
0 deactivates the cyclical transfer.
Default: 0

Availableinversion2andabove
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Version

Typeld

ScadaVar

IOA

KindOfTransfer

TrgSOE

BEvDetectionSOE

Nodes for the configurationofan Information Object.When
saving, Xis replaced by a consecutive number, startingwith 1.

Note: No particular nodenamingis required duringimport. A I0is
created for each node.

» From 4 marks an XML filewith the fields for SOE support;
» From 5 marks an XML file with the fields for supportof hysteresis;
Type Identification

When loading,a checkis carried outto see whether the Type ID is
possiblewith the data type of the given variables.

Name of the zenon variable, syntax:

[ScadaProjectName#]ScadaVariableName.
Variables withouta project reference are searched for in the default
project (INI file- [GENERAL] section:PROJECT=).

When the XML fileis loaded, the existence of the specified variablein the

projectis verified.
Information Object Address

In combination with the Typeld, this must be uniqueper sector and the
direction (controlling/monitoring) mustbe unique.

States the type of data transfer for IO in monitoringdirection.
» 0 spontaneous (COT=3)

» 1Background scan (COT=2)

» 2 periodic/cyclical (COT=1)

» 3 off; no transfer to the 870 master

» 4 spontaneous transfer with buffering in the event of a
communication failure

Default: 0
Availableinversion3 andabove
» 0O=inactive

» 1=the I0 actsas atrigger for SOE

Determines when a change to the value or status bit of the TO cantrigger

a write to the SOE file.

» 0 SOE active

» 1 Savesall changes.
» 2 Raisingedges

» 3 Fallingedges

» 4 Raisingandfallingedges
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HysteresisNegative

Value of the negative hysteresis.

HysteresisPositive

Value of the positive hysteresis.

Example configuration for the protocol 870-101:

=+ process_gateway |[EC870Slave

~ = version="1"

~ =l Is101active="1"
—=| ServerPort="2404"
= ComPort="4"

= Baud="9600"

= LAFSize="1"

= Device_1

= Version="5"
= Name = "device1"

= LinkAdr="5"
= IpAdr="0.0.0.5"
= MaxDatalLen = "255"

= COASize="2"
= CcOTSize="2"
= 10ASize
= FTDir=""

3 Sector_7

= version="1"

—= CoA="T"

— =l Name ="sector 7"
B 101

EK510_2

B 5]

= 10A="¢"
B F10_4

B F10_5

[+ Sector_2
[#- Device_2

- = CommandsActivated = "1"

= ShortPulseDuration ="10000"
= LongPulseDuration ="10000"

= Scadavar="SUBPRJ#Bool"
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Example configuration forthe protocol 870-104:

[=H«» process_gateway_ |IEC870Slave
- = version="1"
| 1s101active ="0"
| ServerPort="2404"
| ComPort="4"
| Baud ="9600"
| LAFSize ="2"

—= Version="§"
| Name ="device1"
| CommandsActivated ="1"
LinkAdr="3232235636"
=l IpAdr="192.168.0.116"
=| MaxDataLen="253"
= ShortPulseDuration ="10000"
=l LongPulseDuration="10000"
= COASize="2"
—= COTSize="2"
=l 10ASize ="3"
= FTDir="D:\Projectsirq15751Dev1l"
== Sector_7
= Version="1"
—= CoA="T"
= Name ="any sectar"
#5101
F< 5 10_2
BEKF10_3
B 10_4
B F10_5
B 5 10_6
EK $[I0_7
}» = Version
= Typeld
EE! Scadavar="SUBPRJ#Boal"
= 10A="4"
F< 5 10_8
< 5 10_9
[#<»> Sector_2

.CSV export and import

Configurations of the Process Gateways can be exported into atext file orimportedinto Process
Gateway as a textfile.

Thefirstline inthe CSV file must be a headerwith the names of the properties. The individual properties
must be separated with a TAB.

The followinginformation of the |0 must be saved per line of the CSV file:
» LinkAdror IpAdrofthe device
» COA of the sector
» AllsettingsofthelO

New |Os are typically createdinthe Process Gateway duringimport.
In addition, the KindOfTransfer property can be used duringimportto update ordelete pre-existing
I0s of the Process Gateway configuration.
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EXPORT

Carry out the following stepsin orderto export a Process Gateway configuration:

Speichemin: | || temp @ ? » '

T Mame Anderungsdatum Typ

el | Energy 06.02.2015 09:41 Dateiordn
Zuletzt besucht

_
Desktop

Bibliotheken

L%

Dieser PC

@

Dateiname: export_|0s_SubstationA

Dateityp: CSV-File ("tdt;"csv)

1. Clickon the Export... buttonin the configuration dialog.
The file selection dialogis opened.

2. Selectthecsv-File entryinthe File Type drop-down list.
3. Namethe exportfileinthe Filename inputfield

4. Clickon save.
Thefileisexported and saved at the selected save location.

IMPORT

The configuration of the Process Gateway can be created with a .CSV file or supplemented with a.CSV
file. The .CSV file can come from another process gateway or be created with an external program (such
as MS Excel).

Carry out the following stepstoimporta.CSV file into the configuration of the Process Gateway:

1. Clickon the Import... buttonin the configuration dialog.
The file selection dialogis opened.

2. Selectthecsv-File entryinthe File Type drop-down list.
3. Selectthefile.

4. Clickon Open.
The file isloaded and the configuration of the Process Gateway is updated.
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RULES FOR IMPORT

The followingrules are applicableforimportand amendment:
1. LinkAdr or IpAdr:

» Theimportof a LinkAdr isonly permittedif the Process Gateway has already been configured
for 870-101.

» Theimportofa Ipadr isonly permittedifthe Process Gateway hasalready been configured for
870-104.

The followingis applicablein the event of a conflict between protocoland addressing:

e Ifnodevice hasyetbeencreatedinthe Process Gateway, the import process amends the
protocol setting accordingly and creates adevice in the Process Gateway. This device is
configured with default settings.

e Ifthereis alreadyadevice presentinthe Process Gateway (foradifferent protocol), the
importiscanceled with an error message.

1. Sector

» Ifnosectorhasyet beenconfigured forthe COA of the importfile to be imported, the import
process creates a new sector.

» ThelOisthenimportedintothissector.

1. 10
The KindOfTransfer columndeterminesthe editinglayer of the |O:

» 0..4-normalvaluerangeforkindOfTransfer
Createsnew 10

» 100...104

Deletesthe 10 fromthe sectorthat has precisely 10aand TypeID
» 300...304

Deletesthe |0 fromthe sectorthatislinkedto Scadavar.
» 200...204

Updatesthe IO that has precisely IOAandits TypeIDisinthe appropriate area.
Areasare applicable:

o« 1.37

Monitoring Direction
e 45..126

Controlling Direction
e 0

forinternal TypelDs

» 400...404
Updates |0 thatislinkedto Scadavar.

Afterthis editingstep, KindofTransferisthenconvertedtothe normalvalue range.
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g Example

In the Process Gateway, an 10 with coa=1, I0A=1 and TypeID=1 was configured for
spontaneous transfer, and linked to the variable with the name var1.

The importfile contains, forvariable vari,aline with coa=1, T0A=100, TypeID=30
and KindOfTransfer=400. Asa result, forvariable vari, the TypeID of the IO is
changedfrom 1 to 30 and 10a ischangedfrom1 to 100.

The Data Transfer remains spontaneous.

ERROR TREATMENT

Ifan erroris detected duringthe import process, an entry is created in the LOG file. In addition, a
corresponding warningdialogis showninthe Process Gateway at the end of the import.

Possible error causes:

» AnlOisnotyet presentinasectorthat hasalready been configured, but envisaged for updating
inthe file withKindOfTransfer .

» Theimportdoesnot allow more thanone IO with a certain 10A to be createdinthe respective
TypelID area.

» Thecreationof I0Osforvariablesthatare not presentinthe projectorthat have a non-numerical
data typeis considered anerror.

File Q\zenPG_export.bdt cannot be imported.

Error: Line 2: Unable to create 10 with Typeid: 7 104: 700 for scadavar
'iecTO7_00' because it already exists

Line 3: Unable to create |0 with Typeid: 12 10A: 1107 for scadavar
'iecT11_01" because it already exists

and additional errors.

The headerisapplicable as a line with number 1.
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10.2 Sequence of Events (SOE)

The Process Gateway IEC870 Slave supportsthe automaticrecording and transfer of SOE files -in
accordance with procedures defined in IEC 60870-5-101, Section 7.4.11.3 "Transmission of sequences of
events" (inasection of a data file).

In the sector, at least one IO must have the File Trigger option activated, otherwise no SOEfilesare
created.

Note:You can find the File Trigger optioninthe Sector tab - Information Objects (onpage 172), inthe
Sequence of Bvents (SOE) area.

The SOE files are saved in the folderforfile transfer. A folderforfile transfer must therefore be
configuredin Device (Directory for File Transfer option).

SETTINGS IN THE SOE TAB

Device | Sector | SOE 104 settings

Use Sequences of Events

File Settings per Sector Timeouts
Buffered SOE files Events per file Post Trigger Timeout  File Timeout
1024 512 1000 ms 5000 ms

[[] Automatically delete SOE file

Parameter Description

Use sequences of events If active, the SOE for the selected deviceis activated.|f inactive,all
SOE settings to the 10s areignored.

Default: inactive

Note: The IEC870slaveonlysaves,inSOE files, events of the 10s for which
the SOE has been activated inthe Sector - Information Objects (on
page 172) tab.

FILE SETTINGS PER SECTOR

Parameter Description

Buffered SOE Files Ifthe number set for SOE files in the folder is reached for the sector, a
spontaneous directory transfer (on page 221) (type IDF_DT TA 1)is
triggered. If the number of files in the folder is doubled, the oldestfile will
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startto be deleted (ringbuffer functionality).
Valuerangel to 1024.
Default: 1024

Attention: A directory - but not filetransfer - is triggered automatically.
The SOE files mustbe requested by the 870 master.

Note: The current status of the SOE can be evaluated usingvariables that
are linked to the internal type TOO (on page 210).

BEvents per File Number of valuechanges that are written ina filebefore itis closed.

Valuerange: 1 to 4096.

Default: 512
Automatically delete SOE Ifactive, the reaction s that this is then automatically closed for type ID
file "F_AF NA 1" (confirmation forfile)foran SOE file.
TIMEOUTS
Parameter Description
Post trigger timeout Ifno ASDU is written to the filewithin this period of time, this is then
closed. The time period restarts with each ASDU written.
Valuerange: 100ms to 120000ms
Default: 1000ms
File timeout Maximum time for which the fileremains open (regardless of the number

of events).
Valuerange: 100ms to 120000ms
Default: 5000ms

FIRST VALUE
The exchange of data between IEC870SI and zenon Runtime for SOE starts immediately when the

gateway hasfinishedinstalling. The first valuethatisinitialized does nottriggeran Eventand isthus also
not enteredintothe file. The same appliesif Runtimeis ready again to exchange data afterreloading.

The exchange of data for data in Monitoring direction only starts when a master has connected and
triggered ageneral interrogation (Gl) (on page 205).

FILE TRANSFER

As part of the SOE functionality for transparent (1), event (3) as NOF isalso supported as NOF.
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There isno automatic File transferif the maximum number of SOEfiles to be buffered has been
exceeded.

In the currentversion, the gateway supports spontaneous directory transfer, but not file transfer
activated by the slave. The SOE files must be requested by the 870 master.

Note: the current status of the SOE can be evaluated usingvariables that are linked to internal type TOO
(on page 210).

DIRECTORY TRANSFER
In accordance withthe IEC 60870 standard, an automatic spontaneousdirectory transfer (on page 221)
isactivated forthe following reasons with existing SOE files:

» 24 hours afterthe lastautomaticdirectory transfer.

» ifthe master connects.

» ifthe maximum number of filesto be bufferedis exceeded.

10.2.1 Warnings

Warning message Meaning

Sequences of events for device | The device has SOE activated, on the server there isan 10
<Devicename> sector with SOE activebut the trigger was not activated for any IO.
<Sectorname> are activated No fileis created without a trigger. At leastone 10 must have
but no trigger defined the trigger activated for the sector.

SOE value change without A valuechange was not written because the SOE fileis not
trigger and file is closed. open.

Value lost! Device: (<Device

ID>) <Device-Name> Code:1010

Sector: (K<COA>)<Sektorname>
<Wertinformation>
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10.2.2 Error message

Error message

Sequence of events active but
no directory for the file
transfer defined!

SOE Values lost,
Device: (<Device
ID>) <Device-Name>
Sector: (KCOA>)<Sektorname>
<Wertinformation>

queue full!

Can't create subdirectory for
file transfer.

Device: (<Device
ID>)<Devicename>

Sector: (<COA>)<Sektorname>
system
error:<Systemfehlercode>

Systemfehlercode

Can't advise SOE data point.
Device: (<Device

ID>) <Devicename>

Sector: (K<COA>)<Sektorname>
adv:0x<Advise-ID>

Write asdu to file <Dateiname>
fail! Device: (<Device
ID>)<Devicename>

Sector: (<COA>)<Sektorname>
<Value> system error:
<Systemfehlercode>

Illegal file name <Dateiname>
detected! Device: (<Device
ID>) <Devicename>

Sector: (<COA>)<Sektorname>

Auto delete for file failed!
System error:
<Systemfehlercode>
<Dateitransferinformation>

Dateitransferinformation

Meaning

SOE files arearchivedin the filetransfer folder. Therefore a
folder for filetransfer must be present.

for 10s that have a SOE activated, data is exchanged to the
stackvia a queue. This canassumea valueof 2048 or 4 * the
number of SOE 10’s in sector entries. If this number is
exceeded, this error messageis created and the valuechange
islost.

Error code: 6

The subfolder for the sectoris automatically created for SOE
inthe folder for filetransfers. This error shows that this
folder could not be created. SOE then indicates thatthis
sector is NOT available

Error code: 10

Contains the error code returned from the operating system.

Data point request for SOE |0s failed. SOE then indicates that
this sectoris NOT available.

Error code: 11

ASDU write to SOE filefailed.

Error code: 8

Filenames for the filetransfer have a defined format
<IOA><NOF>. The filedoes not adhere to this convention.

Error code: 12

Error code: 9

Contains the information that identifies the filetransfer.
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10.3 Communication

This chapter explains details on communicationinthe Process Gateway:

Y Information

Ifan ASDU with unknown Type-1IDis received by the Process Gateway, a negative
response of COT 44 issentto the 870 master.

10.3.1 Start

It loadsthe INIfile when the Process Gateway is started. The Process Gateway thenattemptstoread
its active configuration from the XML file - entered in the INIfile. If thisis not possible, an error message
isdisplayed and the configuration dialogis opened.

If the configuration dialogis notleft by clicking onthe oK button, the Process Gateway isclosed.

A Attention

No configuration dialog is called up if the Process Gateway is started invisibly. The
Process Gateway will automatically quit if its configuration is invalid or missing.

Afterthe IEC870 slave has successfully read its configuration from an XML file, it expects the
establishment of aconnection from amaster. The IEC 60870 standard defines thata session betweena
masterand slave mustalways start witha general query (Gl-c_Ic_NA 1).Thisiswhythe receiptof the
Gl from the masterisa requirement forspontaneous communication. First the general query triggers
the establishment of the connection to zenon Runtimein the IEC870 slave and the requestforthe
currentvalues of the variables for10s.

Note: if a masteropensthe connectiontothe linklayer butdoes notsend a general query, you can
attemptto provoke the Gl by sendingan ASDU T70 - End of Initialization (on page 208).

10.3.2 Generalinterrogation

The general query (Gl) triggers an establishment of the connection to zenon Runtimein the IEC870
slave. Thereceiptofthe GI-c IC NA 1-froma masteristherequirementforspontaneous
communication, Background scan Of Periodic data transfer. Aslong as the IEC870 slave has not
receivedthe Gl, itdoes not send any values to the master.
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A Attention

In accordance with the IEC60870 standard, a master must start communication with
a general query. Forthisreason, the slave closes the connection if the master has not
senta Gl inthe envisagedtime ( (T0) ).

Note: if a masteropensthe connectiontothe linklayer but does notsend a general
guery, you can attempt to provoke the Gl by sendingan ASDU T70 - End of
Initialization (on page 208).

Afterreceipt of the GI, the connection to zenon Runtime issetup in sectors (COA). If the connection
cannot be established in Runtime, there is a negative confirmation of the general query (COT actcon +
PN). The querythatisalready active forthe sector isended and a warningislogged.

A Gl for a sector that does not exist in the slave (unknown COA\) is confirmed in the negative (COT=46 +
PN) and the connection to the masteris disconnected. Thisisanindicatorfora configuration errorinthe
system.

Othersystem configuration errors are handled with more tolerance. The receipt of invalid values is
loggedinthe LOG file. The followingis applicablein this case:

e COT != 6 IsrespondedtowithcoT 45 and negatively. The connectionremainsintact.

e QO0I != 20Isconfirmed positivelyand neverthelesstriggers Station interrogation.
This corresponds tothe behaviorthe same asfor o1 = 20.

e I0A '=0Ishandledthe sameas 10a=0.

For general queries, the slave supports the global address COA=0xFF (FF) . You can find detailed
information on thisinthe Broadcast (on page 224) chapter. A master can thus query several sectors with
justone Gl. This isan alternative envisaged by the standard, which the master can use. Otherwise a
master must query the sectors consecutively (one afterthe other).

If the mastersendsa further Gl whilst the currentone has not yet been concluded, the ongoing Gl is
canceled and the new oneis started. Overlapping Gls are logged as a warning. Thisis an indication of
non-standard-compliant behavior with a master.

Value changesfor 10swhose value hasalready beenreportedtothe masteras part of the current Gl
are buffered aslongasthe Gl - due to other |0s is still runninginthe same sector (COA). If a sector has
many |0s whose values change often and the connection to the masteris comparatively slow, the buffer
can grow more quickly thanthe mastertakesthe values. This can happenif, forexample, the Baud Rate
issmall, the Max.user data has beenlimited orthe masterreacts slowly. In such cases, the distribution of
the I0s overseveral sectors can be advisable.
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A Attention

If the internal bufferis overfilled with value changes before the Gl could be
completed, the current connection tothe masteris disconnected.

You can find furtherinformation on thisin the Transfer of the value changes (on
page 209) chapter.

The connection to Runtime cannot be established whilst a projectis reloaded (on page 209) in Runtime.
The general request will fail in this case.

The Gl and the buffering of the value changes are independent for different Devices (for different
masters). A mastercan deactivate the ongoing general query by ASDU<100> with COT deact (8).

If the connectionto Runtime has been established, but Runtime does not provide values for some 10Os,
the slave can confirm the Gl but notcloseit (noCOT actterm).Thisisapplicable forthe I0sthatare to
be reported to the master (= Gl) on the basis of the current query. Often, the errorthat no values can be
providedis due toa configurationerror.

Example: a write-only zenonvariable (an output orcommand) isinthe slave withan 10 linked to the
Type ID of a message (T01-T37).

The slave logs the information using IOA and COA addresses of the affected IOs until it detects the
requiredvalues. This loggingis carried out cyclically. Thisinformation is logged with level DEEPDEBUG in
the LOG file and can beread withthe Diagnosis Viewer.

Text: "Information object <IOA>missing value. Device: <IP>Sector: <COA>".

10.3.3 End of connection and resets

The resetin the slaveistriggered if amasterconnects:

» 870-101: Allcommands will be rejected until the function code forreset (0) has been received.
The code causesaresetinthe linklayerandthe application layer.

» 870-104: As aresultof the connection being disconnected, amaster can detectthe interruption
immediately and starts the initialization process again.

ENDING COMMUNICATION

In general, communicationis ended if:
» TheProcess Gateway applicationisended

» Changesto the configuration of the slave are activated
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» Runtimereloads
» the masterhas established the connection butno general query was sent
» Thelistof the value changesthat have not been sentforthe sector has overflowed

» A non-supported command has beenreceived (commandisanswered in the negative and the
connectionisended forsecurity reasons).

» A commandwithanon-supported addressisreceived (commandisansweredinthe negative
and the connectionis ended forsecurity reasons).

'Reset process command' - T105 - request

The slave can inform zenon Runtime of the receiptofac RP_NA 1 command. To do this:

» createan O of type T105withIOAO.

Ifa mastersendsthe command c_RP N2 1, thevalueofthevariableisfirstsetto 0 andthento the
value of QRP.

The slave confirms receipt of the command to the masterand changes the value of the corresponding
T105 variable for Runtime but otherwise the command has no effectinthe slave. The optional sending
of the 'End of initialization' (T70) is not executed automatically.

'End of Initialization' -T70 -send

From the process control system, itis possible toinstigatean Aspu<70>-M EI NA 1 ('End of
initialization) being sentto the master. Todo this:

» Createatype 77010 with IOA 0.

» andlinktoan internal variable with UINT datatype

The transferis triggeredif the currentvalue of the variable is 126 and thisisamendedto 127. As COI
(Cause of initialization), 2 (remote reset) is used.

Note: some masters only send the general interrogation (Gl) if they have received an End of
initialization.

CONFIGURATION TIP

In systems where the 870 master expects an End of initialization in orderto send the general
interrogation, you can change the value of the variable that has linked the I0to T70 and IOA 0 between
126 and 127 if the othervariable with T00 and IOA 1 (Masterconnected) (on page 210) changesthe
value. Todo this, create two Write set value functionsforthe T70 variable and link these functionsin the
limit values ofthe T00 10A 1 variable:

e  WhentheT0O IOA 1 variable hasa value of 0 - set 126 to T70 variable;
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¢ Andwhenthevalueis1 -set 127.

10.3.4 Transfer of the value changes

The IEC870 slave receives, from zenon Runtime, all value changes of the requested variables. Because,
as aresultof this, the list of processinformation that has notyetbe entransferred tothe mastercan
become very large, the list of outstanding value changes is limited.

Limit: at least 2048 valuesor4 x number of I0s per sector.

If a masterreceivesthe values more slowly than they are generated in the process control system, the
list can exceed this maximum. The slave canthen no longer bufferthe value changes that have notyet
beentransferred. The slave therefore terminates the connection to the master. The masteristhus
requested to obtain the next connection with ageneral query, sothatit gets current, only recent
variable values.

A Attention

Areset of the link layerwill be forced every time there is a possibility of dataloss
(lostvalue changes) .

The Master must be able to recognize acommunicationinterrupt, so he can react
with a new general request. Thisis why no process commands will be executed as
long as the master has has not instigated areset of the link.

10.3.5 Reloading Runtime

If one of the projectsisreloadedinzenon Runtime, the connection to all projectsis established and the
connectionstothe masterwill be disconnected. Foreach Device inthe IEC870 slave, areset of the link
layeristriggered. Accordingly, the rules forthe start of communication are applicable, forexamplea
general interrogation is expected.

Attention: While the reload is active, you cannot establish a connection to the Runtime. Itis thusalso
not possible to close the general interrogation positively.

Note: After Runtime is reloaded, you can also - with the variable linked to T00 102 8 - trigger reloading
of the XML configuration of the Process Gateway.
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10.3.6 Data priorities

Thedriversupports class1andclass2 files.
Spontaneous communication, background scan and periodic data transfer belongto class 1.

The whole file transferis treated as class 2. This makes sure that value changes will be transferred to the
Master evenduring afile transfer.

10.3.7 Internaltype TOO (status variable)

Theinternal type T00 is forthe control and monitoring of the behavior of the IEC870 slave Process
Gateway. The TOO variables are only communicated between the slave and the process control system,
not to the 870 master.

The 10s with T00 should be linked to numerical (UINT, DWORD etc.) zenon variables, from the internal
driver for example.

I0OA 1 - MASTER CONNECTED

The variable providesthe statusinformation asto whetherthereisalready a Link Layer connectionto
the master. In Device, inthe desired sector (COA), createa T00 10 withthe T0A 1.If aconnectionis
established, the value willchange from O to 1.

Note: If a masteropensthe connectiontothe Link Layer without a general interrogation (on page 205)
beingsent, the Process Gateway will close afterthe expiry of the TO timeout. In such cases, you should
attempt to provoke the Gl from the master, for example due to the sending of an ASDU T70 - End of
Initialization (on page 208).

I0A 2 - REJECT OR IGNORE COMMANDS

The variable determines how the IEC870 slave should handle commands that the 870 mastersends. Itis
possible to decide foreach sector (COA) whether commands are executed in control direction. The
commands are always enabledif no 10 is configured.

Note: The master'scommands can also be rejectedin general usingthe commands active (on page 161)
property.

The zenonvariable isassigned to 10 withT00 and 102 2 . You can linkthe same variable inall sectors
(COA). The variable must not have the status INVALID.

The meaning of the variable:
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Value Description

0

Disabled
The ASDUs with commands arerejected.

» Forrejected commands, a master receives COT _actcon (7) + PN (negative)as
confirmation.

» Rejected commands generate a warningentry inthe LOG file.

» zenon Runtime is not informed of commands.

Example:

Depending on the local/remote mode of a Substation with Process Gateway to the remote 870
master.

The remote 870 master can be informed of the current mode via an IO in monitoringdirection
(with T30 for example) by means of the actual mode, and whilstthe Substationisinlocal mode,
the remote commands are not permitted.

Enabled

Commands are approved.

Silent mode

The ASDUs with commands areignored.

» No reactionto the ASDUs with commands; without warningin the log.
» zenon Runtime is not informed of commands.

Example:

Redundant connectionto an 870 master of two Process Gateways that have been started with the
same configuration:on two computers inthe zenon network or on a computer with 2 Ethernet
cards or with different IP ports.

A command from this master should only be forwarded to zenon Runtime via one of the Process
Gateways.

reserved for future versions

¢ Information

Attendant warning message:

Commands for sector deactivated, execution prohibited. <Command
text>

The meaning: Acommand in control direction was received, but rejected due to a missing
enable.
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I0A 3 - SOE: FILES OVERFLOW

Statusvariableissetto 1 ifthe numberof SOE filesinthe transfer directory exceeds the maximum
number of bufferedfiles.

I0OA 4 - SOE: CURRENT FILE STATUS

Variable provides status information on the current or most recently processed SOEfile:
0 - initialization. Aslongas no SOE file was written.

1-SOEfileisopened

2 - file was closed

3 - toomany SOE filesin the directory

4 - errorwhen writingthe SOEfile

5 - errorswhen creating the SOE file

IOA 5 - STATUS OF FILE TRANSFER

Variable provides status information by means of file transferin Monitoring Direction ("Standard
Direction" - fromthe masterto the slave).

0 - notransferactive

1 - sectionisselected

2 - sectionisrequested

3 - waiting on section confirmation

4 - waiting on confirmation of file transfer

255 - error when transferring

IOA 6 - SOE: NUMBER OF FILES

Variable provides the number of SOEfiles presentin the transferdirectory.

IOA 7 - STATUS OF FILE TRANSFER IN REVERSE DIRECTION

Variable provides status information by means of file transferin Control Direction ("Reverse
Direction" - fromthe slave tothe master).
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The informationisintegratedina DWORD as follows: [IOA of the transferred files] * 256 + [status
information].

Possible statusinformation:
1 =transferis ongoing

2 - Transferisongoing- the transferthat had notbeencompleted beforehandisterminated by the
transferthat has currently been started.

Status 3 is also written forthe transferthat has beenterminated. Howeverbecause the new statusis
immediately written afterwards, it cannot be guaranteed in the case of zenon that thisisvisiblein
Runtime.

3 - Transferwas terminated due toan error.

4 - transfer was completed and the file isavailable onthe drive.

IOA 8 - RELOADING OF THE XML CONFIGURATION

In the IEC870 slave process gateway, itis possible tolinkazenonvariable tothe 10a 8 withtype ID<0>
Internal Status.

If this linked variable hasthe value 1 inzenon Runtime, the configuration forthe Process Gateway is
readin again. After successful reading-in of the new configuration, communicationis restartedinthe
IEC870 slave and the value of the variable isresetto 0. If this processis unsuccessful, the Process
Gateway continuestowork with the configuration loaded when the program started.

Restart and reloading of the XML configuration

From zenon 8.00, the restart for the Process Gateway - IEC870 slave can be triggered by a linked
variable. With this restart, the XML file (on page 191) is read in again with the configuration.

GENERAL

In the IEC870 slave process gateway, itis possible tolinkazenonvariable tothe 1oa 8 withtype ID<0>
Internal Status.

If this linked variable has the value 1 inzenon Runtime, the configuration forthe Process Gateway is
read in again. After successful reading-in of the new configuration, communicationis restartedin the
IEC870 slave and the value of the variable isresetto 0. If this processis unsuccessful, the Process
Gateway continuesto work with the configuration loaded when the program started.

ENGINEERING

Link an Information Object to an internal zenonvariablefortypeidentification 8 - <0> Internal
Status.
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To do this, carry out the following stepsinthe Process Gateway:
1. Selectthe sector tab inthe Settings configuration dialog.
2. Selectaconfigured Device from the Devices list.
3. Selectaconfigured sector from the Sectors list.
4. CreateanewInformation Object.

a) Todo this, selectapre-configured object with 102 8 and click on the Edit button or click on
the New buttonto createa new Information Object.
The Information object setting (on page 172) dialogisopened.

b) Configure the 102 withthe value 8 inthe Information Object Address property.

c) Inthe Type Identification drop-down list,selectthe <0> Internal status entry.
Note: This entryisalready selected by default.

d) Clickon the...buttonto linkazenonvariable.
The variable selection dialogtoselectavariableisopened.

e) Selectavariable fromthelistinthe Variable area.
f) Confirmthe configuration by clickingon the oK button.

g) Clickon the OKbuttonto close the IO settings dialog.

v Information

This configuration is possible in every sector. This configuration is applicable for the
complete Process Gateway, not for individual sectors.

Configuration tip:

configure the link in one sector only or always link the same zenon variable in different
sectors.

BEHAVIOR IN ZENON RUNTIME

When Runtime is started:
» Thecurrent values of the configured variables are read.

» Thevalueofthe linkedvariable for 10a 8 - <0> Internal Statusisalwaysresetto 0.
Note: The XML file with the configurationis only read once, evenif the variable had the value 1
when communication was started.

When Runtime isrunning:
» Whenthevalue of the linked variable changesto 1:
a) AllcurrentProcess Gateway connections are closed.

b) The Process Gateway rereads the XML configurationfile.
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c¢) Thevalueofthe I0a 8variableissetto 0.
Note: if thereisnolongeran Information Object with 10A 8 inthe new configuration, the

value forthisvariable remains 1.

e Ifthe readingof the new configuration fails, communication continues with the old (=
previous) configuration data. The variable for T0OA 8 - <0> Internal Statusis notreset.

CONFIGURATION TIP

With a variable for 10A 8 - <0> Internal Status ,Yyou have the following possibilities for selection
inzenon Runtime:

>

Monitoring of the correct start of the Process Gateway:

Ifthe internal IOA 8 variable has aninitial value greaterthan 1 (99 forexample), this variable can
be usedto checkthat the Process Gateway has started correctly. If thisinitial value remains
unchanged, the Process Gateway has not been started correctly.

Possible cause of error: the configured variables do not exist orthe IP port is assigned.

Reloadingthe configuration forthe Process Gateway via Runtime

Afterreloadingthe projectin zenon Runtime, the Process Gateway XML configuration file is not
automatically reread.

If variables that have also been configuredinthe Process Gateway are amended or recreatedin
the zenon Editor, you can also triggerthe reading of a new XML configuration file in the Process
Gateway afterreloadingthe projectin zenon Runtime. To do this, set the value 1 of the IOA 8
variableto 1 in Runtime.

10.3.8 Mapping of status bits in message direction

The IEC870 slave supports the sending of qualitybits forthe information objects. The quality bits of the
0 are set - in ASDUs in'montiordirection'- using certain status bits of the linked zenon variable.

The quality bits are assigned to the status bits of the variables asfollows:
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IEC870 Slave
zenon

INVALID IV (invalid) The slaveforwards the INVALID status bit
NT (not topical) in message direction as two quality bits.
Note: The IV quality bitcanalsobeset due
to anlOvalueamendment.
ALT_VAL SB (substituted) Up to zenon version 7.10, itis mapped the
same as the OFF bit.
OFF IV (invalid)

N UPDATE (not updated in
zenon network)

NT (not topical)

Example:

The zenon Process Gateway isrunningon
a network client.

Duringa redundancy switching of the
network server, variables are primarily
marked with N UPDATE. The values of the
10s aresent to the 870 master with the NT
quality bit.

After redundancy switchinghas been
completed, the network clientautomatically
connects to the current network server and
the values arespontaneous again.The values
of the I0s aresent to the 870 master without
the NT quality bit.

BL 870 BL (blocked)

SB_870 SB (substituted) Like ALT VAL

NT 870 NT (not topical)

Oov_870 OV (overflow) OV_870 status bits that have already been

set for the variables inzenon aresent to the
master.

The followingis also applicable for
normalized values: The value rangein
accordance with the IEC 60870 standard
is<-1..1-2>witha precisionof4
decimal places. With zenonvariables,
this correspondsto a value range of
-1.0t00.9999.

Outside of the rangefor normalized values,
in ASDU the valueof the 10s is amended and
the OV quality bitis set.

Note: The OV quality bitcanalsobeset to
another type ID due to an IO value




amendment.

T_INVAL (Zeit unglltig) | Onlyin"BinaryTime 2a" The slaveforwards the T _INVAL status bit
(CP24Time2a/CP56Time2a) inthe time stamp of the 10s with "time tag"
only.

BS[24] - IV (invalid)

Y Information

Process Gateway can mark the values with IV or OV Quality if the value of the zenon
variable exceeds the value range of the ASDU type.

You can find further information in relation to this in the Assignment of the data types
(on page 179) chapter in the "Amendment of IO values" chapter.

10.3.9 Commands

A commandreceived-T45..T64 -issetasthevalueforthezenonvariables. Insectors without
Select routing, aconfirmation, whichisalways positive, is always sentto the masterimmediately -
COT actcon (7) and COT actterm (10).

In such sectors, a Select isalsoimmediatelyalso confirmed automatically -cOT actcon + SE and
the zenonvariable change neitherthe value northe status bit.

Note: For variablesthatare configuredinthe IEC870SI Process Gateway as command variables, if the
Write setvalue via VBA propertyisactive (Logging in group), eachcommand is logged as a write set
value viathe APlinterfaceinthe CEL.

Select routing

The select routing canonlybe usedinconjunctionwithaprojectconfiguration of the zenon
command input module andisonlyavailable forthe Auto/remote command action.

The Process Gateway only reacts to a command variable by carrying out a Select Routingif the variable
isconfiguredin zenon with active Select Before Operate configured.

If, for the zenonvariables, the Select Before Operate propertyisinactive,the Process Gateway behaves
inthe same way as for sectors without Selectrouting and alwaysrespondstoa select positively.

217



OVERVIEW OF ZENON VARIABLE CONFIGURATION - PROCESS GATEWAY

zenonvariable Process Gateway - Behavior inthe Process Gateway
Select Before Operate Sector option: Select Routing

property:

Active Active A Select isrequired.An Execute

without Select isrejected. A Select
is forwarded to the command input.

Active Inactive A Select isautomatically responded
Tnactive Active to pOSItIV?W.The command input !s
not taken into accountwhen executing
the command.
An Execute is always forwarded to
the process driver directly.
PROCEDURE

If, for the sector addressed, the Select routing option has been activated and Select Before Operate is
activated forthe zenon command variable, thenthereisawaituntila select is received untilthe
statussE_870 isreturnedwith COT actcon (7)and possibly withN CONF (correspondsto PN) via
the command variable of zenon.

Only once this has happenedisaconfirmation sent to the master (forexample a Control Center)
triggered. All othersforthis IO are rejected aslongas a selectionvia select is taking place.

TIMEOUT, CANCEL AND MISSING SELECT

The followingrules apply forthe different possibilities for respondingto a Select routing :

» |Ifselect routingisconfiguredforasector,one select Timeout perlOis startedfor each
Select.

» Theslave checks whetherthe Timeout has expired and thensetsthe variable to SE,
COT actterm (10) and pn.

» Ifa Cancel-cOT deact (8)isreceivedbythe masterforan ongoingSelect, thisisconfirmed
withcOT deactcon (9)andthe Selectisdeleted.

» Ifan Execute orCancel isreceived withouta Select beforehand, itis respondedtowith pn  (i.e.
negative).
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Pulse generation - 'Qualifier of Command'

The IEC870 slave supports pulse generation for commands received. The Qualifier of Command (QocC) is
supported forall commands envisagedin the IEC60870 standard (T45, T46, T47 and T58, T59, T60).

For example, apulse command received - an ASDU of type T45 - withQoC has the followingeffecton
azenonvariable:

» Qo€ 0: Undefinedinaccordance with IECstandard. Behavesinslave asin QoC 3 persistent
output.

» QoC 1:Short pulse. The zenon variable assumes the value 'ON'and changes, afterthe time
definedinthe Process Gateway settings (on page 161) to 'OFF'.

» QoC 2:long pulse.The zenonvariable assumes the value 'ON'and changes, after the time
definedin the Process Gateway settings (on page 161) to 'OFF'.

» QoC 3: Persistentoutput. The zenon variable assumes the value 'ON'(or'OFF') and retains the
value. This must be resetto receive further commands.

As soon as communicationis ended, the pulse forall otheractive pulse variables will be stopped (i.e. an
OFF will be written). If apulseistriggered forarunning pulse generation, the active pulse generation
will be stopped. The variable contains the value 'OFF'.

Note: For SCS (single command state) the value for ‘OFF’ is always 0. The followingis applicable for DCS
(double command state): An'OFF' has the value 00b at protocol level; then eitherthe value 2orQin
zenon, dependingonthe settings for DPI/DCS mapping (on page 190).

Note: Insectorswith select routing , pulse generationcannotbe carried out because 'OFF'after
Select isinconflictwith Execute.

10.3.10 Read-T102 - request

The IEC870 slave automatically responds to the Read command-c RD NA 1 -requestsfromthe
master. No additional project configuration steps are necessary for this.

A maximum of 2048 read requests can be active at the same time. Once thislimithas beenreached,
furtherread requests are rejected.

The response tothe read requests does not need to be configured and automaticallyrunsin the
background. Forthis, the following applies:

» ForeachlO withtherequested 102 , a readis executedinzenonandaresponseissenttothe
master with the value provided by Runtime.

» Severalrequestsforone IO canbe active at the same time.

» Readrequestswillalsobe processed evenifthe general requestisnotfinished yet.

219



10.3.11 Time synchronization-T103 - request

In orderfor time synchronization to be carried out - on receiptofc_cs Na 1 ,theremustbein
Device, atany desired sektor atypeT103 10 connectedtoa processvariable.ThefirstlO that
usestype T103 isusedasanenable.

Thisvariable must have a value of <> 0 and must not have any of the following status bits set:
» INVALID(BIit18)
» OFF (Bit20)
» ALT_VAL(Bit27)
» 0OV_870 (Bit47)
» BL_870 (Bit44)

Ifthe Enable variable has not been configured orthe value forthisvariable is missing, the connectionis
disconnectedifac cs Na 1 isreceived, becauseitindicatesthatthe systemhasnotbeen fully
configured.

Non-execution of the command due to a missingenable (value Oor status) or rightsinthe operating
system does notlead to the connection being terminated, the commandis only confirmed negatively -
COT actcon + PN.

Note: to convertthe computer's clock, the Process Gateway application needs administratorrightsin
Windows.

10.3.12 Test-T104 and T107 - requests

The IEC870 slave responds tothe master automatically with the twotestcommands c_Ts Na 1
(aspu<104>)andc_Ts TA 1 (AsDuU<107>). No additional project configuration steps are necessary for
this.

¥ Information

You can find furtherinformation on supported commands inthe Interoperability (on
page 232) chapter.
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10.3.13 File transfer

The Process Gateway IEC870 Slave supportsthe transferof filesin monitoringand controlling
direction. Todo this, configure, in Device, the folder property Directory for File Transfer and Directory
for File Transfer in Control Direction.

The procedures of file transfer with the 870 master are automatically processed in the background. The
ASDUs used are sentas class 2. This ensures thatvalue changes are also transferred to the master
duringan ongoingfile transfer.

The followingis applicableforthe ASDUs of the file transfer:
» Thevalues1-4are supportedinthe AFQUI4

» Thevalues0-6are supportedinthe SCQUI4;
0 and 1 are both 'selectfile’

If a new transferis started while anotherone s still active, the currently active transfer willbe
interrupted and the new transferwill be started.

Encrypted communication (on page 222) of the IEC870 Slave Process Gateway isconfiguredinthe
zenProcGateway. INT file.

Note: The current status of the file transfer can be evaluated using variables that are linked to the
internal type TOO (on page 210).

Storage and naming

Use the following scheme forstorage and naming:
<Configured folder>\<COA>\<IOA>.<NOF>

Only 1 ='Name of file'is supported as NOF (transparentfile).
The maximum size of files fortransferis 16.711.680 Bytes.

EXAMPLE

Folderinthe module configuration (on page 161): C: \TEMP\IEC870
File1100.1: ForlO of sector coA=151 and 10A 1100

Save location: C: \TEMP\IEC870\151\1100.1

Spontaneous directory transfer

Spontaneoustransferof filesinthe folderforfile transfercan be triggered by the process control
system.Todo this:
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» createan|O of type F_DR_NA_1(T126) withIOA'0'.

Change from 1 to 2

Starting transfer

3 Transfer active
4 Transfer finished
5 Transfer failure

Nested activationis prevented.

TLS encrypted communication

IEC870 Slave

Encrypted communication forthe IEC870 Slave Process Gateway is configuredinthe
zenProcGateway. INT file.

Zenon




Parameter

TLS_ACTIVE=

TLS_CERTIFICATE_STORE PATH=

TLS_CERTIFICATE_FILE=

TLS_CIPHER_LIST=

TLS_PEER_CERTIFICATE_SUBJECT=

TLS_RENEGOTIATION_TIMEOUT=

TLS_RENEGOTIATION_MAX_BYTES=

TLS_RESUMPTION_TIMEOUT=

Description

Type of secure communication

» 0: deactivated
No encrypted communication

» 1: activated
Communicationisinencryptedformonthe
basis of the following parameters

Default: 0

Absolute savelocation of the certificates. This basic
directory must contain the two subdirectories CA and
PRIVATE .

» CA
for trusted certificates

and

» PRIVATE
for yourown certificates

Name of the TLS certificate.

The default savelocationis configured with the entry for
the [save location of the certificates]
(TLS_CERTIFICATE_STORE_PATH=) .TheTLS
certificatemust be presentin the PRIVATE folder.

Listof the supported encryption processes. The list
contains anabbreviationin openSSL format.

Clientcertificateidentification used.

The clientcertificate must contain the SUBJECT
configured here. The connectionis disconnected if they
do not correspond.

Maximum duration of an encrypted connection before it
is renewed.

The encryption is reinitialized after the configured time
has expired. In doing so, certificates and the key are
replaced for new ones. Time indicationinseconds.

Default: 86400

Amount of data for which an encrypted connectionis
used before itis renewed.

The encryption is reinitialized after the configured
amount of data has been reinitialized.In doingso,
certificates and the key are replaced for new ones.
Indicationin bytes.

Default: 1048576

Maximum duration of a key used before itis replaced.
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Onlythe key is renewed. The certificateis notupdated in
the process. The certificateis renewed after expiry of the
configured time. Timeindicationinseconds.

Default: 43200

TLS_RESUMPTION_MAX BYTES= Amount of data for which a key is used before itis
renewed.

The encryption is renewed after the configured amount
of data has been transferred. The certificateis not
updated inthe process.Indicationin bytes.

Default: 10485760

TLS _CRL_CHECK_INTERVAL=21600 Time interval for the check to see whether the certificate
currently being used is included inthe REVOCATION
LIST.

The encrypted connection is nolonger secure if the
certificateis includedinthe REVOCATION LIST. The
connection is terminated. Time indication in seconds.

Default: 21600

10.4 Broadcasts

Global address OxFF(FF) in the Common Address of ASDU (COa) is supported for the following Typ IDs:
» C _IC NA 1-Generalquery-ASDU<100>

» C _CS _NA 1 -Timesynchronization-ASDU<103>

No additional project configuration steps are necessary for this.

it Attention

The Broadcast Address OxFF(FF) - "all outstations" - in Data Link Layerin 60870-4-101
communicationis notsupported.

10.5 Error analysis

Should there be communication problems, this chapterwillassistyouinfinding out the error.
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10.5.1 Analysis tool

Process Gateway behaves likeazenondriverand writes messagestoacommon log file. Todisplay them
correctly and clearly, use the Diagnosis Viewer (main.chm::/12464.htm) program that was also installed
with zenon. You can find it under Start/All programs/zenon/Tools 8.00 -> Diagviewer. Ingeneral:

zenondriverlogall errorsinthe LOG files.LOGfiles are text files with aspecial structure. The default
folderforthe LOG filesis subfolder LOG in the folder Programbata. For example:

%ProgramData%\COPA-DATA\LOG.

Attention: With the defaultsettings, adriveronlylogs errorinformation. With the Diagnosis Vieweryou
can enhance the diagnosis level for most of the driversto "Debug" and "Deep Debug". With this the
driveralsologs all otherimportant tasks and events.

In the Diagnosis Viewer you can also:
» Follow newly-created entriesinreal time
» customize the loggingsettings

» changethefolderinwhichthe LOG files are saved

1. The DiagnosisViewerdisplaysall entriesin UTC (coordinated world time)and notinlocal time.

2. The Diagnosis Viewer does notdisplay all columns of a LOG file perdefault. Todisplay more
columns activate property Add all columns with entry inthe context menu of the column
header.

3. Ifyou onlyuse Error-Logging, the problem descriptionisinthe column Error text. For other
diagnosislevel the descriptionisinthe column General text.

4. For communication problems manydriversalsologerrornumberswhich the PLCassignsto
them. They are displayed in Error text or Error code Or Driver error parameter (1 and 2). Hints
on the meaningof error codes can be foundin the driver documentation and the protocol/PLC
description.

5. Attheendof yourtestset backthe diagnosislevel from Debug or Deep Debug. At Debug and
Deep Debug there are a great deal of data for logging which are saved to the hard drive and
which can influence your system performance. They are still logged even afteryou close the
DiagnosisViewer.

A Attention
In Windows CE errors arenot logged per default due to performance reasons.

Note: Process Gateway is not available under Windows CE.
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Y Information

You can find further information on the Diagnosis Viewer in the Diagnosis Viewer
(main.chm:/12464.htm) chapter.

Logging

The driversupportsa comprehensive logging function for:
» Clientname
» zenProcGateway |EC870Slave

» Modules

CLIENT NAME

The way the name of the clientis displayedinthe Diagnosis Viewer depends on the configuration. That
iswhy the name changesif you change the TCP port, the COM port or the protocol. In this case, the
logging settings may also change.

If the Process Gateway is started several times with the same settings, the same client name willbe
used. The error messages of the differentinstances can be distinguished by the process ID.

Eg Example
zenProcGateway_IEC870Slave
» 104 protocol with standard port 2404
» 101 if COML1 selected.

» Ifthe configuration has notbeenloadedyet, error messages during startup
will always be visible under this client.

zenProcGateway_IEC870Slave:COM4

» 101 withCOMA4.
The name contains the used COM port.

zenProcGateway_IEC870Slave:Port:12345

» 104 with port 12345.
The name contains the port for the Master connection.

MODULES

Error messages are shown forall modules:

226


main.chm::/12464.htm

» |EC870 Slave

» OSI2

» OSI7

» SCADARuntime (ScadaRT)

IEC870 SLAVE

Concernsthe connectiontothe Process Gateway and its configuration.

Information about:

» Errors duringengineering

0sSI2

Concernsthe protocol level. Thiswhereframing with its according functionsisimplemented.

Information about:
» Receiveddataasbytedump
» Sentdataas byte dump
» Functioncodesfor101
» Errors onthislevel, e.g.inthe framing

» APClfor 104 (870-5-104 5)

» Msg: Frame interpreting

» Debug:
Received and sentdata
Frame analysis.
New Master connection.

» DeepDebug:Everyrequestaboutexistence of characters. Producesalarge number of logging
entries!

osl17

Concernsthe application layer.
Thisis where commands are interpreted and executed.

Information about:
» Logging'processand systeminformation'

» Errorsinthe ASDUs
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Levels:

» Warning: Recursive interrogation

» Msg: Processinformation, Systeminformation

» Debug: ConfirmedI-frames

» DeepDebug:Interrogationruns. Produces alarge numberof logging entries!

SCADA RUNTIME (SCADART)

Messages forconnection to the Runtime:

Information about:

» advisedandunadvisedvariables

» updatedvariables

» Deactivatingthe project

Levels
» Debug:
changedvalues
projectinactive
LOG entries

The IEC870 slave usesthe following parametersin entriesinthe LOGfile:

Parameter
devicelp:
devicename:

COA:

SecName :

TypeyId:

TypeIdAsTxt:

IOA:

AdviselID:

Description
IP address fromthe device

Name of device

Care of Address
->accordingtostandard

Sectordescription
Command number
Command as text
Accordingto standard

ID viawhich value changes are requested and assigned
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Value: Value transferred

TimeStamp: Time of value change. From the driver orcommand
QUALDESC: Accordingto standard
SBEValue: COT, selectand pn mapped to unique enums:

0: Not selectrelevant
1: actcon+pn+select
2: actcon+select

3: deactcon+pn+select,
4 : deactcon+select

5: actterm+pn+select,

6: actterm+select,

Confirmed: 1 if selectalready confirmed

COT: Cause of transmission in accordance with standard
CotTxt: COT as text

Qualifier: Accordingto standard and command
Originator: According to standard

QU Qualifierof command QU 7.2.6.26

DCS: 7.2.6.16 Double command (IEV 371-03-03)
Control Command: Dependingon control command

EXAMPLE FOR 45:

<Typeld> <TypeldAsTxt> Device: (<deviceip>)<devicename> Sector: (<IOA>)< SecName >
i0a:<IOA> cot: (KCOT>) <CotTxt> ori:<Originator> sel:<Q0C S/E> qu:<QU> dcs:<DCS>

ValueChange cmd (<TypeyId>)<<TypeId>> <TypeIdAsTxt> ioa:<IOA> id:<AdviseID> value:<Wert>
time:<TimeStamp> state:< QUALDESC > sir:<SBEValue>
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SBE IED processing. 0SI7/Debug Each valuechange thatis processed for SBE creates
Device: (<device Ip>) <dev th|s |og message
icename>

Sector: (<COA>)<SecName>
<ValueChange> SBE
command:
advise:<AdviseID>
conf:<confirmed>
<ControlCommand>

Wrn:1014 SBE activation | OSI7/Warnun | Renewed conformation for Select received and
already confirmed! g ignored

Device: (<Devicelp>)<dev
icename>

Sector: (<COA>)<SecName>
<ValueChange>

Error:16 Advise for SBE Scada/error | Variablecouldnotbe requested.
data point fail. SBE
command:
advise:<AdviseId>
conf:<confirmed>
<ControlCommand>

Error:17 SOE value lost, | Scada/Error | Valuechange forSOE lostbecausethe sourceis full.
queue full!

Device: (<Devicelp>)<dev
icename>

Sector: (<COA>)<SecName>
<ValueChange>

10.5.2 Error codes

The following error codes can be displayedin the Diagnosis Viewer:
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570 Value change for unknown cyclical IO.

571

Transfer buffer too small to transfer a cyclical 10.

576

Loss of connection. (Master does not respond.)

ERROR MESSAGES FOR FILE TRANSFER IN REVERSE DIRECTION

20 Error message Creation of the temporary filefor the filetransferinreverse
direction was unsuccessful.

1017 Warning Filetransferinreverse directionis already active, the ongoing
one will beended and a new one started.

21 Error message Segment data write error occurred

22 Error message Length of the data exceeds the expected filelength

23 Error message Checksum of the transferred segments incorrectfor the sector.

24 Error message Checksum for fileincorrect.

25 Error message Segment data transferred for sector exceeds the data length
defined at the start

26 Error message Sector data transferis reported as finished but the amount of
segment data transferred does not correspond to that stated at
the start.

27 Error message Filedatais reported as completed but the given filelength does
not correspond.

581 Error message Unexpected 10A with SG

582 Error message Unexpected NOF with SG

583 Error message Unexpected NOS with SG

584 Error message Unexpected NOS with LS

585 Error message Unexpected NOS with LS

586 Error message Unexpected NOS with LS

587 Error message FR with non-supported NOF. We only support 1 == transparent

10.5.3 Check list

870-104




870-101

1. Isthe COMportin use byanotherapplication orare the settingsincorrect?

General
1.
2. Isthedevice (PLC) thatyou are tryingto communicate with connected to the powersupply?
3. Isthecable betweenPLCandPC/IPCconnected correctly?
4. Haveyou analyzedthe errorfile (which errors did occur)?
5. Forfurthererroranalysis, please send a project backup, the INland XML files of the IEC870 slave

and the LOG file of the Diagnosis Viewer to the supportteam responsible foryou.

10.6 Interoperability

This companion standard presents sets of parameters and alternatives from which subsets must be
selected toimplement particular telecontrolsystems. Certain parametervalues, such as the choice of
'structured'or'unstructured'fields of the informationobject address of ASDUs represent mutually
exclusivealternatives. This means that only one value of the defined parametersis admitted per system.
Other parameters, such as the listed set of different processinformationincommand andin monitor
direction allow the specification of the complete set orsubsets, as appropriate forgiven applications.
This clause summarizes theparameters of the previous clauses to facilitate a suitable selection for
aspecificapplication. If asystemis composed of equipment stemming from different manufacturers, itis
necessary thatall partners agree on the selected parameters.

The interoperabilitylistis defined asin IEC 60870-5-101 and extended with parameters usedin this
standard. The text descriptions of parameters which are notapplicableto this companion standard are
strike-through (corresponding check box is marked black).

NOTE In addition, the full specification of a system may require individual selection of certain
parameters for certain parts of the system, such as the individual selection of scaling factors for
individually addressable measured values.

The selected parameters should bemarked in the white boxes as follows:

Function or ASDU is not used
Function or ASDU is used as standardized (default)
Function or ASDU isusedinreverse mode

[ ]
[ X ]
[ R ]
[ B ] Functionor ASDUisusedinstandardand reverse mode

The possible selection (blank, x , R , orB )is specifiedforeach specificclause or parameter.

A black check box indicates thatthe option cannotbe selected in this companion standard.
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1. SYSTEM OR DEVICE

(system-specific parameter, indicate definition of asystem ora device by marking one of the following
with'x ')

[ ] Systemdefinition
[ ] Controlling station definition (Master)
[ X 1 Controlledstation definition (Slave)

2. NETWORK CONFIGURATION: 101 ONLY

(network-specific parameter, all configurations that are used are to be marked' x ')

[ X ] Multiplepointto point [ ] Multipoint-star

3. PHYSICAL LAYER: 101 ONLY

(network-specificparameter, all interfaces and datarates thatare used are to be marked' x ')

TRANSMISSION SPEED (CONTROL DIRECTION)

[ ] 100 bit/s

2400 bit/s

2400 bit/s

[ ] 200bit/s

4800 bit/s

4800 bit/s

[ X ] 300bit/s

9600 bit/s

9600 bit/s

[ X 1 600bit/s

19200 bit/s

19200 bit/s

[ X ] 1200bit/s

38400 bit/s

38400 bit/s

56000 bit/s

56000 bit/s

57600 bit/s

57600 bit/s

115200 bit/s

115200 bit/s

128000 bit/s

128000 bit/s

256000 bit/s

256000 bit/s




TRANSMISSION SPEED (MONITOR DIRECTION)

IEC870 Slave
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[ ] 100 bit/s [ ] 2400 bit/s [ X 1 2400 bit/s

[ ] 200bit/s [ ] 4800 bit/s [ X 1 4800bit/s

[ X 1 300bit/s [ 1 9600 bit/s [ X 1 9600 bit/s

[ X ] 600bit/s [ 119200 bit/s [ X ] 19200 bit/s

[ X 1 1200bit/s [ 1 38400 bit/s [ X 1 38400 bit/s
[ ] 56000 bit/s [ X 1 56000 bit/s
[ 1 57600 bit/s [ X 157600 bit/s

] 115200 bit/s

[ X 1115200 bit/s

1 128000 bit/s

[ X 1128000 bit/s

] 256000 bit/s

[ X ] 256000 bit/s

4. LINK LAYER: 101 ONLY

(network-specificparameter, all options thatare used are to be marked' x '. Specify the maximum
frame length. If a non-standard assignment of class 2 messagesisimplemented forunbalanced
transmission, indicate the Type IDand COT of all messages assigned to class 2.)

Frame format FT 1.2, single character 1 and the fixed time outinterval are used exclusively in this

companion standard.

[ X ] Balancedtransmission

[255] Maximum length L
(both directions)*

[ O ] notpresent

(balanced transmission only)
optional

[ X 1 Unbalancedtransmission

[ X ] Oneoctet

[ X ] Two octets

[ X ] Structured

[ X ] Unstructured

*may be reduced by the system

Link Address OxFF(FF) - broadcast to all outstations - is not supported.

The structure of Link Addressis not interpreted.
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When usingan unbalanced link layer, the following ASDU types are returned in class 2 messages (low
priority) with the indicated causes of transmission:

[ ] The standard assignment of ASDUs to class 2 messagesis used as follows:

9,11,13,21 <1>

[ X ] A special assignment of ASDUs to class 2 messagesis used as follows:

120-126 All (as specifiedin the standard)

Note: (Inresponsetoa class 2 poll, acontrolled station may respond with class 1 data whenthereisno
class 2 data available).

5. APPLICATION LAYER

TRANSMISSION MODE FOR APPLICATION DATA

Mode 1 (Leastsignificant octet first), as defined in 4.10 of IEC 60870-5-4, is used exclusivelyin this
companion standard.

COMMON ADDRESS OF ASDU

(system-specific parameter, all configurations that are used are to be marked' x ')

101 only [ X ] Two octets

[ X ] Oneoctet

The ASDU address OxFF(FF) - global address - is supported only for C_IC_NA_1andC_CS_NA_1

INFORMATION OBJECT ADDRESS

(system-specificparameter, all configurations that are used are to be marked' x ')

101 only [ X 1 Structured

[ X 1 Oneoctet

101 only [ X 1 Unstructured




[ X ] Two octets

[ X 1 Threeoctets

CAUSE OF TRANSMISSION

(system-specific parameter, all configurations that are used are to be marked' x ')

Cause of transmission

101 only [ X ] Two octets(with originatoraddress)

Originatoraddressissetto zeroif not used.
[ X 1 Oneoctet

LENGTH OF APDU: 104 ONLY
(system-specific parameter, specify the maximum length of the APDU per system)

The maximum length of APDUfor both directionsis 253. The maximum length may be reduced by the
system.

[ 253 ] Maximum length of APDU per system

SELECTION OF STANDARD ASDUS

PROCESS INFORMATION IN MONITOR DIRECTION

(station-specific parameter, mark each Type ID ' x 'if itis only used in the standard direction, ' R "if only
usedinthereverse direction,and'B 'ifusedinbothdirections).
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[ B ] <1>: =Single-pointinformation M_SP_NA 1
[ B ] <2>: =Single-pointinformation with time TAG M_SP_TA 1
[ B ] <3>: = Double-point information M_DP_NA 1
[ B ] <4>: = Double-point information with time TAG M_DP_TA 1
[ B ] <5>: =Step positioninformation M_ST NA 1
[ B ] <6>: = Step positioninformation with time TAG M_ST TA 1
[ B ] <7>: = Bitstring of 32 bit M_BO_NA 1
[ B ] <8>: = Bitstring of 32 bit with time TAG M_BO_TA 1
[ B ] <9>: = Measured value, normalized value M_ME_NA 1
[ B ] <10>: = Measured value, normalized value with time TAG M_ME_TA 1
[ B ] <11>: = Measured value, scaled value M_ME_NB_1
[ B ] <12>: = Measured value, scaled value with time TAG M_ME_TB_1
[ B 1] <13>: = Measured value, short floating pointvalue M_ME_NC_1
[ B ] <14>: = Measured value, short floating pointvalue with time TAG M_ME_TC_1
[ B ] <15>: = Integrated totals M_IT_NA 1
[ B ] <16>: = Integrated totals with time TAG M_ITTA 1

[ ] <17>: = Event of protection equipment with time TAG M_EP_TA 1
[ ] <18>: = Packed startevents of protection equipment with time TAG M_EP_TB_1
[ ] <19>: = Packed output circuitinformation of protection equipment with time M_EP_TC_1

TAG

[ 1 <20>: = Packed single-pointinformation with status change detection M_SP_NA_1
[ ] <21>: = Measured value, normalized value without quality descriptor M_ME_ND_1
[ B ] <30>: = Single-pointinformation with time TAG CP56Time2a M_SP_TB_1
[ B 1 | <31>: = Double-pointinformation with time TAG CP56Time2a M_DP_TB_1
[ B ] <32>: = Step positioninformation with time TAG CP56Time2a M_ST TB_1
[ B ] <33>: = Bitstring of 32 bit with time TAG CP56Time2a M_BO_TB_1
[ B 1 | <34>: = Measured value, normalized value with time TAG CP56Time2a M_ME_TD_1
[ B ] <35>: = Measured value, scaled value with time TAG CP56Time2a M_ME_TE_1
[ B ] <36>: = Measured value, short floating pointvalue with time TAG CP56Time2a M_ME_TF_1
[ B ] <37>: = Integrated totals with time TAG CP56Time2a M_IT TB 1

[ 1 | <38>: = Event of protection equipment with time TAG CP56Time2a M_EP_TD_1




[ ] <39>: = Packed startevents of protection equipment with time TAG CP56Time2a | M_EP_TE_1

[ ] <40>:= Packed output circuitinformation of protection equipment with time TAG | M_EP_TF_1
CP56Time2a

Eitherthe ASDUs of the set<2>, <4>, <6>, <8>, <10>, <12>, <14>, <16>, <17>, <18>, <19> or of the set
<30> —<40> are used.

PROCESS INFORMATION IN CONTROL DIRECTION

(station-specific parameter, mark each Type ID ' x 'if itis only used in the standard direction, ' R "if only
usedinthereverse direction,and'B 'if usedinbothdirections).

Mark Parameter Type

[ X ] <45>: = Singlecommand CSCNA1
[ X 1] <46>: = Double command C_ DC_NA 1
[ X ] <47>: = Regulating step command C_RC_NA 1
[ X 1] <48>: = Set point command, normalizedvalue C_SE_NA_1

[ X ] <49>: = Set point command, scaled value C_SE_NB_1

[ X 1] <50>: = Set point command, shortfloating pointvalue C_SE NC_1

[ X ] <51>: = Bitstring of 32 bit C BO_NA 1
[ X ] <58>: = Singlecommand with time TAG CP56Time2a CSCTA1

[ X ] <59>: = Double command with time TAG CP56Time2a CDCTA 1
[ X 1] <60>: = Regulating step command with time TAG CP56Time2a C RC_TA 1
[ X 1] <61>: = Set point command, normalized value with time TAG CP56Time2a CSETA 1

[ X ] <62>: = Set point command, scaled valuewith time TAG CP56Time2a CSETB 1

[ X ] <63>: = Set point command, shortfloating pointvaluewith time TAG C_SE_TC_1

CP56Time2a
[ X 1] <64>:= Bitstring of 32 bit with time TAG CP56Time2a C BO_TA 1

Eitherthe ASDUs of the set <45> —<51> or of the set <58> — <64> are used.

SYSTEM INFORMATION IN MONITOR DIRECTION

(station-specificparameter, mark' x 'if used)
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[ X 1 | <70>:=End ofinitialization M_EI_NA_1

SYSTEM INFORMATION IN CONTROL DIRECTION

(station-specific parameter, mark each Type ID ' x '"if itis only used in the standard direction, 'R 'if only
usedinthereverse direction,and'B 'ifusedinbothdirections).

[ X ] <100>: = Interrogation command* C_IC_NA 1
[ X ] <101>: = Counter interrogation command C CI_NA 1
[ X ] <102>: = Read command C_RD NA 1
[ X 1] <103>: = Clock synchronization command (option see 7.6)* C_ CS_NA 1
[ X ] <104>: = Test command C_TS_NA 1
[ X ] <105>: = Reset process command C_RP_NA 1
[ ] <106>: = Delay acquisition command C CD NA 1
[ X 1] <107>: = Test command with time TAG CP56Time2a CTSTA 1

*also with global address - with Common Address of ASDU = OxFF(FF)

PARAMETER IN CONTROL DIRECTION

(station-specific parameter, mark each Type ID ' x '"if itis only used in the standard direction, 'R 'if only
usedinthereversedirection,and'B 'ifusedinbothdirections).

[ ] <110>: = Parameter of measured value, normalized value P_ME_NA_ 1
[ ] <111>: = Parameter of measured value,scaled value P_ME_NB_1
[ ] <112>: = Parameter of measured value, shortfloating pointvalue P_ME_NC_1
[ ] <113>: = Parameter activation P_AC_NA 1

FILE TRANSFER

(station-specific parameter, mark each Type ID ' x '"if itis only used in the standard direction, 'R 'if only
usedinthereversedirection,and'B 'ifusedinbothdirections).
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<120>: = Fileready F FR_NA 1
[ B ]

<121>: = Section ready F SR_NA 1
[ B ]

<122>: = Call directory, selectfile, call file, call section F_SC_NA_1
[ B ]

<123>: = last section, lastsegment F LS NA 1
[ B ]

<124>: = Ack file, ack section F_AF_NA 1
[ B ]

<125>: = Segment F SG_NA 1
[ B ]
[ X 1] <126>: = Directory {blankor X, only availablein monitor (standard) direction} | F_DR_TA_1

TYPE IDENTIFIER AND CAUSE OF TRANSMISSION ASSIGNMENTS

(station-specificparameters)

Shaded boxes: option notrequired.
Blank: functions or ASDU not used.

Mark Type Identification/Cause of transmission combinations:
'x 'ifonlyusedinthe standard direction;

'R 'ifonlyusedinthereverse direction;

'B 'ifusedinboth directions.
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Type identification

Cause of transmission

1 2] 3

<1> M_SP_NA_1 B
<2> M_SP_TA 1 ﬂ
<3> M_DP_NA_1 ﬂﬂ
<4> M_DP_TA_1 ﬂ
<5> M_ST_NA 1
<6> M_ST TA_1 ﬂ
<7> M_BO_NA 1
<8> M_BO_TA 1 ﬂ
<9> M_ME_NA 1 ﬂ
<10> |M_ME_TA_1 ﬂ
<11> |M_ME_NB_1 Eﬂﬂ
<12> |M_ME_TB_1 ﬂ
<13> |M_ME_NC_1 uﬂﬂ
<14> |M_ME_TC_1 ﬂ
<15> |M_IT_NA_1 ﬂ
<16> |MT.TA1 u
<17> |M_EP_TA 1 .
<18> |M_EP_TB 1 .
<19> |M_EP_TC 1 .
<20> |M_PS_NA_1

<21> |M_ME_ND_1

<30> |M_SP_TB 1 ﬂ
<31> |M_DP_TB_1 ﬂ
<32> |M.ST.TB_1 ﬂ
<33> |M_BO_TB_1 ﬂ
<34> |M_ME_TD_1 ﬂ
<35> |M_ME_TE_1 ﬂ
36> |M_ME_TF 1 u
<37>  |MT_TB_1 ﬂ

41 5

6

7

8

91011

12 |13 |20 |37 |44 |45 |46 |47
to [to
36 |41
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Type identification Cause of transmission

1 |1 2| 3(4])5| 6] 7| 8| 9]10|11|12 |13 (20|37 |44 (45 |46 (47
to [to
36 |41

<38> |M_EP_TD_ 1

<39> |M_EP_TE_1

<40> |M_EP_TF._1

<45> | C_SC_NA 1

<46> | C_DC_NA_1

<47> |C_RC_NA_1

<48> C_SE_NA_1

<49> | C_SE_NB_1

<50>  |C_SE_NC_1

<51> |C_BO_NA_1

<58> |C.SC_TA 1

<59> |C_DC_TA 1

<60> |C_RC_TA 1

<61> |C_SETA1

<62> |CSETB 1

<63> |C_SE_TC_1

X | X | X | X | X | X[ X|[X|[X]|X]|X]|X]|X]|X

X | X | X | X | X | X[ X|[X|[X]|X]|X]|X]X]|X

X | X [ X[ X | X[ X[ X | X|X|X]|X|[X]|X]X

X | X | X | X | X | X[ X|[X|[X]|X]|X]|X]X]|X

X | X[ X[ X | XXX |X|X|X|X|[X]|X]|X

<64> |C_BO_TA1

<70> | M_EI_NA_1*

<100> [C_IC_NA_1

<101> |[C_CI_NA_1

<102> |C_RD_NA 1

<103> |C.CS_NA 1

<104> |C_TS_NA 1

<105> |C_RP_NA_1

<106> |C_CD_NA 1

<107> |[C_TS_TA 1

<110> |P_ME_NA_ 1

<111> |P_ME_NB_1

<112> |P_ME_NC_1
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Type identification Cause of transmission
<113> |P_AC_NA 1

<120> |F_FR_NA 1

<121> |F_SR_NA_1

<122> |F._SC_NA_1

<123> |F_IS_NA 1

<124> |F_AF_NA_1

<125> |F_SG_NA 1

<126> |F_DR_TA_1*

* Blank or X only

1 Optional.

2 Slave confirms deactivations of write command (Tl <45> ... <64>) but by deactivated 'Selectrouting' the
corresponding activationis already transferred to execution; COT_actconand COT actterm were

already sent.
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<0> not used

<1> periodic, cyclic per/cyc
<2> backgroundscan back

<3> spontaneous spont
<4> initialized init

<5> request or requested req

<6> activation act

<7> activation confirmation actcon
<8> deactivation deact
<9> deactivation confirmation deactcon
<10> activation termination actterm
<11> return information caused by a remote command retrem
<12> return information caused by a local command retloc
<13> filetransfer file
<14..19> reserved

<20> interrogated by stationinterrogation inrogen
<21..36> interrogated by interrogation of the group 1..16 inrol..16
<37> requested by general counter request reqcogen
<38..41> requested by counter interrogation of the group 1 ... 4 reqcol..4
<42, 43> reserved

<44> unknown type identification

<45> unknown causeof transmission

<46> unknown common address of ASDU

<47> unknown information objectaddress

<48, 63> for special use(privaterange)

6. BASIC APPLICATION FUNCTIONS

STATION INITIALIZATION

(station-specificparameter, mark 'X' if functionis used)

[ ] Remote initialization




CYCLIC DATA TRANSMISSION

(station-specificparameter, mark' x 'iffunctionisonlyusedinthe standard direction,'r 'ifonlyused
inthe reverse direction,and'B 'if usedinbothdirections)

[ X 1 Cyclicdatatransmission

READ PROCEDURE

(station-specificparameter, mark' x 'iffunctionisonlyusedinthe standard direction,'r 'ifonlyused
inthe reverse direction,and'B 'ifusedinbothdirections)

[ X 1 Readprocedure

SPONTANEOUS TRANSMISSION

(station-specific parameter, mark' x 'iffunctionisonlyusedinthe standard direction,'r 'ifonlyused
inthe reverse direction,and'B 'ifusedinbothdirections)

[ B 1 Spontaneoustransmission

DOUBLE TRANSMISSION OF INFORMATION OBJECTS WITH CAUSE OF TRANSMISSION
SPONTANEOUS

(station-specificparameter, mark each informationtype'x ' where both a Type ID withouttime and
corresponding Type IDwithtime areissuedinresponse to asingle spontaneous change of amonitored
object)

The following type identifications may be transmitted in succession caused by a single status change of
an information object. The particularinformation object addresses forwhich double transmissionis
enabled are defined in a project-specificlist.

Single-pointinformation M_SP_NA_1,M SP_TA 1, M _SP_TB_1andM _PS_NA_1
Double-pointinformationM_DP_NA 1,M DP_TA l1and M DP_TB 1

Step positioninformationM_ST NA 1,M ST TA 1 andM ST TB_ 1

Bitstring of 32 bitM_BO_NA_1, M_BO_TA_1 and M_BO_TB_1 (if defined foraspecificproject)
Measured value, normalizedvalueM_ME_NA 1, M ME_TA 1, M_ME_ND_1 andM ME_TD_1
Measured value, scaledvalueM ME_NB 1, M ME_TB 1 and M ME_TE 1

Measured value, short floating point number M_ME_NC_1, M_ME_TC_1 and M_ME_TF_1

STATION INTERROGATION

(station-specificparameter, mark' x 'iffunctionisonlyusedinthe standard direction,'rR 'ifonlyused
inthe reverse direction,and'B 'ifusedinbothdirections).
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] global

] group1l
] group?2
] group3
] group4
] group5

] group6

[ ] group 7
[ ] group 8
[ ] group9
[ ] group 10
[ ] group11l

[ ] group 12

CLOCK SYNCHRONIZATION

[
[
[

]
]
]
]

group 13
group 14
group 15

group 16

Information object addresses assigned to each
group must be shown ina separate table.

(station-specificparameter, mark' x 'iffunctionisonlyusedinthe standard direction,'r 'ifonlyused
inthe reverse direction,and'B 'ifusedinbothdirections).

[

[
[
[

x ] Clock synchronization

]

Day of week used
1 RES1, GEN (time tagsubstituted/not substituted) used
B ] SU-bit(summertime)used

optional,see 7.6

COMMAND TRANSMISSION

(station-specificparameter, mark' x 'iffunctionisonlyusedinthe standard direction,'rR 'ifonlyused
inthe reverse direction,and'B 'ifusedinbothdirections).

[
[
(
[
[

[
[
(
[

[

XXX X X

]
]
]
]
]

]
]
]
]

XX X

setting

Direct command transmission

Direct set pointcommand transmission

Selectand execute command

Selectand execute set pointcommand

C_SE ACTTERM used

No additional definition
Short-pulse duration (duration determined by a system parameterin the outstation)
Long-pulse duration (duration determined by a system parameterin the outstation)
Persistent output

commands

[

no limit ]

1 Supervision of maximum delay in command direction of commands and set point

Maximum allowable delay of commands and set point commands
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TRANSMISSION OF INTEGRATED TOTALS

(station-specificparameter, mark' x 'iffunctionisonlyusedinthe standard direction,'r 'ifonlyused
inthe reverse direction,and'B 'ifusedinbothdirections).

Mode A: Local freeze with spontaneous transmission

Mode B: Local freeze with counterinterrogation

Mode C: Freeze and transmit by counter-interrogation commands

Mode D: Freeze by counter-interrogation command, frozen values reported spontaneously

XX X

[ ]
[ ]
[ ]
[ ]
Counterread

Counterfreeze withoutreset

Counterfreeze withreset
Counterreset

X

General request counter
Requestcountergroup 1
Requestcountergroup 2
Requestcountergroup 3
Requestcountergroup 4

PARAMETER LOADING

(station-specificparameter, mark' x 'iffunctionisonlyusedinthe standard direction,'r 'ifonlyused
inthe reverse direction,and'B 'ifusedinbothdirections).

Threshold value

Smoothingfactor

Low limitfortransmission of measured values
High limit fortransmission of measured values

[ ]
[ ]
[ ]
[ ]
PARAMETER ACTIVATION

(station-specificparameter, mark' x 'iffunctionisonlyusedinthe standard direction,'rR 'ifonlyused
inthe reverse direction,and'B 'ifusedinbothdirections).

[ 1 Act/deact of persistent cyclicor periodictransmission of the addressed object

TEST PROCEDURE

(station-specificparameter, mark' x 'iffunctionisonlyusedinthe standard direction,'r 'ifonlyused
inthe reverse direction,and'B 'ifusedinbothdirections).

[ X ] Testprocedure
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FILE TRANSFER

(station-specificparameter, mark 'X' if function is used).
File transferin monitor direction

x*] Transparentfile

]
] Transmission of disturbance data of protection equipment
]
]

X 1 Transmission of sequences of events

[
[
[
[ Transmission of sequences of recorded analogue values

* a data can be transparently transported by the system but not generated or evaluated. Maximum file
sizeis 16711680 bytes.

File transferin control direction

[ X ] Transparent file

BACKGROUND SCAN

(station-specificparameter, mark' x 'iffunctionisonlyusedinthe standard direction,'r 'ifonlyused
inthe reverse direction,and'B 'ifusedinbothdirections).

[ X 1 Backgroundscan

ACQUISITION OF TRANSMISSION DELAY

(station-specificparameter, mark' x 'iffunctionisonlyusedinthe standard direction,'r 'ifonlyused
inthe reverse direction,and'B 'ifusedinbothdirections).

[ 1 Acquisition of transmission delay
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DEFINITION OF TIME OUTS: 104 ONLY

t0 30s Time-out of connection establishment setting

ul 15s Time-out of send or test APDUs setting

2 10s Time-out for acknowledges in case of no data messages; setting
2<tl

13 20s Time-out for sendingtest frames incaseof alongidle setting
state; t3 > t1

Recommended range fortimeoutst0- t2 : 1s to 255s, accuracy 1s

Recommended range fortimeout t3: Os to 48hrs, accuracy 1s

Long timeoutsfort3 may be neededin special cases wheresatellite links or dialup connections are used
(e.g.to establish connection and collect values only once perday or week). Fordialup connections it
may be necessary to give up the connection supervision completely. Thisis achievable by settingthe
timeoutt3to zero.

MAXIMUM NUMBER OF OUTSTANDING | FORMAT APDUS K AND LATEST ACKNOWLEDGE APDUS

(W): 104 ONLY

k 12 APDUs Maximum difference receive sequence number to send setting
statevariable

w 8 APDUs Latest acknowledge after receivingw | format APDUs setting

Recommended range of values k: 1to 32767 APDUs, accuracy 1 APDU

Recommended range of values w: 1to 32767 APDUs, accuracy 1 APDU (Recommendation: w should not
exceed two-thirds of k)

PORTNUMBER: 104 ONLY

Portnumber 2404 setting

REDUNDANT CONNECTIONS

[ 1 Number N of redundancy group connections used




RFC 2200 SUITE

RFC 2200 is an official Internet Standard which describes the state of standardization of protocols used
inthe Internetas determined by the Internet Architecture Board (1AB). It offers a broad spectrum of
actual standards usedinthe Internet. The suitable selection of documents from RFC 2200 defined in this
standard for given projects has to be chosen by the user of this standard.

[ ] Ethernet802.3
[ ] Serial X.21 interface
[ 1 Otherselection from RFC 2200:

List of valid documents from RFC 2200

11.MODBUS Slave

The Process Gateway for MODBUS Slave supports:

» Function Code 1:
Read Coils

» Function Code 3:
Read Multiple Registers

» Function Code 5:
Write Single Coil

» Function Code 6:
Write single Register

» Function Code 15:
Write Multiple Coils

» Function Code 16:
Write Multiple Registers
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11.1 Module configuration

Clicking onthe Settings buttonin the start dialog forthe Process Gateway opensthe dialogforselecting
the variables. The variables selected in this way are continuously synchronized inzenon orinthe
MODBUS system.

Connection | Holding Registers | Coils.
Slave Address (®) serial

Port Stop bits Parity Data bits Baudrate
[com1 vl [1 v| [no v| [s vl

Qe




MODBUS CONNECTION

MODBUS Connection MODBUS connection settings.
Slawe Adress MODBUS hardware address for the MODBUS communication.
Unit Identifier

» Slaw Adress for serial communication.
» Unit Identifier for TCP/IP communication.
Default: 1
Serial Active: Serial connectionis used.

» Port: Serial interfacethatis usedfor access tothe MODBUS
system. Select from drop-down list.

»  Stop bits: Number of stop bits. Select from drop-down list.
Default 1

» Parity: Paritysetting. Selection from drop-down list:
No (Default)
odd

Even

» Data bit: Number of data bits. Select from drop-down list.
Default 8

» Baud rate: Baud rate of the serial interface. Select from
drop-down list.
Default 9600

TCP/IP Communication to Master via TCP/IP protocoll

» Active:
TCP/IP connection with MODBUS TCP is used.

» Inactive:
serial connection with MODBUS RTU

» Port: Port address for the connection.
» Timeout: Waiting period.

oK Applies settings and closes thedialog.

Cancel Discardsall changes and closes the dialog.
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11.2 Holding Registers

Clicking onthe Settings buttonin the start dialog forthe Process Gateway opensthe dialogforselecting
the variables. The variables selected in this way are continuously synchronized inzenon orinthe
MODBUS system.

Holding Registers | Coils

Variables

Available in Scada Exported into MODBUS

Projects 4 Variable Variable

*AGGREGATED_ALARMS Perfyar[1000]
Perfyar[100]
Perfyar[102]
Perfyar[103]
Perfyar[104]
Perfyar[105]
Perfyar[106]
Perfyar[107]
Perfyar[108]
Perfyar[109]
Perfyar[10]
Perfyar[110]
Perfvar[111]
Perfyar[112]
Perfyvar[113]
Perfyvar[114]
Perfyar[115]
Perfvar[116]
£

VARIABLES

Selection of variables that are exported to MODBUS and synchronized with zenon.




Parameter Description

Available in Scada Displaysallvariables availablein zenon

With multi-projectadministration, variables fromactive projects can be
selected.

» Projects: shows all available projects;the standard projectis
marker with a *

» Variables: offers all variables fromthe selected project to be
transferred

Exported into MODBUS Lists all variables exported to MODBUS and their offset. Listcan be
sorted by clicking on headings.

» Variables:

List of all SCADA variables that are exported to the
MODBUS.

Variablesthat do not come from the standard project
receive the projectname as a prefix, separated bya#in
front of the variable name.

» Offset:
Offset of the variable (MODBUS holding register offset)

Pfeil-Tasten Allocation of the variables to MODBUS:

» Clickingonthe > button adds variables fromthe Available in
Scada listtothe Exported into MODBUS list.Adialogto allocate
the address is opened (see Allocation dialog section).

» Clickingonthe < button removes variables fromthe Exported
into MODBUS listandinserts them back intothe Available
in Scada list.

Edit... » Opens the dialogfor addressing (on page257) of the selected
zenon variableto an offset MODBUS.

Note:

» Change of name of projector variablesinthe Editor:
If a project name or a variable name is changed in the Editor, this change must subsequently be
carried out inthe configurationfile (on page 258), so that the name inthe INI file andin the
prefix of the Exported into MODBUS are amended accordingly.

» Changeto standard project:
If the standard projectis changed in multi-project administration, the variables must be
amended.
Variables of the standard project must not have a prefix. Allothervariables need a
Projectnamei# prefix.

» Write Holding Register:

e  Maximumblock size: 123
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11.3 Caoils

Connection | Holding Registers | Cols |

Variables

Available in Scada Exported into MODBUS

Projects 4 Variable Variable

*AGGREGATED _ALARMS Test/Global /Activate_aAlarmBOOL
Test/Global /Activate_AlarmReal
Test/Global /Activate_AlarmString
Test/Globallogic_BOOL[10]
Test/Globallogic_BOOL[1]
Test/Global logic_BOOL[2]
Test/Global logic_BOOL[3]
Test/Global logic_BOOL[4]
Test/Global logic_BOOL[S]
Test/Global logic_BOOL[6]
Test/Global logic_BOOL[7]
Test/Global logic_BOOL[&]
Test/Global logic_BOOL[9]
[Metwork] Primary Server broke do
[Metwork] Primary Server shut dov
[Metwork] Standby Server broke d
[Metwork] Standby Server shut do
[Metwork] Standby Server started
ac_state_vars[1] W
£ >

VARIABLES

Selection of variables that are exported to MODBUS and synchronized with zenon.




Parameter Description

Available in Scada Displaysallvariables availablein zenon

With multi-projectadministration, variables fromactive projects can be
selected.

» Projects: shows all available projects;the standard projectis
marker with a *

» Variables: offers all variables fromthe selected project to be
transferred

Exported into MODBUS Lists all variables exported to MODBUS of data type BOOL and their
offset. Listcan be sorted by clickingon headings.
» Variables:
List of all SCADA variables that are exported to the
MODBUS.

Variablesthat do not come from the standard project
receive the project name as a prefix, separatedbya#in
front of the variable name.

» Offset:
Offset of the variable (MODBUS holding register offset)

Pfeil-Tasten Allocation of the variables to MODBUS:

» Clickingonthe > button adds variables fromthe Available in
Scada listtothe Exported into MODBUS list.Adialogto allocate
the address is opened (see Allocation dialog section).

» Clickingonthe < button removes variables fromthe Exported
into MODBUS listandinserts them back intothe Available
in Scada list.

Edit Opens the dialogforaddressing (on page 257) of the selected zenon
variableto an offset MODBUS.

Note:

» Change of name of projector variablesinthe Editor:
If a project name or a variable name is changedin the Editor, this change must subsequently be
carried out inthe configurationfile (on page 258), so that the name inthe INI file and in the
prefix of the Exported into MODBUS are amended accordingly.

» Changeto standard project:
If the standard projectis changed in multi-project administration, the variables must be
amended.

Variables of the standard project must not have a prefix. Allothervariables need a
Projectname# prefix.

» Write Holding Register:

. Maximum block size: 123
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11.4 Address Settings

ALLOCATION DIALOG
If a variable is moved to the Exported into MODBUS list via clicking the button >, a dialog for the name

assignment of the zenonvariable to an offsetin MODBUS opens:

MName

| perfTest_activated

Offset Register Bit Address

[ o] (moDBuS varizble Offset)

Name Name of the variable.
Note: The name of the variableis grayed out, because it can no longer be
changed.

Offset Offset: MODBUS holdingregister offset.

Offset of the variablein MODBUS

Attention: 0 is always entered as the offset by default.

Register Bit Address »  Select from drop-down list:
Bool:
Bit-number inthe Holding Register
Default: 0
b USINT:

Low Byte oder High Byte the HoldingRegister.
Default: High Byte

Note: not available forthe assignment of Coils.

oK Applies settings and closes thedialog.

Cancel Discardsallchanges and closes the dialog.

11.5 Hardware address of the MODBUS system

The MODBUS system of the Process Gateway has a MODBUS hardwareaddress that can be defined. Thisis set
inthe configuration dialog (on page 251) with the Slave Adress property. The address 1 is givenas standard.




11.6 Configuration file: specific entries for AccessMODBUS

The configurationfile zenProcGateway . ini contains specificentries for MODBUS. The file mustbe
inthe systemfolder.
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[MODBUS]

MODBUS Slave

Zenon

COMPORT=

serial interface(COM1=0, COM2 =1,...).

Can be set usingthe configuration dialog (on page251).

BAUD=

Baud rate of the serial interface.

Can be set usingthe configuration dialog (on page251).

BYTESIZE=

number of data bits of the serial interface

PARITY=

Parity settings of the serial interface:
0=No

1=0dd

2=Even

Can be set usingthe configuration dialog (on page251).

STOPBITS=

Number of stop bits of the serial interface
0=1

1=1.5

2=2

Can be set usingthe configuration dialog (on page251).

TIMEOUT=

timeout interval for serial communication in milliseconds

HWADDRESS=

Hardware address of the MODBUS system.
Default: 1

Can be set usingthe configuration dialog (on page251).

REFRESHRATE=

Update time in milliseconds

SERIELL=

Serial or TCP/IP communication:
1 = serial
0 =TCP/IP

Can be set usingthe configuration dialog (on page251).

PORT=

TCP/IP port

TCPTIMEOUT=

TCP/IP timeout interval in seconds




[MODBUS VARIABLES]

Variables thatareto be replacedin AccessMODBUS.

Note: This entry replaces the original [VARIABLES] entry from zenon 7.11 onwards. This prevents unnecessary
replacement usingusingits Logic to SCADA connection forvariables fromthe standard project.

Entry Description
COUNT number of variables to be exported
OFFSET_n Modbus address thatis allocated to the corresponding number (n).

Numbering starts with 0.

NAME_n Name of the variablethatis allocated to the corresponding number
(n). Numbering starts with 0.
Examples:

» OFFSET_0=0
NAME_0=EMS_Supply area
1 forecast_final_consumption
Variable from start project

» OFFSET_1=2
NAME_1=BASISTUTORIALH#Temperaturfiihler
Variable from projekt "BASISTUTORIAL"

12.MS Azure

The Process Gateway usesthe AccessAzure.dll to establishacyclical connectionto MS Azure. Services
in MS Azure supported by Process Gateway:

» ServicebusQueue
» EventHub

» loTHub
In addition, the Process Gateway canreceive datafromthe loT hubvia Cloud2Device-Message.

Data from the Queue can then be obtained with the Azurebrvdriver from MS Azure and integratedinto
zenon processes. loT Hub contentcan only be read by the driverifitistransferredtothe Servicebus
Queue. Thiscan be implemented with the standard services of the MS Azure Cloud.

Data from an Event Hub is for third-party applications and can no longer be read by zenon.
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DRIVER COMMUNICATION

To read the values from the Servicebus Queue, the AzureDrv driver establishes a connection to the
service bus Queue with the configured name and takes all messages received fromit. These messages
are unpacked and the online values contained therein are allocated to the variables. The key forthisis
the Symbolic address.

All messages thatare alreadyinthe queue whenthe connectionisfirst successfully established are
loaded and discarded. Itis always only the current values that are displayed.

This means:
Each driverinstance on each computerhasits own Queue as an inputsignal.

E g Example

The Servicebus Queue forthe computer MYSERVER1 and the configured prefix
onlinedata iscalledthe followingin MS Azure: onlinedata_myserver1.

Numeric (DOUBLE) andalphanumeric (STRING) valuesare supported. The time stamp and the system
status bits are transferred to the target variable.

You can also find general information on MS Azure inthe MS Azure manual.

12.1 Module configuration
Configuration dialog for MS Azure connection via Process Gateway.

VARIABLES

In the Variables group, you configure the variables whose values are saved by zenoninan MS Azure
Service Bus.
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Parameter Description

Available in Scada Displaysallvariables availablein zenon

With multi-projectadministration, variables fromactive
projects can be selected.

Projects Listof all available projects.
The standard projectis marked with a *.

Variables Listof all variables of the selected project.
Listcan be sorted; multipleselectionis possible.
Hint: Double clicking on the variable moves it.

Button > Selected variables fromthe listof variables are moved to
the Exported into MS Azure list.

Button < Selected variables areremoved from the Exported into
MS Azure list.
Exported into MS Azure Listof the variables thatarewritten to the MS Azure

Service Bus by the Process Gateway. These are displayed
with name (Points) and communication Direction.
Double clickonanentry to reverse the direction of
communication.

The key for the valuesin MS Azure is always
PROJECTNAME#VARIABLENAME .

Points:
The name consists of:

» Projectname
» # (asseparator)
» Variable name.

Direction:
Shows the direction of communication:

» read only
> write only
» read/write

Default: read only
Change the direction by double-clicking on the variable.

Note: Onlylinked variables can bedescribed.

MS AZURE CONNECTIONS

All target connectionsin which the currentvalues of the sele cted variableare tobe inserted in MS Azure
are to be enteredintothe MS Azure Connections group.
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In doingso, the current variable values are added to the connection createdin All at the same time.
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List of MS Azure connections Lists all connections to MS Azure configured. Each
connection consists of the connection name (MS Azure
Connection) and the Service Bus Queue Name.

» Creationofanew connection withthe
button New...

» Aselectedconnectioncanbe amended with
the Edit... button.

MS Azure Connection MS Azure Connection address

Service Bus Queue Name Name of the queue inthe MS Azure servicebus.

New... Opens dialogto configurethe MS Azure connection.

Edit... Opens existing connections to configurethe MS Azure
connection.

Delete Deletes the selected MS Azure connection from the list.

MS AZURE SETTINGS

Integrity period Time interval in which the current values of the selected variables
are written as animage to the MS Azure Service Bus queue.

Ifthe valueof a variablechanges duringthis this interval, thevalue
change is immediately transferred to the MS Azure queue.

Default: 5 s
HTTP Proxy Domain Address of the proxy server inthe network.
HTTP Proxy User Input field of the user name for login on the proxy server.
HTTP Proxy Password Input field for password for login on the proxy server.

Note: Inputis shown with dots - even duringentry.

Confirm HTTP Proxy Password Input field for the confirmation of the password for login on the
proxy server.

Note: Inputis shown with dots - even duringentry.

NAVIGATION
oK Applies settings and closes thedialog.
Cancel Discardsallchanges and closes the dialog.

DIALOG IN THE EVENT OF INCORRECT ENTRIES




MS Azure
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Configurations of the proxy server are validated. A corresponding warning dialogis showninthe event
of an incorrect configuration.

The passwords you typed do not match. Please retype the password in
both boxes.

@ The password has to be entered in both text boxes!

& Attention

.NET 4.5 must be installed on the computer in order for the proxy settings to work.

12.1.1 MS Azure Connection Settings

Configuration dialog for the connection to MS Azure:

[s

MS Azure Connection Settings X

MS Azure Connection
HostName=copadataiothub1.azure-devices.net; Deviceld=deviceD1 ; Shared/.

Service Bus Queue [ Event Hub Name
copadata-test

O Queue
() Event Hub
(®) 10T Hub

Format
JSON

[oc [ ona




Parameter

MS Azure Connection

Service Bus Queue / Bvent Hub
Name

Queue

Bent Hub

Description
MS Azure Connection address

Note: You can read and copy this address inthe Azure administration
portal under Manage Connection Strings of the desired Servicebus
Namespace.

Name of the MS Azure Service Bus queue or the Event Hub. Selection
by means of radio buttons.

Note: Onlycharacters thatappearinthe name of an MS Azure Service Bus
Queue or inan Event Hub are permitted. Use simple, shortand meaningful
names. Avoid special characters, language-specific letters and blank
spaces.

Service Bus Queue

The name of the Service Bus Queue comprises:
» A freely-configurableprefix
» An underscore(_)

» The NETBIOS computer name (without domain name suffix)in small
lettering

Ifthe name does not yet existinthe Namespace a Queue with this name is
created.
Requirement: The correspondingrights arepresent.

Bvent Hub
») Message format: Select inthe drop-down listinthe Format option.

» Bwvent Hub Name: Name of the Event Hub inthe MS Azure Service
Bus
The Event Hub must already becreated with this name inthe
Namespace.

Note: Grayed outif the IoT Hub optionisactivated as the type of
communicationto MS Azure.
Communicationto MS AzureviaService Bus Queue.

) Active:
The connection is established using the name of the Service Bus
Queue.

» Communicationto MS Azure via Event Hub.

> Active:
The connection is established usingthe name of the Event Hub .
Selection of the message format usingthe Format option.
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Parameter Description
loT Hub » Communicationto MS Azure via IoT Hub.

) Active:

Sending of actual values and the receipt of messages via IToT Hub.

Entry of the Device-Connection Stringsinthe MS Azure
Connection input field.

Format Message format for connection via Bvent Hub.

Selectfromdrop-down list:
) XML

> JSON

» BOND (compact binary)

oK Applies settings and closes thedialog.

Cancel Discardsall changes and closes the dialog.

Y Information

The Service Bus Queue Name can be freely configured.
This queue is automatically created in MS Azure during the first communication to MS
Azure.

For each computer that callsup data from MS Azure, use the AzureDrv driver to create a
separate MS Azure Connection.

Communication via loT hub

The followingis applicablefor communicationvialoT hub:
» Allcontentistransferredinthe correctformatusingthe Process Gateway.
» Actual valuesare sentto the lIoT Hub as a message.

» Messagesreceivedbythe lIoT Hub are decoded and written to the contained value as a set
value.

I0T HUB MESSAGE

A messageviaIoT Hub containsthe following content:
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project STRING

MS Azure
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zenon project name

variable STRING

zenon variablename

isstring NUMBER

Type of the zenon variable
» 0=
Variablevalueis numerical

> 1=
Variablevalueis a string

numvalue NUMBER

Numerical value of the zenon variable.

Note: only for numerical values if
isstring=0. For stringvariables, the
valueis fornumvalue 0.

strvalue STRING

String value

Note: onlyfor stringvariables if
isstring=1.The valuefor strvalueis
empty for numerical values.

time ISO timestamp

Time stamp of the zenon variable.

status NUMBER

Status of the zenon variable.

isintegrity NUMBER

Trigger for data transfer.

> 0=
Message sent to MS Azure dueto a
valuechange.

> 1=
Message was sent cyclically.
Note: Cyclical sending correspondsto
the configured Integrity period option
inthe module configuration (on page
261).

seguence NUMBER

Serial number for sent messages. This is
automatically carried out by the Process
Gateway andis increased for each message.

msgtime ISO timestamp

Timestamp of the message.

Key:

X: supported




--: not supported

The messagesin receive directionareidentical tothoseinsend direction.The isintegrity, sequence and
msgtime parameters arenot needed to receive. All content is transferredinthe correct format usingthe
Process Gateway. All content is transferredinthe correct format usingthe Process Gateway.

£ Example
Possibleformatof a message thatis sent by Process Gateway:

{"isintegrity":1,"isstring":1, "msgtime":"2017-05-03T08:51:23.26
0z","numvalue":0, "project":"AZURE TEST", "sequence":1,"status":1
078067200, "strvalue":"sunshine","time":"2017-04-11T05:28:33.542
z","variable" :"weather"}

12.2 Message formats

SERVICE BUS QUEUE

The messagesinthe Queue musthave a serialized .NETclass OnlinevalueMessage.

FORMAT:

public class OnlineValueMessage

{
public string strVarProject { get; set; }
public string strVarName { get; set; }
public long nVarID { get; set; }
public double fValue { get; set; }
public string strValue { get; set; }
public bool bValueIsString { get; set; }
public long nTime s { get; set; }
public short nTime milli { get; set; }

public long nStatus { get; set; }

EVENT HUB

When usingthe Event Hub as a connection, itis possible to choose between XML, JSON and BOND
(compactbinary) as a message format. Partition-Key is the zenon variable name.
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FORMAT BOND

namespace AzureServiceBusShared

struct ArchiveMessage

{

(@}

w N

o U1

~

9:

string strArvProject;
string strArvName;
string strVarProject;
string strVarName;
int64 nVarID;

intl6 nCalc;

double fValue;

string strValue;

bool bValuelIsString;

int64 nTime_ s;

10: intl6 nTime milli;

11:

int64 nStatus;

struct OnlineValueMessage

{

=

S W N

~ o O

string strVarProject;
string strVarName;
int64 nVarID;

double fValue;

string strValue;

bool bValuelIsString;
int64 nTime_ s;

intl6é nTime milli;

int64 nStatus;

12.3 Error message

Error message in the LOG file:
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Project %s inactive fail! Error The project-inactive event could not be
processed by the Gateway inthe given time.

Project %s active faill Error The project-activeevent could not be processed
by the Gateway inthe given time.

Value change queue full: V | Error The queue for the value changes from Runtime is

alue change for id:%u of p full. Additional values arediscarded. The

roject:%s lost! connection to Azure is probably too slowin order
to forward all value changes.

Adding of %d Online Rows f Error The insertion of value changes into the service

ailed for '%s' Queue 'S%s bus queue was unsuccessful.

Adding of %d Online Rows s Deep Debug The insertion of value changes into the service

ucceeded for '%s' Queue '% bus queue was successful.

s A\l

Starting to add Online Row | Error The establishment of the a connection to the

s failed for '$s' Queue 'S$ service bus queue was unsuccessful.

s A\l

Creating Azure Wrapper fai Error The ManagedAzureWrapper.dll could not be

led loaded.

10T

Sending value to '%$s' failed | Error The writing of the set valuehas failed
IoTHubMessage GetByteArray | Error The SDK API call has failed.

() failed

Received message from IoT Deep Debug Message from |oT hub received.

Hub

Exception when Error Received message is inthe wrong format
deserializing payload: %s

IoTHubClient CreateFromCon | Error The SDK API call has failed.
nectionString () failed

IoTHubClient SetMessageCal Error The SDK API call has failed.

lback () failed

IoTHubMessage CreateFromBy | Error The SDK API call has failed.
teArray () failed

Sent message to IoT Hub Deep Debug The message was sent.




MS Azure

Zenon

12.4 Configuration file: specific entries for MS Azure
The configuration file zenProcGateway. ini containsthis entries for MS Azure.
[AZURE]

INTEGRITYPERIOD= Interval of the write cyclein seconds.

PROXY_DOMAIN= Address of the proxy server.

PROXY_USER= User name for login on the proxy server

PROXY_PWD= Password for login on the proxy server.

Note: The passwordis alsoshowninencrypted form inthe .INI file.

Note: .NET 4.5 must be installed on the computerin orderforthe proxy settings to work.

[VARIABLES]

Name_n= Name of the variablefor Process Gateway.
Format: SOURCEPROJECT#SOURCEVARIABLE.

Numbering (n):
n Stands for the serial number of the connection configuration.
This numbering starts with 0.
Example:
» 1lvariableresultsinn = 0

» 3variablesresultin the followingfor the thirdentry: n
= 2

Count= Number of variables.

Note: The numbering starts with 1 here. Eight connections resultin
Count=8.




[CONNECTIONS]

Entry Description
CONN_n= Name of the MS Azure connection.
Numbering (n):
n Stands for the serial number of the connection configuration.

This numbering starts with 0.

Example:
» 1 connectionresultsinn = 0

» 3 connectionsresultinthe followingforthe third entry
n =2

QUEUE n= Name of the MS Azure queue.
For the numbering (_n) the same rules applyas for CONN
COUNT= Number of the configured MS Azure connections.

Note: The numbering starts with 1 here. Two connections resultin
Count=2.

13.0PC UA Server

The OPC UA Sserver providesthe variablesusedinthe projecttoall standard-compliant OPC UA Client
tools.

Y Information

The OPC UA Server can be used for all zenon versions from 5.50.
The predecessortothe OPC UA Server is the OPCDA server. Thisis not part of Process Gateway.

The OPC UA driver and all dialogs are only available in English.

MULTI-PROJECT CAPABILITY

The OPC UA Server is multi-project compatible from zenon 7.11 onwards. Variable from the Runtime
projectand all its subprojects can be selected. In doing so, the object name from the variable name and
the project name are combined. Configurationsfor OPC UA Clients that were created before zenon
7.11 are thus not compatible. These must be amended when using zenon 7.11or higher.
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From version 7.60, the Node IDs change if variables are not explicitly defined in the configuration. The
data type of the NodeIDisstring. The NodeID alwaysconsistsof the project GUID and the variable
ID. If variables have been explicitly configured, this change has no effect.

#  Example

NodelD: "6d5ea886-1b04-4d9c-aa35-2b5664c500cd-38d"; the followingisapplicable
inthe process: "6d5ea886-1b04-4d9c-aa35-2b5664c500cd" isthe Project ID and
"38d" correspondstothe variable ID 909.

From version 7.60, the NameSpace Indexis'"2" by default,instead of "80", for new configurations.The
NameSpace Index can nolongerbe configuredinthe userinterface. Thischange has noeffectfor
existing configurations.

The earlieraction can be activated again by means of the "configuration_\ersion=1" entryinthe INIfile.
This can, for example, make sense foraNameSpace Index with80 or fora configurable NameSpace

Index.

13.1 Compare OPC Server and OPC UA Server

The OPC UA Server system has superseded the OPCserver. Use of an OPC UA Server isrecommended
for most applications.

OPC SERVER

» OPCTask Force since 1995

» Uniforminterface forautomation systems

» Basedon Microsoft's COM/DCOM technology
» OPCfoundationsince 1996
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» several specifications fordifferent applications
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COMPARISON OF OPC SERVER TO OPC UA SERVER

OPCUA Server

Zenon

Data model

Limited

for all applications

Implementation

Manufacturer-dependent

Manufacturer-independent

Interoperability -- X

Configuration laborious simple

Several instances - X

Network use - X

Network technology - OPC UA TCP binary
Protocol

Performance low high

Platforms Windows only independent

Resource requirements high lower

Service-orientated architecture -- X

Security outdated Inaccordancewith current
standards

Connection security - X

Windows CE - X

Key:

» X:supported

» - notsupported

13.2 Module configuration

Information
Module: AccessOPCUAI

Configuration file: zenProcGateway. NI

Statistics
0 Nr. of updates in 0.000 seconds.
0 failed updates

[ Setngs [[ teb [[ Mo |

To configure the serverand variablesfor OPC UA:




OPCUA Server
zenon

1. IntheProcess Gateway statistics dialog, click the Configuration button.
The dialogfor the configuration of the OPC UA module isopened.

2. Inthe module configuration dialog, you configure:

e Server(onpage 277)
Connection parameters tothe OPC UA Server

e Variables(on page 283)
Variable assignment

13.2.1 Server

You configure connection parameters toan OPCUA serverinthe Server tab.

Server | Variables | Archives

Connection

Name

zenon OPC UA Process Gateway

Security
Certification path
| C:\ProgramData\COPA-DATA\System \PKICAY

Server certificate path
| C:'ProgramData\COPA-DATA\System \PKIVCA \certs\zenopeua. der

Server private key path
| C:\ProgramData\COPA-DATA\System \PKI\CA\private \zenopcua. pem

|:| Accept secure connections only

Use SCADA user authentication

CONNECTION

Communication parametersto the OPC/OPCUA server.




OPCUA Server
Zenon

Name Name of the serverasitis shownon the client.

Default: zenon OPC UA Process Gateway

Port TCP port via which the clientestablishes the connection to the OPC
UA server.

Default: 4841

SECURITY

Settings and assignment of certificates for secure and encrypted communication.




Parameter

Certificates path

Serwer certificate path

Serwer private key path

Accept secure connections only

Description

Path forthe root folder with the certificate filesand the
respective subfolders.

Click on the ... buttonto openthe file selection dialog
Default: *ProgrambData%\PKI\CA\

Note: If thisroot folderis changed, the paths for Serwer
certificate path and Serwer private key path must also be
amended.

File with the publickey of the server. This publickeyis used by
the clientforthe encryption of messages.

Click on the ... buttonto openthe file selection dialog Files with
the followingfile typeare shownforselection:
» Format: DER

» Suffix: .dexr
Default: $ProgramData%\PKI\CA\certs\zenopcua.der

Note: This path must be a subfolder of the configured
Certificates path. In the eventofan error, a warningdialogis
visualized and the OK buttonis grayed out.

Filewith the privatekey of the server. This privatekey is used by the
server to decrypt the messages from the client.

Click onthe ... button to open the fileselection dialog Files with the
followingfiletype are shown for selection:

» Format: PEM

» No password
Default: $ProgrambData%\PKI\CA\private\zenopcua.pem

Note: This path must be a subfolder of the configured
Certificates path. In the event of an error, a warningdialogis
visualized and the OK buttonis grayed out.

Checkbox to be ticked if only one secure connection can be used to
establish theconnection.

> Active:
Establishment of a connection is only accepted with a secure
connection. Securingis carried outeach time with a signatureor
with a signatureand encryption.

» Inactive:
Establishment of a connection is only accepted with a secure
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Trust all client certificates

Use SCADA user authentication

CLOSE DIALOG

connection.

The followingareconsidered a secure connection:

» Basicl28Rsalb:
RSA15 as key wrap algorithmand
128-bitbasicas algorithmfor the message encryption

» Basic256:
256-bitbasicas algorithm for message encryption

Default: Inactive

Note: for connections with a signature, the packages aresecured
againsttampering, but the contents of the packageare not encrypted.

Checkbox toselect whetherall client certificates are accepted
for the establishment of aconnection oronly client certificates
known onthe server.

> Active:
All clientcertificates areaccepted and the connection is made.

» Inactive:
All clients thatwant to connect with the server must send a valid
certificate. This certificateis also checked to seeifitisinthe list
of known clientcertificates Certificate trust list path.

Default:active

Note: An OPC UA Client without a secure connection does not send
a certificate. Foran OPC UA Client with a secure connection, the
certificatemust always bestored in the Trust List folder.

Checkbox to configurethe connection.

Ifthere is nouser administration configured in the zenon project, this
checkbox is grayed out.

) Active:

Clients canonlylogon to the server with avaliduserIDand
password.

Note: To do this, the user administration mustbe activated and
configuredin zenon Editor.

» Inactive:
Anonymous loginis possible.

Attention: The user name and password arenot transferredin
encrypted form inthe OPC UA telegram. If necessary, use your own
users inthe project without assigned authorization levels.
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Cancel Discardsallchangesinalltabs andcloses thedialog.

Help Opens onlinehelp.

ERROR MESSAGE

Error messagesare displayedinred font. Indoingso, notall errors are shown together. The first error of
the configurationisshown eachtime. Itistherefore possiblethatanew error message is shown aftera
correction has been made.

Certificates

All certificates must correspond to the format X509.

CERTIFICATE STORE

The OPC UA Server in the Process Gateway uses an OpenSSIL Directory certificate store.

SERVER CERTIFICATE

The server certificate created on initial startup is a self-signed certificate. The certificate contains a public key.
In addition, a suitable private RSA key (1024 bit) is generated.

Although the OPC UA Gateway can in principle run with the self-created certificate, it is recommended that
a certificate that corresponds to the requirements is created for productive operation. To do this, the
self-created certificate can serve as a template for applications that allows creation of the certificates
according to user criteria.

A Attention

The filename zenopcua is used by both the OPC UA Server as well as by the OPCUA32
Client driver. If encrypted communication between the OPCUA32 client driver and OPC
UA Server inthe Process Gateway is configured for tests on the same computer, itis best
that the certificatefor the OPCUA32 client driver is renamed before the certificateis
copiedto the Trust List of the OPC UA Server.




As a URI in the SubjectAltName field, the certificate gets the Full Qualitfied Domainname (FQN) of
the computer, the default port number 4841 from the OPC UA Server and a DNS entry with the computer
name. The URI of the OPCUA Server is compiled dynamically and changes if, for example, the port number is
changed. The server certificate is not changed in this case. A client that carries out a strict check of the server
certificate can then reject the server certificate. It can also be necessary to create your own certificate that
contains an entry for the IP address in addition to the DNS entry for the SubjectAltname.

CERTIFICATE TRUST LIST/CERTIFICATE TRUST CHAIN

All certificates with the suffix . der are checked by the OPC UA Server and classed as a trustworthy
certificate. As an alternative to the self-designated Application Instance certificate of an OPC UA Client,
the public root certificate of the Certificate Authority that was used to sign an Application Instance
certificate of an OPC UA Client can also be stored. The Application Instance certificate of the client does
not need to be present on the server in this case.

CERTIFICATE REVOCATION LIST

If an OPC UA client uses an Application Instance certificate that is signed by a Certificate Authority, the
Certificate Revocation Listis also checked by the serverin addition to the certificate. The OPC UA Server
checksall files with the suffix.crlin the crl subfolder.

Attention: The .crl file mustbe storedin PEM format. Onlyone single .crifile can be present per
Certificate Authority.

The connectionisdeniedif:

» Theclientcertificateisincludedinthe Revocationlist BadCertificateRevoked

» TheCRLisno longercurrent(BadCertificateTimelnvalid)

If, for a certificate that was signed by a Certificate Authority, there is no Certificate Revocation List
present, itisassumedthatthereisno such Revocation List. Inthis case, the certificate is treated as
trustworthy.

Gen

erate new certificate

If necessary, new certificates can be generated whenthe OPCUA serveris started.
To do this:

1.

Remove the existing certificates.
There are two possibilities for doing so:

a) Deletethefollowingfolder: $programdata%\COPA-DATA\system\PKT.
In doingso, all Trusted certificates and Certificate revocation lists are removed.
Or:

b) Deletethe followingfilesinordertogetall othercertificates andlists:

zenopcua.der inthefolder$programdata%\COPA-DATA\system\PKI\CA\certs

282



zenopcua.pem inthefolder
$programdata%\COPA-DATA\system\PKI\CA\private

zenopcua.crl inthefolder $programdata%\COPA-DATA\system\PKI\CA\crl

2. Openthe zenprocgateway.ini configurationfile.
3. Gotothe section[OPCUA].
4. Remove the followingentries:

e CERTIFICATES_PATH=

e SERVER CERTIFICATE LOCATION=

e SERVER PRIVATE_KEY_LOCATION=
5. Start the OPC UA Process Gateway.

6. Confirmthe message box by clicking onthe Yes buttonto create new certificates.

A Attention

If server certificates need to be renewed, each OPC UA client that needs a valid server
certificate must receive the renewed certificate.

CREATE THE SERVER CERTIFICATE FROM SCRATCH

The following situations can make it necessary to create the server certificate from scratch:
» severalinstances of Process Gateway on the same system with different port numbers
» achange tothe port number
» achange tothe computername

» thecertificate has expired

13.2.2 Variables

Variablesforthe OPC UA Process Gateway can be selected automatically orindividually.

Variablesfromthe current projectandits subprojects can be selected. The name on the server consists
of the variable names andthe project names.

& Attention

Variablesthat do not have the Write setvalue property activatedinthe zenon Editor
cannot be written by an OPC UA Client.
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DEFINING VARIABLES

If no variables are defined in the configuration forthe OPC UA Server, all variables from the available
zenon projects are addedto the OPC UA Address Space. Allvariables (including system driver
variables) are visible forthe clients.

with manual configuration (at least one configured variable), the values defined by the userare used.
The Namespace Index 2 is usedbydefaultanda String Identifier with the variable namesisentered.
The Namespace Index cannot be configured.

You configure the variables that are to be provided asa Node in the OPC UA data model in the Variables
tab.

| Server | Variables |Ard'1ives|

Available in SCADA Exported to OPC UA
Project Identifier

SCADA Project SCADA Name

AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS

d_number_unacknowledged_alarms[5]
d_number_unacknowledged_alarms[3]
d_number_unacknowledged_alarms[14]
d_number_unacknowledged_alarms[7]
d_number_unacknowledged_alarms[13]
d_number_unacknowledged_alarms[&]
d_state_vars[1]

number_unacknowledge. ..
number_unacknowledge. ..
number_unacknowledge. ..
number_active_alarms[1]
number_active_alarms[2]
number_active_alarms[3]
state_vars[3]
state_vars[2]

AGGREGATED_AL...
AGGREGATED_AL...
AGGREGATED_AL...
AGGREGATED_AL...
AGGREGATED_AL...
AGGREGATED_AL...
AGGREGATED_AL...
AGGREGATED_AL...

number_unacknowledg. ..
number_unacknowledg. ..
number_unacknowledg. ..
number_active_alarms[1]
number_active_alarms[2]
number_active_alarms[3]
state_vars[3]

state_vars[2]

state_vars[1] AGGREGATED_AL...
d_number_active_alarm... AGGREGATED_AL...
d_number_active_alarm... AGGREGATED_AL...
d_number_active_alarm... AGGREGATED_AL...
d_state_vars[1] AGGREGATED_AL...
d_state_vars[2] AGGREGATED_AL...
d_state_vars[3] AGGREGATED_AL...

state_vars[1]
d_number_active_alar...
d_number_active_alar...
d_number_active_alar...
d_state_vars[1]
d_state_vars[2]
d_state_vars[3]

AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
AGGREGATED_ALARMS
£

d_state_vars[4]
d_state_vars[7]
d_state_vars[10]
d_state_vars[13]
d_state_vars[16]
d_state_vars[2]
d_state_vars[5]
d_state_vars[g]
d_state_vars[11]
d_state_vars[14]
d_state_vars[3]
d_state_vars[g]
d_state_vars[9]

MNode ID
Identifier

number_active_alarms[7]
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Parameter Description

Available in SCADA Listof the configured variablesavailableinthe zenon
Runtime.

» Project
zenon projectname

» Name
zenonvariable name
Correspondsto the Name variable property
inzenon Editor.

The listcan be sorted and filtered.

» Sort byclickingonthe columnheading.
Anotherclick changes the sortingorder.

» Filterbyenteringthefiltertextinthe input
field. The characters * or ? are possible as
placeholders.

Arrow keys Assignment of the zenon variables to OPC UA:

» Clickingonthe > button adds selected variablesfrom
the Available in SCADA listtothe Exported to
OPC UA list.

» Clickingonthe < button removes variables fromthe
Exported to OPC UA listandinserts them backinto
the Available in SCADA list.

» Clickingonthe >> button adds selected variables
from the Available in SCADA listto the Exported
to OPC UA list.

» Clicking onthe << button removes all variables from
the Exported to OPC UA list.

Multiple selection is possible by clickingthe mouse
and pressingthe CTRLkey.

Exported to OPC UA Listof exported variables.
The variables can besorted accordingto:
» ldentifier
» SCADA Project
» SCADA name

Node Id The input field for Node ID is onlyavailableifanentryin
the Exported to OPC UA listis selected.

NODE ID
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Parameter

Identifier

VARIABLE EXPORT TO OPC UA

To exportvariablesto OPC UA:

Description

Defines the Node Identifier for the selected OPC UA
variable. The Node ldentifier type is automatically
defined through the entry:

» Anumerical Identifierisautomaticallycreated
with numerical input.

» IfaGUIDisentered, a GUID Identifieris

created automatically, otherwisethe
Identifier istreated asastring.
GUID form: xxxxXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX )

The field must not be empty.

The Node Identifier must be unique inthe complete
address area.

1. Selectthe desiredvariablesand aggregation archivesin Awailable in SCADA with a mouse click.

Multiple selectionis possible.

2. Clickon the arrow Exported to OPC UA

To exportall variables, clickonthe double arrow

The zenonvariable name is used as Browsename and Displayname.

v Information

For zenon variables with a slash (/) in the names, the /is replaced by a dot (.). The parts of
the name separated by a slash are saved in their own subfolders.

Example: The zenon variable "Static/Scalar/Int32"is divided into:

» An OPCUA variable"Int32"

» Inafoldercalled"Scalar",

» whichisasubfolder of the "Static" folder

This works with all data types, multi-dimensional arrays, umlauts in names and slashes at

the end.
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13.2.3 Archives

Server | Variables | Archives

Projects Archives in SCADA Exported to OPC UA
Projects Archive ID /| Archive Na...| Variable Type Identifier SCADA Project SCADA Name
Filtertext Filtertext Filtertext Filtertext

Filtertext Filtertext Filtertext Filtertext

AGGREGATE...

Node ID
Identifier

PROJECTS

List of the projectactivatedin the zenon Editor.

[Project name] Name of the projectloadedinthe zenon Editor.
In Archives in SCADA the content of the selected
projectis displayed.

ARCHIVES IN SCADA

List of the archive variable of the selected project.




Parameter

[Variable list]

Arrow keys

Exported to OPC UA

Description

Listof the projected archivevariables inthezenon
Runtime.

» Archive ID
Identification of the available zenon archive.

» Archive Name

Projected name of the zenon archive.
» Variable

Projected name of the archive variable.
» Type

Archive type

Thelistcan be sorted and filtered.

» Sort byclickingonthe column heading.
Anotherclick changes the sortingorder.

» Filterbyenteringthe filtertextintheinput
field. The characters * or ? are possible as
placeholders.

Assignment of the archivevariablesto OPC UA:

4

4

4

»

Clicking on the > button adds selected variables from
the Archives in SCADA listto the Exported to
OPC UA list.

Clicking on the < button removes variables fromthe
Exported to OPC UA listandinserts them backinto
the Archives in SCADA list.

Clicking on the >> button adds selected variables
from the Archives in SCADA listto the Exported
to OPC UA list.

Clicking on the << button removes all variables from
the Exported to OPC UA list.

Multiple selection is possible by clicking the mouse
and pressingthe CTRLkey.

Listof exported variables.

The variables can besorted accordingto:

»

Identifier - put together from:
Project name + archive ID + archive
variable name + archive type

SCADA Project
Name of the zenon Logic project.

SCADA name -put together from:
archive ID + archive variable name +
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archive type

Node ID The input field for Node ID is onlyavailableifanentryin
the Exported to OPC UA listis selected.

CLOSE DIALOG

Option Description
oK Applies all changesinalltabs and closesthe dialog.
Cancel Discardsallchangesinalltabs andcloses thedialog.
Help Opens onlinehelp.

13.3 Start

When starting, Process Gateway |loadsthe configured module.

When firststarting or if no variables have been explicitly configured, the OPC UA Server automatically
createsthe data model forall variables from all projectsin Runtime. With many variables, or with many
variables configured with alarms, the start can take a correspondinglength of time. Itis, in principle, to
be recommended that only the variablesthat are actually needed by the OPC UA Client are provided
throughthe OPC UA Sserver. Several instances of the OPC UA Process Gateway can also be started,
with a different TCP portand a different configuration in terms of variables.

The drivertriesto read the active configuration fromthe given INIfile. If the configuration contains
error, or an error occurs on starting, the configuration dialog (on page 276) is opened and an error
message is shown with an error text. If the configurationis not confirmed with OK, the Process
Gateway is closed.

it Attention

If the application is started as invisible, there is also no configuration dialog
displayed. If the configuration is invalid or not present, the Process Gateway is
automatically closed.
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13.4 Connection

The OPC UA Process Gateway onlysupportsthe OPC UA TCP binary Protocol and doesnotcontaina
Discowery Serwer. The client mustalso connectdirectlytothe server. The connection address
correspondsto the scheme: opc.tcp://hostname. of.server:port

The connection can be secured (on page 290).

13.5 Security

The module uses the security procedures that correspond to OPC UA (signing and encrypting messages)
as definedinthe standard. Certificates can be checked or all accepted, depending on the setting (on
page 276).

SECURE CONNECTIONS

If the Accept secure connections only (on page 277) optionis activated, the serveronly accepts
connectionsthat use the Security Mode Signor Sign & Encrypt.Inaddition,the SecurityPolicy used
by the clientmustbe Basic128Rsal5 orBasic256. If thisoptionis deactivated, any desired
combination of Security Mode and Security Policy is accepted.

USER ADMINISTRATION

If user administrationis activated in the zenon projectand atleast one useris created, the option Use
SCADA user authentication (on page 277) is available. If this optionis activated, only clientsthatsend a
valid combination of user and password have accessto the OPC UA Server data. Nocheck iscarried
out if thisoptionisinactive. In this case, both anonymous connections and also all user/password
combinations are accepted.

13.6 Alarms and Conditions

The OPC UA Process Gateway also supports OPC UA Alarmsand Conditions. When starting, the oPc
UA server automatically checksthe configured variables for existing limit values or a reaction matrix,
with conditions thatare defined asan alarm.

An OPC UA Client can createa Subscription forEvent Notifications and addthe server
Object .The OPC UA Client can thusbe informed of limit value breaches of avariable withan alarm
active. The clientisalsoina positionto confirmthe alarm, as in the zenon Runtime.
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Attention: The commentsforalarmsfor the oP¢ UA method call foracknowledgmentisnolonger

submitted to zenon Runtime. If analarmis configuredin zenon with "Comment required", an OPC UA

Client cannot confirmthis alarm with a comment.

Attention: If an alarmis configured sothatan alarm cause is required, the alarm cannot be

acknowledged onthe OPC UA side.

The standard-compliant OPC weightingis shown onthe index of the alarm/event classes linked to the
limitvalue. The indexof an alarm/eventclassisautomatically incremented by the zenon Editor with

each new alarm/event class and can be checked inthe properties. Up to 20 classes with the following
allocation are supported:

OPC UA range

HIGH

MEDIUM HIGH

MEDIUM

MEDIUM LOW

LOwW

If a variable with noalarm/event classis linked, the lowest possible classification 1 (L.ow) is used.

zenon alarm/event
class

20
19
18
17
16
15
14
13
12
11
10

OPC weighting

1000
950
900
850
800
750
700
650
600
550
500
450
400
350
300
250
200
150
100

50
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ILLUSTRATION ZENON ALARM AS OBJECT

zenonvariablesandrelated alarms are illustrated in the OPC UA Server as objects.

=-“t% Objects
zenon OPC UA Process Gateway
| .03 TESTEST
e
.25 WIZ_VAR_11

© @2 WIZ_VAR_12
%% Server

+ﬁ3 ServerStatus

»;---V‘f;; ServerCapabilties

;---V‘f;; ServerDiagnostics
;---V‘f;; VendorServerlnfo
;---V‘f;; ServerRedundancy
+ / ServerAmay
+ ¢ MNamespaceAmay
+ ¢ Servicelevel
+ # Auditing
5% Mams
274 Limit 750 reached!
274 Limit 750 reached!
-4 Limit 750 reached!

The illustration shows the inclusion of the zenon project (TEST651) and the zenon variables
(WwIz vAR 10, WIZ VAR 11, WIZ VAR 12)asobjectsinthe upperarea.Below thisarethe alarms
that have beengenerated when the limitvaluesare reached (Limit 750 reached! etc.).

ALARM CONDITION NOTE IDENTIFIER

The Node Identifier type ofthe Alarm Condition isa String Type Node ID.

The followingstructure is used:

<project GUID>-<variable ID hexadecimal>@<variable name>: <limit value
description or "Rema">

Aboutthe INl entry: USE_LIMIT_TEXT FOR_ALARM_NODES=TRUE inthe OPCUA ssectionintheinifile for
the OPC UA Process Gateway, an alternative structure can be activated where the limit value textis
used. This alternative structure is only available for limit values and not foralarms via a reaction matrix.
A dynamiclimitvalue textis notsupportedindoingso. It must be ensured thatthe same limitvalue text
isnot used for several limit value texts forthe same variable, because otherwise there is no uniqueness:

<project GUID>-<variable ID hexadecimal>@<static limit value text>

LOGGING

The driversupports a comprehensive LOGfunction. These LOG entries can be evaluated with the
Diagnosis Viewer tool.
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13.7 Service Sets

Discovery Service Set

FindServers yes
GetEndpoints yes
RegisterServer no
SecureChannel Service Set

OpenSecureChannel Yes
CloseSecureChannel Yes
Session Service Set

CreateSession yes
ActivateSession yes
CloseSession yes
Cancel yes
NodeManagement Service Set

AddNodes no
AddReferences no
DeleteNodes no
DeleteReferences no
View Service Set

Browse yes
BrowseNext yes
TranslateBrowsePathsToNodeIds yes
RegisterNodes yes
UnregisterNodes yes
Query Service Set

QueryFirst no
QueryNext no

Attribute Service Set

Read

yes

OPCUA Server

Zenon




HistoryRead yes

Write yes

HistoryUpdate no

Method Service Set

Call yes

Monitoredltem Service Set

CreateScreeenedItems yes
ModifyScreenedItems yes
SetMonitoringMode yes
SetTriggering yes
DeleteScreenedItems yes

Subscription Service Set

CreateSubscription yes
ModifySubscription yes
SetPublishingMode yes
Publish yes
Republish yes
TransferSubscriptions yes
DeleteSubscriptions yes

13.8 Communication

SUBSCRIPTIONS

The OPC UA Server supports communication by means of subscriptions. Several Subscriptions
with different settings can be created persession by a client. The maximum number of Subscriptions per
Sessionislimited to 10 by default. The "MAX_COUNT_OF_SUBSCRIPTIONS_PER_SESSION" ini entryin
the "OPCUA" section can be used to configure the maximum number between"1" and "100".
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PUBLISHREQUESTS

A maximum of 10 PublishRequests forthe queue are permitted by the OPC UA Server persession.
Thisdependsonthe numberof subscriptions.

» Sequenceforpublish requests (firstin,firstout):
When sending, the incoming sequence of the PublishRequest is takenintoaccount.If a
Subscription is executedandapPublishResponse must besentfora
DataChangeNotification ora KeepAlive, the oldest PublishRequest fromthe queue isalways
taken.

» BadNoSubscription forall publishrequestsifthelast Ssubscriptionhasbeendeletedor
the session has been closed:
If the last Subscription has beenlogged off fromthe server, for PublishRequeststhatare
still logged ontothe server, PublishResponse with the value OpcUa BadNoSubscriptionis
created and sentto the client. The open PublishResponsesare thendeleted onthe server.

» timeoutHintforPublishRequests:
Before the PublishResponses forthe Subscriptions are sent,itis ensuredthatonlyvalid -
i.e.notexpired PublishRequests are present.Thevalidityischecked usingthe time stamp of
the PublishRequests as well asthe timeoutHintstated inthe Request. Theresultingend
time must be lessthanthe currenttime of the server. If thisis notthe case, a Response with
OpcUa_BadTimeout is sentback to the client. The Request isdeletedin this case.

» SubscriptionAcknowledgement thatisincludedinthe PublishRequest processesthe oPC UA
Server if the PublishRequestis takenfromthe queue

REPUBLISHREQUESTS

The OPC UA Server also supportsthe RepublishRequests inthe eventthatthe TCP connection
between OPC UA Client and OPC UA Server isinterrupted.

SYNCHRONOUS TIME

For PublishRequests, the OPC UA servertakesthe "timeoutHint" fieldintoaccount.

Ifthe OPCUA serverhas to senda PublishResponse, all existing PublishRequestsinthe queue
(max. 10) are checked. This check validates whetherthe time stampis more recent that the current
time. If thisisthe case, the oldest PublishRequest fromthe queueisused.

If the queue contains PublishRequests wherebythe time stampinthe PublishRequest +timeoutHint
inthe PublishReuest isthe same orolderthenthe currenttimeinthe OPC UA server, the
PublishRequests are removedfromthe queue andforeach PublishRequest, a ServiceFault
with"Bad Timeout"issent.

Itistherefore important thatthe systemtime of the OPCUA serverandthe systemtime of the OPC UA
clientis synchronized accordingly. Forthistime synchronization, itis recommended that, for both the
OPCUA serverandthe OPC UA client, acommon synchronization source is used. Acommon source can,
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for example, be the same NTP serverforserverand client. Otherwise itis possible thatthe OPCUA
serverimmediately rejects all PublishRequests fromthe OPCUA clientand no value changescan be
transferred.

Y Information

THE TIME STAMP NAME CONSISTS OF: PUBLISHREQUEST +
TIMEOUTHINT FROM THE PUBLISHREQUEST.

MONITORED ITEMS

The OPC UA serversupports the adding, removal and modification of MonitoredItems.

If a queue of greaterthan 1 isrequested froma OPC UA client, thisrequestis supported. As aresult,
several value changes forthe same variable are buffered between two publish intervals by the OPC UA
server.APublishResponse is usedto sendthe value changestothe OPC UA client.

DATACHANGEFILTER - DEADBAND

The OPC UA serversupportsthe absolute deadband.

READ REQUESTS

The OPC UA serveralsosupports, inaddition to communication by means of Subscriptions, Read
Requests. In principle, communication by means of Subscriptionsis preferredtocommunication
by means of read requests. If an OPC UA client does not support subscriptions and sends read requests
cyclicallyinordertoget the currentvalue, itis strongly recommended thatthe client usesthe
RegisterNodes call once for such nodes that are read cyclically.

This allowsthe OPCUA serverto optimize communication with Runtimeforcyclical Read Requests.

WRITE REQUESTS

The OPC UA serversupports write requests. The set value limits of the variable are taken into account.

Attention: If avariable inthe Energy Editionis linked to acommand group and this variable is written by
an OPCUA client, the commandinterlockingis nottakenintoaccount butthe command variableis
written directly.
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13.9 Configuration file: INI entries for OPC UA

The configurationfile zenProcGateway . ini containsthis entries for OPC UA:
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[OPCUA]

Entry
SERVER_NAME=

SERVER_PORT=

CERTIFICATES_PATH=

SERVER_CERTIFICATE_LOCATION=

SERVER_PRIVATE_KEY_LOCATION=

ONLY_SECURE_CONNECTIONS=

TRUST_ALL_CLIENT_CERTIFICATES=

Description

Name of the OPC UA Server to which the Gateway
establishes a connection.

Port for the communication to the OPC UA Server.
Default: 4841

Path for the root folder with the certificatefiles and the
respective subfolders.

Default: $ProgramData%\PKI\CA\

Note: Entry must be deleted ifa new certificateis to be
created when Process Gateway is started.

URI of the filewith the public key of the server. The path
is always stated as absolute. This public keyis used by the
clientfor the encryption of messages.

Default:
$ProgrambData$\PKI\CA\certs\zenopcua.der

Note: Entry must be deleted ifa new certificateis to be
created when Process Gateway is started.

URI of the file with the private key of the server. The
path is always stated as absolute. This private key is
used by the serverto decryptthe messages from the
client.

Default:
$ProgramData%\PKI\CA\private\zenopcua.p
em

Note: Entry must be deleted ifa new certificateis to be
created when Process Gateway is started.

Selection of which type of connection (secure or not
secure) is approved for establishinga connection.

» TRUE

A connectionto the server is only possiblewith a
secure connection.

> FALSE
A connectionto the server is also possiblewitha
non-secure connection.

Default: TRUE

Selection of which type of certificates (clientor server
certificates)is approved for establishinga connection.

> TRUE
All clientcertificates areaccepted and the
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USE USER_AUTHENTICATION=

connection is made.

) FALSE
All clients thatwant to connect with the server must
send a valid certificate. This certificateis also
checked to see ifitisinthe listof known client
certificates Certificate trust list path.

Default: TRUE

Selection of whether the user administration of the
current zenon projectis to be used for identification
when loggingon to the server.

> TRUE
Clients canonlylogon to the server with avaliduser
ID and password.
Note: To do this, the user administration mustbe
activated and configuredin zenon Editor.

> FALSE
Anonymous loginis possible.

Default: FALSE

MAX_COUNT_OF SUBSCRIPTIONS_PER_ Number of Subscriptions per session.Canbe set

SESSION=

[VARIABLES]

Entry
PROJECT x=

PARAM x=

COUNT=
NAME_x=

between a minimum of 1 and a maximum of 100
Subscriptions.

Default: 10

Description

Name of the projectfrom which the variables come. X stands for the
numbering within a project, startingwith 0.

Example: PROJECT_O0=TEST

Parameters for project X. Numbering is from 0 upwards.

Example:
PARAM 0=80:INI.Driverforinternalvariables Mod
emHwAdrSet

Number of configured variables.

Name of the variable. X stands for the numbering of the project,
startingwith 0.

Example:
NAME O=Driverforinternalvariables ModemHwAdrsS
et
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2 =constants for namespaceindex

Is prescribed/issued by the system and must not be changed.

13.10 Error message

Error messagesinthe logfile:

Error message Debug Level Description

Failed to validate Error The client certificatecould not be validated.

client certificate o ) ) o
Itis either invalid (thedate of validity may have been

overwritten) or itwas not found inthe listof known
clientcertificates.

Additional informationincludingan error number
describes the error in more detail.

Wrong user/password Error User authentication failed.
supplied while trying

to activate session b %se
(User: $s) Name of the user to be authenticated.
Login of user '%s' Deep Debug User authentication successful.
succeeded.

) %s:

Name of the userto be authenticated.

Variable '$s' could not | Error A variabledefined by the user could not be created,
be added to OPC UA because another variablewiththe same Identifier

address space, because
node '$s' with the same
node identifier already

already exists.

exists
Failed to initialize Error The fileformat for one or more of the followingfiles is
server architecture: An not presentina valid format:

internal error occurred

> -
as a result of a Certificate

programming or » Private Key
configuration error. » Certificate R tion List
(0x80020000) ertificate Revocatio is
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%1 PublishResponse with | Error There is no valid Subscription fora publishrequest

OpcUa_BadNoScubscripti or the session was deleted. The OPC UA server sends a
ons Ser}t }?ecause no messages to the OPC UA clientfor all active
subscriptions are PublishRequests if the last subscription was deleted by

created in session %2 .
° the server or the client.

> %1
Number of PublishResponsesthat have been

sent to a clientwith the resultvalue
OpcUa_ BadNoSubscription.

> %2

Name of the session fromwhich the
PublishResponse hasbeen sent.

%1 PublishResponse with | Error The timestamp + timeoutHint in the PublishRequest
OpcUa_BadTimeout sent that is provided by the clientis older than the current
in session %2 time on the OPC UA server. Possiblecauses:the

timeoutHint inthe PublishRequestis too short,the OPC
UA clientprovides more PublishRequests thanare
needed andthe PublishRequests expireor the time of
the computer with the OPC UA server and the time of
the computer with the OPC UA clientarenot
synchronous.
> $1
Number of PublishResponsesthat have been
sentto aclientwith the resultvalue
OpcUa_BadTimeout.

> %2
Name of the session fromwhich the
PublishResponse has been sent.

Note: The PublishRequest is deleted.

%1 advise/unadvise DEBUG Start or stop of an Advise or Unadvise thread:

thread procedure
» %1 Entering

Thread started
» %1 Leaving
Thread stopped
%1 shutdown DEBUG Start and end of a shutdown sequence:

» %1 beginning
Shutdown start

» %1 finisched
Shutdown ended

51 %2 request DEBUG Start or end of a Request whenreloading
Runtime:

» %1 Processing
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Server shut down.

The runtime does not
provide archive
variable [%1] of
project [%2]

Reading configuration
from %1

Linking configuration
to the Runtime

some configured
variables are not
linked to the Runtime

Project [%1] is not
linked to the Runtime

Variable [%$1] of

Project [%2] is not
linked to the Runtime

Could not write value
[$1] to key [%2] in
section [%3]

DEBUG

ERROR

MSG

MSG

ERROR

MSG

MSG

ERROR

Start of arequest

» %1 Finished
End of a request

» %2 ACTIVE
Requestisactive.

» % 2 INACTIVE
Requestisinactive.

Notification thatthe serverhasbeen fully shut
down.

The archive of a configured archive variablecan no
longerbe reachedinzenonRuntime.

|
Name of the archive variable

| SV
Projectname

The configurationisread fromthe INIfile.
| S
Name of the INIfile.

The variables configured in Process Gateway are
linked tozenon Runtime.

When linking, itis established that one or more
configured variables are not available in zenon
Runtime. The projects orvariables thatare not
available are listed.

The project configured with the variablesis not
availableinzenon Runtime.

| SN
Projectname

Possible causes: The projectis notloaded or has
beendeleted.

The variable isnotavailable in zenon Runtime:

> 1%
Variable name

| S
Projectname
Error when writingavalue.

> 31
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OPCUA Server

zenon
Value thatisto be written.
> %2
Keyinwhichthe valueisto be written.
> %3
Section of the keyin whichthe valueisto
be written.
No separator for ERROR Missing separator character fora value. The
archive flag [,] found variable concerned can therefore notbe appliedin
in value [%s] of key . .
[35] the configuration:
| S
Variable name
| -
Key of the value

13.11 Status mapping

In certainsituations, the OPCUA server communicates adifferent statusCode forthe value (value
Attribute). Thisconcernseach node that representsthe variable.

The table below lists the zenon status with the corresponding OPC UA StatusCode.

INVALID 0x80050000 BadCommunicationError
ALT_VAL 0x40910000 UncertainSubstituteValue
OFF 0x808C0000 BadSensorFailure

OoVv_870 0x803C0000 BadOutOfRange

N_UPDATE 0x80310000 BadNoCommunication




14.SNMP agent

14.1

SNMP architecture

The Windows SNMP agent supports SNMP version 2 (SNMPv2c). It also supports the SNMP functions
(GET, GETNEXT, GETBULK, SET, TRAP).

More details about Microsoft'simplementation of the SNMP can be found on the Microsoft TechNet
Website: “How SNMP Works” https://technet.microsoft.com/en-us/library/cc783142(v=ws.10).aspx
(https://technet.microsoft.com/en-us/library/cc783142(v=ws.10).aspx)

WINDOWS OPERATING SYSTEM COMPONENTS WITH A CONNECTION TO THE PROCESS GATEWAY
AND THE RUNTIME:

SNMP Manager Side SNMP Agent Side Process Gateway zenOn Runtime
SNMP Manager Applications Microsoft SNMP Service zenProcGateway zenrt32.exe
J|Snmputil.exe | Snmp.e: exe i

Service

SNMP THP || Management API

Lmm

Mgmtapi.di
gmtapi.dil i

SNMP
ib2 || Inetmibi{accessSNMP AccassSNMP
I i ~all dil

WinSNMP APL
wsnmp32.dil

SNMP Utility APT
Snmpapi.dil

’ Shared Memory

IT I'T

‘—  Windows Sockets J
ws2_32.dil [

Transport

Internet

Network
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14.2 Management Information Base (MIB)

The Management Information Base (MIB) is organized in the form of a tree structure, in which the
SNMP agent provides the variables =(OID — Object Identifier). Below is the MIB structure, with
additional variables visible, which have been provided by the Process Gateway.

mgmt = 2 private =4

mib-2=1 enterprises =1

1

] = - I
’ system=1 | I printers = 43 I | microsoft = 311 I ‘ copadata = 300 |

/ \\\\‘\ ///,’/W\ g > ﬁ\\\ /’:”7‘?\\\

| info =1 | | variables = 2 |

14.3 MIB structure

Info block structure is always
present
o Change is
oID Description Data type Access
sent as Trap
copadata.info.statusinfo,
1.3.6.1.4.1.300.1.1.0 Runtime is (Online, string read yes
Offline)
copadata.info.statusval,
1.3.6.1.4.1.300.1.2.0 Runtime is 1=Online integer read yes
0=0Offline
1.3.6.1.4.1.300.1.3.0 copadata.info.watchdog |[integer read no
copadata.info.project,
1.3.6.1.4.1.300.1.4.0 N CPRRCERIE | o read no
the Process Gateway
reads variablesfrom
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oID Description Data type | Access Changeis
sent as
Trap
1.3.6.1.4.1.300.2.1.0 copadata.variables.ifNumber, integer read yes
number of configured variables=0ID
1.3.6.1.4.1.300.2.2.1.X | copadata.variables.ifTables.iflndex, integer read no
configured OID index from the
Process Gateway configuration
1.3.6.1.4.1.300.2.2.2.X | copadata.variables.ifTables.ifName, string read no
variablename
1.3.6.1.4.1.300.2.2.3.X | copadata.variables.ifTables.ifValue, integer according no
variablevalueas Integer. All to
numerical data types areformatted configurati
to an SNMP Integer data type. onin
ATTENTION: the decimal places of Process
REAL and DOUBLE arelost. Gateway
1.3.6.1.4.1.300.2.2.4.X | copadata.variables.ifTables.ifValueAs | string according | yes
String, variablevalueas String. All to
numerical data types areformatted configurati
to an SNMP String data type. onin
Process
Gateway
1.3.6.1.4.1.300.2.2.5.X | copadata.variables.ifTables.ifStatus, integer read yes
variablestatus value
1.3.6.1.4.1.300.2.2.6.X | copadata.variables.ifTables.ifTimesta | integer read yes
mp, variabletimestamp




14.4 Module configuration

The following dialog appears after the Settings buttonis clicked:

Konfiguration

Vaniables
Avaiable n zenOn In SNMP exported

[ Statesuin StateBiL1, AW
_ StaleDWORD.2R

Stateflzal 2 AW

——
I £ ]

[ ok ] [ Concel

Here the variablesthat should be connected can be selected. On the left-hand side all variables which
are availableinzenon are displayed. You can select them there and move themto the SNMP exportlist
with the button > With the button < they can be removed again. If you move a variable to the export
list, a dialogforthe name assignment of the zenonvariable toan OID addressinthe SNMP structure

appears:
Dialog @
e StateWwORD ]
SNMP OID 1.3.5.1.4.1.300.2.2.1.

Readonly

[ OK ] L Cancel J

The variables selected in this way are then available onthe SNMP serverand are continuously
synchronized between zenon and the SNMP OID structure. For every OID address you can define
whetheritcan be write-accessed via SNMP SET. The exact structure of every OlD addressis describedin

the chapter "MIB structure.



14.5 Configuration file: specific entries for Access SNMP

The configuration file must be in the systemfolder.

Parameters Description

[SNMP]

FEQEFRES HRAT Update time in milliseconds

Parameters Description

[VARIABLES]

COUNT number of variables to be exported

NAME _n name of the variablewith the number n (0<=<COUNT)

PARAM_n Parameter SNMP OID tableoffset and the information R=read only / RW=read and

write with the number n (0<=n<COUNT)

EXPORT OF VARIABLES

For the successful exportthe projectnamein zenProcgateway. iniinfolder %CD_SYSTEM% must
be entered correctly. Enterithere:

[DEFAULT]
PROJECT=

Attention:; Ifthe entryiswrongor missingthe gateway is closed without any error messages. Thus the
variableisnotavailable.

14.6 Configuration of the Windows SNMP agent

To make sure that the Windows SNMP Agent (SNMP.exe) providesthe zenon MIB partial structure, the
Process Gateway file AccessSNMP.dII in the registry must be configured accordingly:

1. Installation of the Windows SNMP serviceviathe control panel:
e Viamodule: Programs and functions - >Activate or deactivate Windows functions.
Note: With Windows 8, the computer must be restarted once the SNMP service has been added.

2. Installation of Process Gateway with the file AccessSNMP.d11 inthe folder
$Program Files (x86)%\COPA-DATA\zenon 8.00

3. Addthefollowingkeys and character strings using the registry editor. The paths and content are
sometimes different for 32-bit systems and 64-bit systems:
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32-Bit:

° [HKEY_LOCAL_MACHINE\SYSTEM\C urrentControlS et\Services\SNMP\Parameters\Extensi
onAgents]
Name=ProcessGateway
Wert=sOFTWARE\COPA-DATA\SNMP\CurrentVersion

. [HKEY_LOCAL_MACHINE\SOFTWARE\COPA-DATA\SNMP\CurrentVersion]
Name=Pathname
Wert=C:\Program Files\COPA-DATA\zenon 8.00 SPO\AccessSNMP.dll

64-Bit:

. [HKEY_LOCAL_MACHINE\SYSTEM\C urrentControlS et\Services\SNMP\Parameters\Extensi
onAgents]
Name=ProcessGateway
Wert=sOFTWARE\COPA-DATA\SNMP\CurrentVersion

. [HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\COPA-DATA\SNMP\C urrentVersion]
Name=Pathname
Wert=C:\Program Files (x86)\COPA-DATA\zenon 8.00 SPO\AccessSNMP.dll

Start the SNMP service.

Thisloads the process gateway file AccessSNMP . d11 viathe registry configuration.

Further configuration settings for the Windows SNMP service: Control panel ->Administration->
Services->SNMP service->Properties

a) Traps: tab Definesthe IP addressinthe network to which traps are sent:

r 1
SNMP Service Properties (Local Computer) ﬁ

| General | Log On | Recovery | Agent | Traps |Security | Dependencie5|

The SNMP Service provides network management over TCP/IP
and IPX/SPX protocols. If traps are required, one or more
community names must be specified. Trap destinations may be
host names, |P addresses or |PX addresses.

Community name
Public - Add to list
Trap destinations:

192.168.1.100

Ad. | [ Edt. | [ Remove

Leam more about SNMP

oK) (e ] (o]

%

e  Communityname: Must be identical on managerand agent

e Trap destinations: Addressesof the destinations as hostnames, IP addressesorIPX
addresses
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a) Security: tab Definesthe rights with which an SNMP client can access the SNMP agent:

SNMP Service Properties (Local Computer) M

| General | Log On | Recovery | Agent | Traps | Security | Dependencie5|

Send authentication trap
Accepted community names
Community Rights
Public READ WRITE
[ Add... ] [ Edit... ] [ Remaove ]

() Accept SNMP packets from any host
@ Accept SNMP packets from these hosts

[ ad. | [ Eit. | [ Remove |

Leam maore about SNMP

[ ok [ Camcel ][ iy

e Rights: Must be setto "READ WRITE"

e Community: Must beidentical on managerand agent

15.5QL

15.1 Module configuration

The configuration of the database connection consists of two parts.

1. OLE-DB connection: This OLE-DB connection can be definedinthe configuration dialog using the
selection button forthe connectstring. Then the standard dialog for data connection properties
isopened.

2. Additionallythe name of the table can be defined, if the standard name ONLINE_VALUES should
not be used.
This can be setwiththe TABLE entryinthe [DATABASE] section ofthe configurationfile
(zenProcGateway.ini). The settingsare taken over by the add-on when startingit.
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A Attention

If table names are defined manually in the configuration file (zenProcGateway.ini), these
table names must also be amended or created in the database by hand.

ORACLE DATABASES

Use of the Process Gateway and AccessSQL.d11 inconjunction with Oracle databases can cause
errors: It it possible, with some ODBCdrivers, that no online values are written to the database. The

advanced ODBC logging thenissuesthe error message "1843".

The problem can be solved by changing the ODBCdriver. Example: ODBC driver9.02.00.05 for Oracle

9.2.

15.2 Variables selection

In the configuration dialog the zenon variables that should be written to the SQL process image can be
defined. Inordertodothisthe variables availableinthe zenon project - listed in the left part - have to
be added to the image - listed inthe right part.

konﬁguration

[X]

Vaigbles
Avalable in zenOn

Nurmber of connected clents
Project nama

ack

RB13_5P_03
RB13.57_04
RB13_SP_05
RB13_SP_06
RB13_SP_07
RB13_SP_08
RB12_SP_09
RB13_SP_10
RB13_SP_11
RB13_SP_12
RB13_SP_13
RB13_SP_14
RB13_SP_15
RB13_SP_16
RB13_SP_17
RB13_SP_18
RB13.5P 19
RB13_SP_20
RB13.5P_21
RB13.5P 22
sCIev Conveyor
SP_§0_2u

SP_7_Q_bue

SP_8 0 kue

SP_9.0_ue
Standalone/Server/Standby-Server/Chent
Usemame

Vent_activation

SOL-Server

Exponted in SOL-Server

AT Day Ver1_0_011_0

AT _Day Varl 10_020 0

AT Day Varl_500-750

AT _Day Vol Vahe_0_011_0
AT _Day Varl_Vake_10_020_0
AT Day Vel Vabse_100-200
AT_Day Va1 _Vahe_S00-750
AT Day Va1 Vaue 00110
AT_Day_Ver10_Vaue_10_0-20_0
AT_Day Var10 Vaue_100:200
AT Day Va0 Vaue_500-750

AT _Day Var3 Vake 00110
AT Dy Va3 Vahie_10_020_0
AT _Day_Ver3 Vahse_100-200
AT_Day Va3 Vale_500-750
AT Dayy Vard_Vakie_0_011_0

AT Dy, Vard_Vahse_500-750
AT Doy Var5 Vahe_0.011_0
AT Day Va5 Vakie_10_0-20.0

AT Doy VarS_Vahee_100-200°

AT _Day Vab_Vahe_S00-750

AT _Day Varb_Value_100-200
AT_Day Vab_Vake 500-750
AT_Day Va7 Vahe_0.011_0

0K

Cancel

Connect-Sting  |Provider=SOLOLEDB 1integrated Secuwily=SSF1 Pessist S ecunly Info=F alse Iritial Catalog=model.Dats Souice=CDGHOSTAZENON Use Procedwe for Preps
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15.3 Creating tables

After closing the configuration dialog with OK, the table structure of the SQL database is automatically
generated. Forthe case, that itis created by hand:

Table Properties - ONLINE_VALUES
General I
EEE]  Name:  ONLINE_VALUES Pemissians...
Owner: dbo
Create date: 23.08.2006 15:20:23
Filegroup: PRIMARY
Rows: 70
Columns:
Key |ID  |Name |Data Type |Size[.. |Nulls |Default |
VARIABLE int 4 o i
VALUE varchar 64 v
VALUE_NUM float 8 v
TIMESTAMP int 4 i
TIMESTAMP2  datetime 8 o
STATUS int 4 o
< ] M ’ | ]
oK I Cancel | Apply Help |
F5 ’1
Table Properties - ONLINE_VARIABLES
General I
EEr! Mame:  ONLINE_VARIABLES Permissions...
Owner: dbo
Create date: 23.08.2006 15:20:24
Filegroup: PRIMARY
Rows: 70
Columns:
Key |ID  |Name |Data Type |Size[.. |Nulls |Default |
VARIABLE int 4 o i
NAME varchar 128 v
<._| i . ‘ [
oK I Cancel | Apply Help

15.4 Operation in a redundant system

In redundant operationtwo alternatives are available. In the first variation the SQL database runs locally
on both servers and the Process Gateway also runs on both servers. Asonly online values are handled
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no furtheralignment between the databasesis necessary. The big disadvantage of thisversionisthe
high network load thatis a result from the additional reading of online values on the Standby Server.

In the second version the Process Gateway only runs on the Runtime serverand writes datatoa local or
aremote SQL database. Inthis alternative no additional network load between the Runtime Serverand
the Standby Serveroccurs and in the case of the remote SQL database the Serveris not strained by
external requests to that database.

15.5 Configuration file: specific entries for AccessSQL

The configuration file must be inthe system folder.

Parameter Description

[DATABASE]

INITSTRING OLE-DB connect-stringto the SQL database
TABLE _ONL name of the table that receives the process image
TABLE VAR name of the table that receives the variable|Ds
EEFRES HRAT maximum refresh rate in milliseconds
Parameter Description

[VARIABLES]

COUNT number of variables to be exported

NAME n Name of variablenumber n.

Rules:
» startswith 0

» Must be consecutive without
interruption

313



15.6 Table format

15.6.1 Table for process image

VALUE varchar[ | currentvalueas string
04]
VALUE NUM | float current valueas float
TIMESTAMP int[4] time stamp of the current value (as UNIX time)

TIMESTAMP datetime | time stamp of the current value(as datetime)
2

STATUS int[4] status word of the current value

15.6.2 Table for variable IDs

NAME varchar[1l | Name of the zenon variable.
28]

SaL

Zenon
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