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1 Bienvenue dans l'aide de COPA-DATA

TUTORIELS VIDEO DE ZENON.

Des exemples concrets de configurations de projets dans zenon sont disponibles sur notre chaine
YouTube (https://www.copadata.com/tutorial_menu). Les tutoriels sont regroupés par sujet et proposent
un apercu de I'utilisation des différents modules de zenon. Les tutoriels sont disponibles en anglais.

AIDE GENERALE

Si vous ne trouvez pas certaines informations dans ce chapitre de I'aide ou si vous souhaitez nous
suggeérer d'intégrer un complément d'information, veuillez nous contacter par e-mail :
documentation@copadata.com.

ASSISTANCE PROJET

Sivous avez besoin d'aide dans le cadre d'un projet, n'hésitez pas a adresser un e-mail a notre service
d'assistance : support@copadata.com

LICENCES ET MODULES

Si vous vous rendez compte que vous avez besoin de licences ou de modules supplémentaires,
veuillezcontacter I'equipe commerciale par e-mail : E-mail sales@copadata.com.
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2 HTML Web Engine

The HTML Web Engine is for the provision of zenon screens as a HTML5 web page. The user interface is
called up and displayed on the visualization end device using a web browser. No special software
installation - or any browser plug-ins - are required on the end device. Process data for the visualization
is taken from zenon Runtime.
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01.06.2016 13:17:08
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FUNCTIONALITIES OF THE HTML WEB ENGINE

Overview of the functions of the HTML web engine:

»
»
»

»

Session-based provision of HTML5 visualization content on HTML web clients.
Display of basic visualization content that was created in the zenon Editor.
Data view:

» Variable values
Displays are updated dynamically in the HTML Web Engine.

» Chronological Event List (CEL)
Entries in the CEL are updated dynamically in the HTML Web Engine.

P Extended Trend (ETM)
The display in the ETM is not updated dynamically in the HTML Web Engine. This means
that the ETM only draws with existing data when called up and is then no longer updated.

»  Messages from the Alarm Message List (AML)
Entries in the AML are updated dynamically in the HTML Web Engine.

Forwarding of process information, such as variable values, alarm messages or event messages
from a zenon Runtime to one or more HTML web clients.

Support of active operations, such as write set value.
Mobile, location-independent operation and observation.

No installation and/or configuration on the end device, i.e. the client is necessary.
Platform-independent display in HTML5 standard.

Operation of the HTML web server on a different computer, such as is possible in a DMZ for
example.

Secure network communication via HTTPS, based on SSL certificates.

Protection of sensitive visualization areas or processes by means of user authentication and
support of user levels.

Access information from the Service Grid.

The HTML Web Engine supports the authentication of a Web Engine client with increased security in
relation to the zenon user authentication and active directory. Login is via entry of the user name and
password.

REGIONAL SETTINGS

The HTML Web Engine supports most common languages, settings, number formats and date formats.
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3 Required components and their definitions

zenon Runtime

HTML Web Engine (a la page 6)

IS (2 la page 16) Publishing Service

Web browser

zenon Web Engine Deployment Tool (a la
page 25)

Web engine compiler

The process data for the HTML5 visualization is
provided by a zenon Runtime (server or client).

The HTML Web Engine is for the provision of process
screens as an HTML5S web page. The user interface is
called up and displayed on the visualization end
device using a web browser. Neither special software
installation nor a software plug-in are required on the
end device. Process data for the visualization is taken
from zenon Runtime.

Note: The HTML Web Engine processes process data
for the purpose of visualization and operation by the
HTML web client. The process data is only
administered by zenon Runtime.

Services platform of Microsoft for PCs and servers. It
can be used to make documents and files accessible
in the network. The HTML Web Engine uses IIS as a
runtime environment and for the publishing of zenon
process screens. HTTPS is used as a communication
protocol. Deployment (a la page 25) is used to
instance the HTML Web Engine on the IIS.

Web browsers are special computer programs for the
display of documents and data, especially web sites in
the World Wide Web.

Provides the HTML Web Engine as a web application
in 1IS and allows the configuration thereof. An existing
HTML Web Engine instance can also be updated or
deleted.

Generates, from a zenon project, the data that the
HTML Web Engine needs to provide HTMLS5 content
for the zenon Web Client. When translating this
project data, the HTML Web Engine compiler checks
the project contents and provides information on
non-supported functions or properties. As a result of
the translation process, a file is created that is
provided to the Web Engine.
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SCADA Runtime Connector (a la page 23) Serves as a communication interface to zenon
Runtime.

You can find the SCADA Runtime Connector in the
following path:

%programfiles(x86)%\Common
Files\COPA-DATA\Connectors\zrsConnector.exe

If the web deployment tool is used, the SCADA
Runtime connector must be executed, because its
status is checked when used.

The Connector Container can be started automatically
using the Startup Tool if a user logs on to the system.

4 Basic system construction of the HTML Web Engine
The HTML Web Engine is a web application that provides an HTML5 web page.
A Attention

Recommendations:
» Always operate the whole system configuration in a trusted network area.

» Never publish the HTML5 web site in the Internet directly.

In the course of a session, a distinction between two different connection levels is made:
1. Display of visualization pages without process data

2. Display of the visualization pages and display of process data

DISPLAY OF VISUALIZATION PAGES WITHOUT PROCESS DATA

The zenon Web Client connects itself to the HTML Web Engine by calling up the URL (Uniform
Ressource Locator) for the HTML5 web page. Once the session has been set up successfully, the project
can be visualized without access to process data of zenon Runtime.
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DISPLAY OF THE VISUALIZATION PAGES AND DISPLAY OF PROCESS DATA

The HTML Web Engine connects itself to zenon Runtime via the SCADA Runtime Connector. This
connection is only approved if user authentication on the basis of a user name and password has been
carried out successfully. Authentication is carried out by means of external authentication to the user
administration of zenon Runtime. The transfer of user information can be either manual by the zenon
Web Client operator or automatic by the Web Engine.

No special tools are required to configure the HTMLS5 visualization. The screens and functions are
created in the zenon Editor by default.

You can find a list of the supported elements, properties and functions in the Supported functionalities
for HTML visualization (a la page 40) chapter.

ACCESS TO HTMLS5 VISUALIZATION FROM AN END DEVICE

This is how you use an HTML5-compatible web browser to access the HTMLS visualization from a
visualization end device:

Station 4 Station 3 —
HTML Web Client Web Server
E [ — 0

https://<WebServerlPAdr=/<WebAppName> ! W [ { e ——

Stati:

Station 1

Editor

] e

e O
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Note: The breakdown of the components is only for simple display. The complete configuration shown
here can be operated in a network or also on any one of the individual computers in any desired
distribution of the components.

Procedure:

1.

The operator on Station 4 connects with a standard web browser by entering the web page
URL to the web server on Station 3.
As a result, it gets the visualization pages there from the Web Engine.

Process data is only displayed in the HTML5 visualization after successful user authorization.
After a check of the user name and password has been carried out, the connection to zenon
Runtime is established (to Station 2 in the example).

The interface between zenon Runtime and Web Engine is formed by the SCADA Runtime
Connector.

The SCADA Runtime Connector must be started on the computer the zenon Runtime is
running.

The configuration of the HTML5 visualization is derived from a zenon Editor project (on Station
1in this case).

The project states on Station 2 (zenon Runtime) and Station 3 (Web Engine) should be identical
for this.

With the Web Engine Compiler, the project data is translated for use by the HTML Web Engine.
The necessary steps for the installation of the HTML Web Engine on Station 3 and the
deployment on the Internet Information Server are described in the Deployment of the web
engine (a la page 25) chapter.

The file from the Web Engine Compiler is saved in a freely-definable folder. It is read by the
HTML Web Engine from here.

Note: Provide, for the connection of HTML5 visualization, a dedicated zenon Runtime, in order to
guarantee smooth interaction for process-related procedures. After changes are made in the zenon
project, carry out the compiling process again.

RELEASE SCREENS

Certain screens from the active project can be called up in a web browser by means of the HTML Web
Engine. You determine the screens that are unlocked for display in the web browser for each screen
using the Disponible sur le Web property.

‘Général

Nom:

Synoptique 5

Type de synoptique: HTML

Nom de fichier e673a459-9be5-4802-b85¢c-718bebdal ccd

[] visible sous CE Disponible sur le Web

Référence externe:

Groupes d'équipements:  <Aucun groupe d'équipements lié>
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All screens for which this property has been activated are compiled with the Web Engine Compiler for

the Web Engine and are primarily available for provision in the web browser on the client. Screens that
have not been activated for this property can be used for the zenon Runtime visualization, but are not
available in the web browser.

The following screen types can be used for visualization in the web:

»

v v Vv v Vv

AML

CEL

ETM
Login
HTML
Standard

5 System requirements

WEB SERVER

The HTML Web Engine supports the following operating systems:

Supported desktop operating systems and required service packs:

Operating system

Windows 7

(Professional, Enterprise and Ultimate version, x86 and x64 versions).

Windows Embedded Standard 7
(if all necessary operating system components exist).

Windows 8 and 8.1
(Standard, Professional, Enterprise version, x86 and x64 versions)

Windows Embedded 8 Standard
(if all necessary operating system components exist).

Windows 10

(Home, Pro, Enterprise, Education, Pro Education, Enterprise LTSB, loT

Enterprise, Pro for Workstations)

Supported server operating systems and required service packs:

SP 1

SP 1

SPO

SP O

SPO
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Server operating system

Windows Server 2008 R2 SP 1
(All editions with the exception of Core)

Windows Server 2012 and 2012 R2 SPO
(All editions with the exception of Core)

Windows Server 2016 SPO
(All editions with the exception of Core)

Note: For operation of the HTML Web Engine, the .NET Framework 4.5 or higher is required.
¥ Information

Note the limitation of the number of simultaneous client connections by the
Microsoft IIS.

Note: When using Windows Server operating systems, the number of
simultaneous client connections is not limited by the Microsoft IIS. When using
Windows desktop operating systems, this number varies depending on the
version of the installed operating system.

WEB CLIENT

No special installation is required for the HTML Web Client. It generally works with any web browser that
supports the following technologies:

>  HTMLS
P  HTMLS Canvas
» JavaScript (ECMAScript 5.7)

HTML5 content is processed in the web browser regardless of the operating system. Use of a current
version of one of the following web browsers is recommended:

»  Windows Internet Explorer from version 11
» Microsoft Edge

» Mozilla Firefox
>

Apple Safari
Exception: Does not support playback of audio files.

» Google Chrome

Note: JavaScript must be activated in the web browser.
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CLIENT-SERVER CONNECTIONS

There must be a sufficient data rate available for the connection between web server and HTML client.
With a data rate that is too low, corresponding messages are displayed on the HTML web client. A data
rate that is too low can lead to a session not taking place or having to be canceled.

Note: When using Windows Server operating systems, the number of simultaneous client connections
is not limited by the Microsoft IIS. When using Windows desktop operating systems, the possible
number of simultaneous connections depend on the version the installed operating system.

6 Licensing

The HTML Web Engine must be licensed for each instance. Licensing is carried out using the Gestion des
licences. If there is no license, the HTML Web Engine is started in a time-limited demo mode.

The following expansions are available for the HTML web engine:

»

»

Standard: Only read access to the visualization. The HTML Web Client can be used as an
observer.

Pro: Full access to the visualization, read and write.
¥ Information

Note the limitation of the number of simultaneous client connections by the
Microsoft IIS.

Note: When using Windows Server operating systems, the number of
simultaneous client connections is not limited by the Microsoft IIS. When using
Windows desktop operating systems, this number varies depending on the
version of the installed operating system.

Differences between the HTML web engine and zenon Web Server:

4

The license check is carried out on the basis of instances. Each project corresponds to an
instance.

If a license is invalid, a further license is first searched for. If none is found, a further license can
be searched for using the license search button.

If demo licenses expire, the service must be restarted in order to be able to use the demo
mode. The demo mode is only available if a demo license has been saved.
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7 Installation

You need the following installations to operate the HTML Web Engine:

Web Server:
» IS publishing service:

Set up the publishing service in accordance with the instructions in the Install IS publishing
service (a la page 16) chapter.

P zenon Web Server.
Install zenon Web Server from the installation medium.

Microsoft Web Deploy It also automatically installed during setup.

Project configuration and runtime application:

» zenon (Editor and Runtime).

Note: No special installation is required for the HTML Web Client.

7.1 Installation du service de publication IIS

Le service Internet information Services (IIS) est dédié a la publication de documents, tels que des pages
HTML, a I'aide du protocole HTTP. Pour les systemes d'exploitation indiqués au chapitre Configuration
systeme requise (a la page 13), le service de publication IIS est déja inclus dans I'installation standard.
Celui-ci doit uniquement étre active par le biais des fonctionnalités de Windows.

IS 7, WINDOWS 7

Pour activer IIS Publishing Service :
1. Appuyez sur les touches Windows + R

La boite de dialogue de saisie d'une commande pour la gestion des commandes s'affiche.

= Run @

== Type the name of a pragram, falder, document, or Internet
resource, and Windows will open it foryou,

Open: | T -

(o [ omen ] [ lwe |

2. Saisissez appwiz.cpl dans le champ de saisie.

Cliquez sur OK.
Un nouveau panneau de configuration des programmes et fonctionnalités de Windows
s'affiche.
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3. Dans cette fenétre, cliquez sur Activer ou désactiver des fonctionnalités Windows.

La fenétre de sélection des fonctions du systeme d'exploitation s'affiche.

|74 Windows Features

Turn Windows features on or off
To turn a feature on, select its check box, Tao turn a feature off, cle

&
Indexing Service
Internet Explorer 9

[
W (<]

Internet Information Services
FTP Server
Web Managernent Tools
E3 IS 6 Management Compatibility
. IS Management Console
IS Management Scripts and Tools

i [#

IS Managernent Service
o [ L World Wide Web Services
= |H | Application Developrment Features
MET Extensibility
ASP
, ASPMET
Cal
v ISAPI Extensions
v ISAPT Filters
Server-Side Includes
Cornmmon HTTP Features
Health and Diagnostics

<

Performance Features
Security

Internet Information Services Hostable \Web Core
5 [V Media Features

) (I [l [

m
m
m
m

4. Developpez la section Internet Information Services de ce noeud.

_U']

Activez l'option Service WWW.
Les parametres par défaut sont alors définis dans tous les sous-dossiers de la propriété.

Développez le nceud Fonctionnalités de développement d’applications.
Activez 'option ASP.NET.

Développez le nceud Outils d’administration Web.

© ® N o

Ensuite, activez la console d’administration IIS.

10. Cliquez sur OK.

Remarque : Dans le cas d'une installation ou mise a niveau ultérieure de NET Framework sous
Windows 7, ce logiciel doit étre enregistré manuellement dans le service de publication IIS. Pour plus de
détails, reportez-vous au chapitre Enregistrement de .NET dans 1IS sous Windows 7 (a la page 22).

I1S 8, WINDOWS 8/8.1

Pour activer IIS Publishing Service :

1. Appuyez sur les touches Windows + R
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La boite de dialogue de saisie d'une commande pour la gestion des commandes s'affiche.

= Run @

== Type the name of a program, folder, document, or Internet
resource, and Windows will open it foryou,

Open: | T -

(o [ omen ] [ lwe |

Saisissez appwiz.cpl dans le champ de saisie.

Cliquez sur OK.
Un nouveau panneau de configuration des programmes et fonctionnalités de Windows
s'affiche.

Dans cette fenétre, cliquez sur Activer ou désactiver des fonctionnalités Windows.

La fenétre de sélection des fonctions du systeme d'exploitation s'affiche.

= [w] |, Internet Information Services
]| FTP Server
= [®] || Web Management Tools
[] 1. 1S 6 Management Compatibility
;115 Management Console
[] | 1S Management Scripts and Tools
[] 1. s Management Service
= [8] || World Wide Web Services
= [w] |, Application Development Features

[] . .NET Extensibility 3.5
| .NET Extensibility 4.5
[] . Application Initialization
[ asp

1)) ASP.NET 3.5

| ASP.MET 4.5

1 cal

. ISAP| Extensions

| ISAPI Filters

11 Server-Side Includes
. Web5ocket Protocol

= [w] |, Commeon HTTP Features

. Default Document

. Directory Browsing

. HTTP Errors

. HTTP Redirection

| Static Content

., WebDAV Publishing
[®] || Health and Diagnostics
[w] |, Performance Features
[®] | Security

[C] | Internet Information Services Hostable Web Core

OROREE

Développez la section Internet Information Services de ce nceud.

Activez I'ensemble des Services World Wide Web.

Développez le nceud Fonctionnalités de développement d’applications.
Activez ASP.NET 4.5.

Développez le nceud Fonctionnalités HTTP communes.

Ensuite, activez I'option Contenu statique.
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10. Développez le nceud Outils d’administration Web.

11. Ensuite, activez la console d'administration IIS.

12. Développez le nceud Fonctionnalités de développement d’'applications.
13. Activez I'option Protocole WebSocket.

14. Cliquez sur OK.

WINDOWS 10

Pour activer IIS Publishing Service :
1. Appuyez sur les touches Windows + R

La boite de dialogue de saisie d'une commande pour la gestion des commandes s'affiche.

= Run @

== Type the name of a pragram, falder, document, or Internet
resource, and Windows will open it foryou,

Open: | T -

(o [ omen ] [ lwe |

2. Saisissez appwiz.cpl dans le champ de saisie.

Cliquez sur OK.
Un nouveau panneau de configuration des programmes et fonctionnalités de Windows
s'affiche.

3. Dans cette fenétre, cliquez sur Activer ou désactiver des fonctionnalités Windows.
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10.

1.

12.
13.
14.

La fenétre de sélection des fonctions du systeme d'exploitation s'affiche.
|5 Windows Features - O *

Turn Windows features on or off (7]

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.

=[]  FTP Server -
= (W] | Web Management Tools
# [1 | 1156 Management Compatibility
115 Management Console
[ | 5 Management Scripts and Tools
[ | 5 Management Service
- m] | World Wide Web Services
= W] | Application Development Features
MET Extensibility 3.5
MET Extensibility 4.6
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.6
Cal
ISAP| Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
- [m] | Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Static Content

WebDAV Publishing
o (Ml Health and Miannastics

RORROROOORO

OROREEA

Cancel

Deéveloppez la section Internet Information Services de ce nceud.

Activez I'ensemble des Services World Wide Web.

Développez le nceud Fonctionnalités de développement d’'applications.
Activez ASP.NET 4.7.

Développez le nceud Fonctionnalités HTTP communes.

Ensuite, activez I'option Contenu statique.

Développez le nceud Outils d’administration Web.

Ensuite, activez la console d'administration IIS.

Développez le nceud Fonctionnalités de développement d’applications.
Activez l'option Protocole WebSocket.

Cliquez sur OK.

WINDOWS SERVER 2008 R2

Suivez les instructions fournies par Microsoft : https://technet.microsoft.com/en-us/library/cc771209.aspx

1.

Ouvrez l'assistant Ajouter des réles.
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2. Activez le role Web Server (IIS).

L'assistant Ajouter des réles s'affiche.

.ﬂL Select Role Services
'

Before You Begn Select the role sarvices to install for Web Server (IIS):
Server Roles Roke services: Description:
‘Wb Server (i15) = i Web Server 2 % rd e
= W Common HTTP Features for bulding Web skes and Web
(4] Static Content usrg
Confrmation [V] Defauit Document ASP.NET s not simply a new
Prograss [¥] owectory Browsing < ASPh‘mnm‘m nb"",ﬂ ,ﬂ::'w* i

Resits V] HTTP Emors
] HTTP Redrection

(4] 154P1 Extersions

4] 154P1 Fiters

[ server Soe Inchudes
=1 L Health and Diagnostics

] HTTP Logong

] Logong Tocls

(4] Request Monkor

Traca

Productive programming experience
based on the .NET Framework,
ASPNET provides & robust
infrastructure for buidng web
apphcations.

Cliquez sur Services de réle.

Développez le nceud Fonctionnalités de développement d’applications.

Activez les services de role suivants :

NET Framework

3

4

5

» ASP.NET
»

»  Extensions ISAPI
»

Filtre ISAP]

Attention : Ne désactivez aucun service de role présélectionné par Microsoft.

Remarque : L'utilisation de Windows Server 2012 est recommandé, car Windows Server 2008 R2 ne
prend pas en charge les protocoles WebSocket.

WINDOWS SERVER 2012 (R2)

Suivez les instructions fournies par Microsoft :
https://technet.microsoft.com/en-us/library/hh831475.aspx
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1.

2.
3.

7.1.1

Ouvrez l'assistant Ajouter des réles et fonctionnalités.
Add Roles and Features Wizard L:_LE-

< Previous Next > Cance!

Développez le nceud Développement d'applications.
Activez les services de réle suivants :

» NET Framework 4.5

» ASP.NET 45

» Extensions ISAPI
> Filtre ISAPI

4

Protocole WebSocket

.NET registration on IIS under Windows 7

In the event of a subsequent installation or upgrade of the .NET framework under Windows 7, it is
necessary to register with the IIS publishing service.

To do this:
1. Open the Windows command prompt with the as administrator option.
2. Switch to the Microsoft.NET installation directory with the highest version number.
3. Enter command aspnet_regiis -i.

o Administrator: Command Prompt

C:\Windows\Microsoft .NET\Framework64\ul4. .0, 30319>aspnet_regiis -1

- olEl

<

>

After successful registration, the current Microsoft .NET framework version is available for use

with 1IS.
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4. Ensure that the Application Pool on the IIS in which the HTML Web Engine is operated uses the
current .NET version.

This can be checked and set with the Information Services Manager:

Internet Information Services (IIS) Manager

(1)) &2

o » ATSZG-WKS045 » Application Pools
File View Help
Connections .
‘f Application Pools

4 93 ATSZG-WKS045 (CD\Stefan.Hufni

- - This page lets you view and manage the list of application pools on the server. Application pools are
{4 Application Pools

associated with worker processes, contain one or more applications, and provide isolation among

4 - @ Sites different applications.
4 @ Default Web Site :
aspnet. client Filter: i - 50~ \z1 Show All | Group by: No Grouping v
P zenonHTMLS Name Status NET CLR Version Managed Pipel... Identity
¥ zenonWeb L} NET W45 Started  v4.0 Integrated ApplicationPoolld...

o NET v4.5 Classic ~ Started > Classic ApplicationPoolld...
L) DefaultAppPool Stmed Integrated ApplicationPoolld...

8 SCADA Runtime Connector

The SCADA Runtime Connector must also be started on zenon Runtime, as soon as interaction with the
HTML Web Engine is required. The SCADA Runtime Connector is also installed when zenon Runtime is
installed. The interaction starts with the user authentication for the first HTML web client.

The SCADA Runtime Connector can be started manually or automatically:

»  Manually:

»  Start the application in the Startup Tool under Tools. Select, under Available applications
(current folder), the SCADA Runtime Connector entry. Confirm the selection by clicking on
Start.

»  Start the application directly from the folder %programfiles(x86)%\Common
Files\COPA-DATA\Connectors\zrsConnector.exe

» Automatic:

»  Activate Autostart for the Connector Container in the Startup Tool.

For each HTML Web Engine session, a separate SCADA Runtime Connector session is set up.
The following are transferred in this session:

P Variables:

»  Screen variables that are needed for the current screen display on the HTML client:

For example, variables for displaying variable values or element dynamics. Variables can
be registered and deregistered for a session. Once the user has been authenticated
successfully for an HTML web client, the HTML Web Engine reports a list of variables for
communication and spontaneous updating by means of the SCADA Runtime Connector.
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The HTML Web Engine can thus forward value changes to the web clients that are
currently connected.

»  Variables continuellement surveillées, which remain permanently advised (a la page 60) and
are required to execute a function in the event of a limit value violation.

»  Write set value via the SCADA Runtime Connector:
To increase security before a value change, an explicit check of the authenticity is carried out
with zenon Runtime on the basis of the user data of the HTML Web Client. A block or removal
of users by zenon Runtime becomes effective for the writing of set values immediately.

ENCRYPTED COMMUNICATION

The TCP connection between SCADA Runtime Connector (zrsConnector.exe) and SCADA Runtime
Connector Client (zrsConnCli.dll) can be encrypted with AES.

To use the encrypted communication, issue an encryption password for Runtime and Client.
To do this:

1. In the zenon Startup Tool, enter the password in the Network configuration tab.
This is also saved in zenonb.ini in encrypted form.
Section: [ZRSCONNECTOR]
Entry: ENCRYPTION_PWD

2. In the Deployment Tool of the HTML Web Engine, in the Security options window, set the same
password in the Security options (a2 la page 30) tab. This is saved in encrypted form in
web.config in the Encryption_Password setting.

If, during validation, the SCADA Runtime Connector can be reached on the set target computer but the
encryption password does not correspond, the connector test times out. You receive notification that
the password set may be incorrect.

9 Client authentication for a connection to Runtime

Runtime data from zenon Runtime, such as variable values for display or for display dynamics, are only
provided if the HTML client can authenticate itself to zenon Runtime. This can happen in two ways by
means of user name and password:

»  Automatic login by configuring a user as part of deployment.
For more details, see the Deployment of the Web Engine (a la page 25) chapter.

» Manual login by the zenon Web Client in a login screen.
For details, see the Create login screen chapter.

Note: Authentication can be carried out by transferring the login data (user name and password) for a
zenon user or an Active Directory user. The user data is validated by zenon Runtime.
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10 Deployment of the Web Engine

The zenon Web Enginge Eeployment Tool offers important operations for the management of the web
engine as a web application in the Internet Information Services (IIS).

To start the Deployment Tool:
1. Open the zenon Startup Tool.
click on the Tools button.

Under Available applications, select the Web Engine Deployment Tool .

oW

Click Start.

The tool is started
¥ Information

Note: The Deployment Tool is automatically installed with the zenon Web
Server. Administrator rights are required for the use of this tool.

The Deployment Tool is only available in English.

10.1 zenon Web Engine Deployment Tool

HTML web engine instances are administered on the IIS with the zenon Web Engine Deployment Tool.
You can create new instances and amend or remove existing ones.

Fa: T ) i T

Manage Web Engine applications on IS

Deploy

Deploy new application

' £ A Change
| U Change existing application

- Remove
Remove existing application

I Close
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N

Deploy Provides a new instance of the HTML Web Engine on the IIS.
The necessary options are configured in the following tabs.
Change Updates existing Web Engine Applications.

The following can be amended for the HTML Web Engine in the following
tab:

» Version.
» Configuration.

» SCADA Runtime Connector:
Host name, IP adress.

»  Path of the data folder.
Data Directory in which the exported project data (*.webx) is.

»  Security settings:
User name, password or switch for automatic sign-in.

Note: Not available if no valid Web Engine application is available on the IIS.
Remove Removes a running application of the HTML Web Engine.
The version to be removed is selected in the following tab.

If the web engine is to be replaced by a more recent version, use the Change
option.

Note: Not available if no valid Web Engine application is available on the IIS.
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10.1.1 General settings for the Web Engine

In this dialog, you configure the general settings for the operation of the HTML Web Engine.

E'} zenon Web Engine Deployment Tool

Deploy Web Engine application

Desired version/type:
15 8.0.0.0 -

5 application name

Fulfill

Data directory

CAUsers\Public\Documentshzenon_Projects\Web

15 certificate

() Use self-signed certificate

(@ Use existing configuration

Cancel < Back Mext =

The options that are available depend on the option that was selected in the start dialog:
» Deploy: New configuration of a HTML Web Engine.
» Change: Amendment to an existing HTML Web Engine.

» Remove: Removal of an existing HTML Web Engine.

N T

Web Engine application to change Selection of the instance that is to be amended.
Note: Not available with the Change selection in
the start dialog.

Web Engine application to change Selection of the instance that is to be deleted.
Note: Not available with the Remove selection in
the start dialog.
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N T

Desired version/type Selection of the version from the drop-down list.
Note: Only available for Deploy and Change.

IIS application name Entry of the desired name for the Web Engine
application
This name will be part of the URL under which the
HTML5 web page will later be reached.
Example: https://server
address/<applicationname>

Note: Only available for Deploy and Remove
(display only).

Data directory Folder from which the Web Engine is to read the
exported project data.

Note: The webx file generated by the Web
Engine Compiler must be available in this folder.
When the HTML Web Engine is first accessed, the
first webx file in the file list is loaded. If a webx file
that was loaded by the web engine is amended or
deleted, the Web Engine automatically restarts
and in turn loads the first webx in the folder.

Default folder:
C:\Users\Public\Documents\zenon_Projects\Web

Note: Only available for Deploy and Change.

IIS CERTIFICATE
zenon HTML Web Engine communication is always via a secure (HTTPS, port 443) connection.

In this area, you define whether the Deployment Tool uses a self-signed certificate for communication. If
there is not yet a self-signed certificate, it is created by the Deployment Tool. This certificate is assigned
to the IIS.

Note: A security certificate is a mandatory requirement for communication between the zenon Web
Server and zenon Web Client.

o = R

Use self-signed certificate Activate this option if you want to create a
temporary, self-signed certificate.
This option is offered as a default for the first
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N

Deploy.

Note: This option is mandatory if there is no
certificate present on the IIS.

Use existing certificate Select this option if there is already a valid
configuration.
If there is already a valid configuration, this option
is offered as a default.

Note: Use of an official certificate from a
certification body is recommended.

Possible certification body:
https://www.digicert.com/ssl-certificate-install
ation-microsoft-iis-8.htm

NAVIGATION
Cancel Annule les modifications et ferme la boite de
dialogue.
Back Recule d'un onglet dans le déroulement de
I'assistant.
Next Avance d'un onglet dans le déroulement de
I'assistant.
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10.1.2 Security settings

In this dialog, you configure the security settings for the operation of the HTML Web Engine.

@ zenon Web Engine Deployment Tool

Security options

Web Client Authentication
Runtime Connector host name or IP address

10.43.24.180

Craedentials

® User name and password (recommended)
i) Automatic login
User name

Password

Password (confirm)

Runtime communication

) Cleartext communication

@ Encrypted communication (recommended)

Password

Password (confirm)

Cancel < Back

MNext =

WEB CLIENT AUTHENTICATION

Application version

Runtime Connector host name or IP
address

CREDENTIALS

zenon version of the instance (display only).

Only available for Remove.

Enter the host name or the IP address of the

computer on which the zenon Runtime and the

SCADA Runtime Connector are installed.

Note: Only available for Deploy and Change.

In this area, you define how the authentication of the zenon Web Client is to be carried out.
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N

User name and password Input field for authentication of the zenon Web
(recommended) Client.
The zenon Web Client is authenticated by manual
entry of user name and password.

Note: The user name and password must be
entered in a zenon login screen.

Automatic login Activate this option if you want the web engine to
automatically establish a connection to zenon
Runtime. The given user data is used for
authentication.

Attention: When this option is used, each zenon
Web Client receives a connection to zenon
Runtime.

User name Input field for zenon user name.
Enter the desired user name here.

Password Input field for zenon user password.
Enter the user password here.

Note: Not available if User name and password
has been selected for Web Client Authentication.

Password (confirm) Enter the user password again.

Note: Not available if User name and password
has been selected for Web Client Authentication.

RUNTIME COMMUNICATION

Configuration of communication to the Web Engine.

o =i

Cleartext communication Communication to the web engine is implemented
by means of plain text without encryption.

Encrypted communication Communication to the web engine is encrypted.

(recommended)
Note: The settings for Runtime are configured in

the Startup Tool in Network configuration tab
with the Encrypt Runtime Connector
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N

communication property. The passwords for
Runtime and the HTML Web Engine must
correspond.

Password Input field for password for secure communication.

Enter the user password here.

Password (confirm) Enter the user password again.
NAVIGATION

Cancel Annule les modifications et ferme la boite de
dialogue.

Back Recule d’'un onglet dans le déroulement de
I'assistant.

Next Avance d'un onglet dans le déroulement de
I'assistant.

10.1.3 Validation of the settings

The settings are validated in this dialog. The progress is shown with a green bar during validation.
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The result of the validation is shown in a list.

’E"! zenon Web Engine Deployment Tool

Validation of settings

Level Text
o \alidating started...

Validating application name..,

Validating application pool preconditions...

Validating connector connection..,

The Connector is not available! Please verify the entered hest name/address.

i)
(i)
) |vlicating data directory..
(i)
A
o

Validation completed.

Copy to clipboard

Cancel

< Back

MNext =

Copy the output to the clipboard by clicking on the Copy to clipboard button.
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10.1.4 Progress

In this dialog, you see the progress of the Web Engine Deployments on the IIS.

’E—E zenon Web Engine Deployment Tool

Progress

Die Uater [Defadlt Web Site/FulfilliZyViews\HomeWaitlhalog.cshtml] wird Rinzugetugt.
Die Datei (Default Web Site/Fulfill2\Views\Home\_Dialoglayout.cshtml) wird hinzugefigt.
Die Datei (Default Web Site/Fulfill2\Views\Web.config) wird hinzugefdgt.

Die Datei (Default Web Site/Fulfill 2\Views\_Layout.cshtml) wird hinzugefdgt.

Die Datei (Default Web Site/Fulfill2\Views\_ViewStart.cshtml) wird hinzugefigt.

Die Datei (Default Web Site/Fulfill 2\Web.config) wird hinzugefigt.

ACLs fur den Pfad (Default Web Site/Fulfill2) werden hinzugefigt.

ACLs fur den Pfad (Default Web Site/Fulfill2) werden hinzugefigt.

Bytes copied: 23507245

Objects added: 268

Objects updated: 3

Objects deleted: 0

Errors: 0

Warnings: 0

Parameters changed: 0

Total changes: 271

Creating application pool..

Deployment completed.

Copy to clipboard

Cancel < Back Finish

Copy the output to the clipboard by clicking on the Copy to clipboard button.

Once the procedure has been completed, click on the Finish button to close the Deployment Tool.

11 Engineering in the Editor

The data required by the Web Engine for visualization is created from a zenon standard project. The
zenon Editor must be open for this.

Note: When engineering, please take the supported properties, screen elements and functions of the
HTML Web Engine into consideration.
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CREATE PROJECT

For HTML Web Engine visualization with the zenon web server, create a standard zenon project. You
can also use certain resources from a global project for this.

A Attention

Only the standard screen type can be used as a start screen for the HTML web
engine. Special screen types are not suitable.

11.1 Create, amend and call up an HTML screen

Set up an HTML screen and create a screen-switch function

CREATING A SCREEN OF THE TYPE HTML

Développement

Deux procédures sont disponibles pour créer un écran :
» L'utilisation de la boite de dialogue de création de synoptique
» par lintermédiaire des propriétés de création de synoptique
Ftapes de création du synoptique a l'aide des propriétés si la boite de dialogue de création de
synoptique a été désactiveée dans la barre de menus dans Outils, Paramétres et Utiliser I'assistant:
1. Create a new screen.

To do this, select the New screen command in the tool bar or in the context menu of the
Screens node.

2. Change the properties of the screen:
a) Name the screen in the Nom property.
b) Select HTML in the Type de synoptique property.
c) Select the desired frame in the Gabarit property.
3. Configurez le contenu du synoptique :
a) Sélectionnez I'option de menu Eléments (type de synoptique) dans la barre de menus.

b) Sélectionnez Insérer un modele dans la liste déroulante.
La boite de dialogue de sélection de mises en forme prédéfinies s'affiche a I'ecran. Certains
éléments de contréle sont insérés dans le synoptique a des positions prédéfinies.

C) Supprimez les éléments superflus du synoptique.
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d) Sinécessaire, sélectionnez des éléments supplémentaires dans la liste déroulante Eléments.
Placez-les aux emplacements souhaités sur le synoptique.

4. Create a screen switch function.

HTML SCREEN

Fenéire de navigateur
Typ: STATIC
1D 53505

Insert template Opens the dialog for selecting a template for the screen type.

Templates are shipped together with zenon and can also be
created by the user.

Templates add pre-defined control elements to pre-defined
position in the screen. Elements that are not necessary can also be
removed individually once they have been created. Additional
elements are selected from the drop-down list and placed in the
zenon screen. Elements can be moved on the screen and arranged

individually.
Browser Control elements for the browser.
Browser Window The browser is displayed.
Address field Field for entry of the address (URL).
Home page The start page is called up.
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Control element

Search forward
Search back
Refresh search
Cancel

Search

Search window
Search field
Home

Forward
Search back
Refresh

Stop

Filter

AMEND SCREEN

Go forward.

Go back.

Refresh display.

Stop navigation.

Control elements for the search.

When clicking a link in the Search field, the corresponding page is
shown in the browser. So e.g. in the field Search a navigation bar
or the results of a search engine can be displayed without
changing the contents, when a link is activated.

Display of the search.

Search for address or file.

Back to home in the search area.
Page down in the search area.
Page up in the search area.
Refresh display in search area.
Cancel search action.

Open filterbox.

To amend the screen for use with the HTML Web Engine:

1. Activate the Disponible sur le Web property in the group Général for this screen.

2. Note the options for opening external web pages (a la page 38).
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CREATE SCREEN SWITCHING

Create a screen switch function in order to be able to call up the screen in the Runtime.

Filtrer...
Filtre
Adresses
URL statique Y] Annuler
Variable Aide

Fenétre de navigateur

Fenétre de recherche

Progression

Adresses de recherche  Adresses du navigateur

10 = 10 :

[ Afficher boite de dislogue dans le Runtime

The HTML Web Engine supports the following options:

G memm

Addresses »  URL static
The URL is set as static.

Note: This setting is mandatory.

Browser window Enter the complete URL of the external web page here, including
https://

Example: https://serveraddress

11.1.1 Options for opening external web pages

The opening of external web pages is supported by the HTML Web Engine either by means of an
embedded browser or as a new browser window.

EMBEDDED BROWSER WINDOW:_

To see an embedded browser window that you have entered in the screen switching function from the
URL in Runtime:

» In the Elements [screen type name] menu, select Browser -> Browser window.
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» Draw the frame for the browser window in the screen. The given website (URL) is displayed in
this frame.

Note: The opening of the embedded display (iFrame) only works if the X-Frame options on the remote
server are configured accordingly. In addition, the address of the embedded web page must also be
available for HTTPS via the HTTPS connection between the HTML Web Engine and HTML web client.

NEW BROWSER WINDOW:

To open an external web page in a new browser window:
» Delete the browser window control from the inserted template in the screen.

The external web page is opened in a new browser window if there is no browser window
control element in the screen.

Note: The calling up of several URLs is supported via script. However some browsers prevent tabs
being called up with their pop-up blocker. In such cases, a dialog appears with the URLs that cannot be
called up. These URLs can be opened manually.

11.2 Example: Simple start screen
Check the functionality of the HTML Web Engine with a simple example.

To do this:
1. Create a standard screen.
2. Activate the Disponible sur le Web property in the group Général for this screen.

3. Enter this screen into the project properties in the Apparence graphique group as
Synoptique de départ.

Note: You can define any desired start page for the web with an Autostart script.
4. Add simple elements to the screen, for example a Rectangle, Circle or Static text.
5. Ensure that the current project is set as a start project.

6. Export the project for HTMLS5 visualization.

EXTENSION: AUTHENTICATION WITH LOGIN

In order to be able to exchange data with zenon Runtime, the zenon Web Client must be authenticated
as a user to Runtime. You can read more details about this in the following chapter: Client
authentication for a connection to Runtime (a la page 24).

This is how you expand a project for manual authentication:

1. Add a dynamic element to display a variable value, for example dynamic text or numeric value.

2. Assign this element a variable from the project.
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Note: Variable values can also be used for position or color dynamics of an element.

3. Create a new login screen which you can display in the visualization.
Use the Appel de synoptique function for display.

4. Activate the Disponible sur le Web property in the screen in the Général group.

5. Inthe login screen, add the elements user name, password, login and Cancel.

Utilisateur actuel :

Identifiant utilisateur

Mot de passe

Mot de passe

6. Carry out the HTML export for the current project.

The zenon Web Client now has the possibility to carry out authentication by means of entry of the user
data. If authentication is successful, a connection to zenon Runtime is established. As a result of this,

variable values for HTMLS5 visualization are available, for example.

11.3 Supported functionalities for HTML visualization

For HTML visualization, basic elements, properties and functions are available:

GENERAL

Variables » Display of static and dynamic values.

»  Ecrire valeur prescrite in the HTML Web Engine directly

» Making the element display dynamic with variable values.

For example Visibilité/Clignotement, rotation,

positioning, size adjustment...

»  Limit values for the dynamic aspects of the element

display (such as Couleur de limite, Texte valeur limite)

are fundamentally supported.

» Permanent reading (a la page 60) of variables that
execute a zenon function in the event of limit value

violations.

Attention: Limit value information of reaction matrices is not
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supported!

Archives and variables can also be taken from the Service Grid.

Font types and font lists » Selection and display of any desired font lists that are
available on the system.
Note: Selected font types must be available on both the
project configuration computer and on the zenon Web
Client. The steps must be defined in the local project.

» Display in Normal font style, italic and bold.

» Selection and display of the font in accordance with the
font list.

»  Online switching of the font list.

Note: The first font list of the zenon project is shown when a
session starts

GLOBAL PROJECT

The HTML export takes the use of the following resources from a global project into account:
»  Frames
»  Color Palettes

» Language Files

11.3.1 AML and CEL

The AML and CEL screen types support the following functions for the HTML Web Engine:

ALARMS: ALARM CAUSE REQUIRED

Alarms for limit values can be created with the Cause d'alarme necessaire property activated.
The acknowledgment of these alarms is however not supported by the HTML Web Engine.

LIST DISPLAYS

Lists are subdivided into pages. A footer for navigation is shown under the list.
List entries can be called up by clicking on the symbols. The number of the list entries shown can be
defined by clicking on the drop-down list.
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SORTING IN RUNTIME

Lists in AML and CEL can be shown in sorted form.
To change the sorting of a list, click on the column title.
Clicking switches between:

» Ascending
» Descending

» Standard (as supplied in zenon Runtime)

The behavior of the header, the sorting and the column widths is configured in the zenon Editor in the
project properties.

SORTING OF TEXT

Text is sorted according to natural sorting:

» alphabetic sequence

»  Figures with several digits are seen as a character
Example:

» Alphabetic sorting: 1, 11, 2, 3, 33, 4

» Natural sorting: 1, 2, 3,4, 11, 33

COLUMN LABELING

The Identification and Description externe columns are shown with the labeling Identification and
Resource Label. The language of the texts used in these columns can be switched.

LANGUAGE SWITCHING IN RUNTIME

Language switching is available for the following columns of the AML and CEL:

» Text
» Identification
» Description externe

» Unité de mesure

Note: Language switching is carried out for each cell individually. If switching takes place in Runtime,
the switching to the new language can take a few seconds.
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TIME FORMATS

Date and time in AML and CEL are shown in the localized display of the respective client. In doing so,
the UTC-DateTime is transfered and reformatted on the basis of the settings of the local computer.

You can find further information and examples in the Runtime manual, in the Handling of date and time
chapter.

11.3.1.1 Properties and options

The HTML Web Engine supports the following properties and options for control elements, screen
switching and project properties:

AML AND CEL SCREEN SWITCH FUNCTION:

General Variable filter » Variable name

» Identification

Note: Capitalization is not taken into
account.

Alarm type (AML only) Options:

» Only non-acknowledged
alarms

» Only cleared alarms

» Only current alarms
Note: Other settings are ignored.

Origin of the data Settings are ignored.
Historical data from zenon Runtime is
always used.
Maximum: 65535

Runtime settings Settings are ignored.
The Show list without refresh list is
always used.
The list entries that were present at the
time of the screen switching in zenon
Runtime are shown.

Time Filter Options:
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» No time filter
» Absolute time period

» Relative time period

Settings The Preset option only.
All other settings are ignored.

Column settings Columns »  Alarm condition
(Including display by means of

circle symbol or graphics file.)
» Time received

» Time cleared (AML only)

v

Time acknowledged (AML
only)

Text

Variable name
Value
Measuring unit
User - full name

Computer name

v Vv Vv Vv Vv v Vw9

Comments (AML only)

Note: The set display sequence is
taken into account as follows.

The column labeling can be edited and
the language can be switched.

Table settings Always active:

» Use alternating background
colors

» Display grid
» Sort descending

Note: Color palette switching is
supported for:

» Row color1

» Row color?2
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Equipment Modeling From local and global project.

CONTROL ELEMENTS FOR THE ALARM MESSAGE LIST SCREEN TYPE

En-téte et grille En-téte Montrer I'en-téte: Setting always
active.

Style d'affichage: Setting always
standard.

Couleur de remplissage: provides
background color.

Is also used in the footers in the
web for:

»  Static/fixed color.

» Color palette and
switching of color palettes.

Police is also in the footer in the
web Applied for:

»  Static selection.

»  Switching of font lists.

Couleur du texte is also in the
footer in the web Applied for:

»  Static/fixed color.

» Color palette and
switching of color palettes.

Remplissage Remplissage Couleur du texte is used for:
»  Static/fixed color

» Color palette and
switching of color palettes

Affichage Affichage Is used for:
»  Static selection

»  Switching of font lists
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AML PROJECT PROPERTIES

Property group Supported properties

Liste d'alarmes En-téte liste d'alarmes
Stockage des données d'alarmes not available.
Date/heure d'apparition All.

Date/heure de disparition All.

Date/heure d'acquittement All.

Confirmer acquittement de I'alarme Not available.

Alarms whose acknowledgment has been
confirmed are not shown in the HTML Web
Engine.

Ligne d'état des alarmes not available.

11.3.1.2 Acquittement d'alarmes

Les alarmes peuvent étre sélectionnées et acquittées individuellement. Seules les alarmes pour lesquelles
la proprieté Acquittement obligatoire est activée sont prises en charge.

Dans ce cas, ce qui suit s'applique :

»

L'acquittement des alarmes s'effectue en cliquant sur le bouton Acquitter dans le synoptique de
type Gestion des alarmes.

Sila proprieté Acquittement obligatoire n'est pas activee pour une valeur limite, le bouton
Acquitter du synoptique Gestion des alarmes est désactive.

Le bouton Acquitter tout du synoptique de type Gestion d'alarmes n'est pas pris en charge.

L'acquittement d'une alarme nécessite les autorisation sur fonctions requises pour les
utilisateurs connectés.
Un message d'erreur s'affiche si ces autorisations ne sont pas présentes.

Remarque : Assurez-vous que I'utilisateur dispose de I'autorisation sur fonction Acquitter les
alarmes depuis les synoptiques d'alarmes.

D'autres informations sont disponibles dans le manuel Gestion des utilisateurs, au chapitre
Autorisation sur fonctions.

Indisponible :
» Commentaire requis

P Cause d'alarme necessaire
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Remarque : Ces propriétés permettent de configurer les valeurs limites. L'acquittement des
alarmes nécessitant ces propriétés n'est pas pris en charge dans HTML Web Engine.

11.3.2 Synoptiques, cadres, éléments et symboles

Prise en charge des synoptiques et des cadres, ainsi que des éléments et des symboles dans les

synoptiques.

SYNOPTIQUES ET CADRES

Synoptique/Cadre Prise en charge de :

Cadre

Synoptiques, propriétés
générales :

Synoptique standard

Synoptique Connexion

Synoptique de type AML (a la
page 41)

Synoptique de type CEL (a la
page 41)

Synoptique de type HTML (a
la page 35)

Synoptique de type ETM (a la
page 57)

»

Affichage de cadres rectangulaires dans une position
absolue.

Remarque : Les noms de cadres doivent étre uniques.
lls ne sont pas sensibles a la casse.

Affichage de synoptiques a la taille du cadre lie.

Affichage de la couleur d'arriere-plan et des éléments
graphiques d'arriere-plan.

Exécution d'une fonction de démarrage et de fin pour un
synoptique.

Affichage de ce type de synoptique.
Affichage de ce type de synoptique.

Authentification de I'utilisateur avec les éléments de
spécifiques au type de synoptique Saisir le nom de
I'utilisateur et Saisir le mot de passe ou la commande
Connexion.

Affichage de ce type de synoptique.

Affichage de listes AML dynamiques. Dynamique signifie
que les données affichées sont mises a jour.

Affichage de ce type de synoptique.

Affichage de listes CEL dynamiques. Dynamique signifie
que les données affichées sont mises a jour.

Affichage de ce type de synoptique.

Affichage d'éléments spécifiques au type de synoptique,
par ex. un navigateur Web.

Affichage de ce type de synoptique.

Affichage statique de diagrammes a ligne simples.
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Synoptique/Cadre Prise en charge de :

Statique signifie que les données affichées ne sont pas
mises a jour.

ELEMENTS DE SYNOPTIQUE

ELEMENTS DE SYNOPTIQUE STATIQUES

Les fonctions suivantes sont prises en charge :

Cercle »  Element-specific display options for display, colors and fill
options. Effects are not supported.

»  Display dynamics via variables for coloring and position
dynamics.

» Inverser le gradient de couleur property.
When selecting color gradient for the Remplissage (type)
property, the brightness gradient of the fill pattern is shown
as inverted.

Arc de cercle » Element-specific display options for display, colors and fill
options. Effects are not supported.

» Display dynamics via variables for coloring and position
dynamics.

Quartier de cercle » Element-specific display options for display, colors and fill
options. Effects are not supported.

» Display dynamics via variables for coloring and position
dynamics.

» Inverser le gradient de couleur property.
When selecting color gradient for the Remplissage (type)
property, the brightness gradient of the fill pattern is shown
as inverted.

Ligne » Element-specific display options for display, colors and fill
options. Effects are not supported.

» Display dynamics via variables for coloring and position
dynamics.

Polygone » Element-specific display options for display, colors and fill
options. Effects are not supported.

» Display dynamics via variables for coloring and position

48 | 65



dynamics.

» Inverser le gradient de couleur property.
When selecting color gradient for the Remplissage (type)
property, the brightness gradient of the fill pattern is shown
as inverted.

Ligne brisée » Element-specific display options for display, colors and fill
options. Effects are not supported.

» Display dynamics via variables for coloring and position
dynamics.

Rectangle »  Element-specific display options for display, colors and fill
options. Effects are not supported.

»  Display dynamics via variables for coloring and position
dynamics.

» Inverser le gradient de couleur property.
When selecting color gradient for the Remplissage (type)
property, the brightness gradient of the fill pattern is shown
as inverted.

Texte statique » Element-specific display options for display, colors and fill
options. Effects are not supported.

» Display dynamics via variables for coloring and position
dynamics.

ELEMENTS DE SYNOPTIQUE DYNAMIQUES GENERAUX

Les fonctions suivantes sont prises en charge :

Bouton »  Element-specific display options for display, colors and fill
options. Effects are not supported.

»  Display dynamics via variables for coloring and position
dynamics.

»  Exécution de fonctions du projet local.
Remarque : Le niveau d'utilisateur requis pour |'exécution
de I'action est verifié.

» Propriétés Remplissage (type) et Gradient de couleur :
Gradient de couleur a uniquement un effet si I'option
Dégradé de couleurs est sélectionnée pour la propriéte
Remplissage (type).
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Elément combiné » Element-specific display options for display, colors and fill
options. Effects are not supported.

» Display dynamics via variables for coloring and position
dynamics.

»  Configuration des valeurs limites numériques via la boite
de dialogue standard.

» Commutateur et bouton-poussoir

Pour plus de détails, reportez-vous a la section Elément combiné
(a la page 53).

Texte dynamique »  Element-specific display options for display, colors and fill
options. Effects are not supported.

»  Display dynamics via variables for coloring and position
dynamics.

»  Affichage d'informations concernant les variables : valeur
de la variable, Nom, ldentification, Description
externe, Unité de mesure et Texte valeur limite sont
possibles.

»  Ecriture de valeur prescrite dans une boite de dialogue.

»  Ecriture de valeur prescrite via un élément.
Pour plus de détails, reportez-vous a la section Ecriture de
valeur prescrite (a la page 56).

» Remarque : Le niveau d'utilisateur requis pour I'exécution
de I'action Ecrire valeur prescrite est vérifié.

Valeur numérique » Element-specific display options for display, colors and fill
options. Effects are not supported.

» Display dynamics via variables for coloring and position
dynamics.

»  Ecriture de valeur prescrite dans une boite de dialogue en
tenant compte des limites de point de consigne statiques.
Remarque : Le niveau d'utilisateur requis pour I'exécution
de l'action est vérifie.

GROUPES D'ELEMENTS ET SYMBOLES

Fonctionnalités Prise en charge de :

Groupe d'éléments » Affichage de groupes d'éléments.
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Fonctionnalités Prise en charge de :

» Les éléments contenus sont affichés conformément a leur
configuration et aux propriétés prises en charge.

Symbole liés » Affichage de symboles liés.

» Prise en charge de la fonction Remplacer les liens
lorsqu’elle est utilisée dans un synoptique.
Les entrées résultantes doivent renvoyer a des ressources
dans le projet local.

» Les éléments contenus sont affichés conformément a leur
configuration et aux propriétés prises en charge.

Propriétés des symboles »  Propriétés des symboles autorisées pour toutes les
proprietes prises en charge par Web HTML Engine. Ceci
inclut toutes les propriétés de zenon associées aux
éléments pris en charge par HTML Web Engine.

Les propriétés non prises en charge génerent un message
d'erreur lors de la compilation (a la page 62).

11.3.2.1 Screens of type Extended Trend

The Extended Trend screen type supports the following functionalities for the HTML Web Engine:

OPTIONS WITH THE SCREEN SWITCH FUNCTION

Data Origin of the data Option:
Archive data

Options The Options settings are not supported for
the HTML Web Engine.

Curves Display of simple curves without further
options.
Display Diagram name Display of the diagram name, as configured
Refresh Options in the Refresh properties group are

not supported.

Design Options in the Design properties group are
not supported.
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A pre-defined display is shown.

Runtime The display of this dialog is not supported in
the HTML Web Engine.

Filtering is not possible.

X-Axis X-Axis Option:
»  Only YT display

Note: XY display is not supported.

Time Filter The following are supported:
» Absolute time period

» Relative time period
All other time filters are not supported.

Attention: Screen switching with invalid
time configurations are not available in the
HTML Web Engine. Buttons with
corresponding calls are deactivated.

Lots The settings of the Lots tab are not
supported for the HTML Web Engine.

Column settings The settings of the Column settings tab are
not supported for the HTML Web Engine.

Printer properties The settings of the Printer settings tab are
not supported for the HTML Web Engine.

DIAGRAM CONTROL ELEMENT

Darstellung The configuration of the display is not
supported for the HTML Web Engine. The
action is defined and fixed.

Linien The configuration of the lines is not
supported for the HTML Web Engine. The
action is defined and fixed.

Fillung The configuration of fills is not supported for
the HTML Web Engine. The action is defined
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and fixed.

11.3.2.1.1 Data aggregation

Data is aggregated under certain conditions for display in the extended trend. The speed of the display
via the HTML Web Engine is thus sped up so that it corresponds to that of zenon Runtime.

Procedure:

»  The maximum number of variables to be displayed is determined by the width of the template
(in pixels) on which the screen is based.

» There is no aggregation if, during an archive query, fewer variables are returned than pixels are
present.

» If the number of the archive variables exceeds the column width, average values are generated.
To do this, the time axis is divided into time ranges.
The archive values that are transferred by Runtime are arranged into the respective time
ranges. The average value within a time range is calculated using the archive values. If there is
no archived value within a time range, this tie range is deleted.
Note: The generation of the average values is not just carried out for numeric values, but also
binary variables.

»  Unnecessary variables continue to not be taken into account, because these are not required

for the current display. This reduces background calculations, saves computer processing power
and speeds up the switching time.

This happens regardless of the number of archive values and the average value calculation.

To do this, 3 archived values of a variable that are consecutive in terms of time are analyzed. If
all 3 variables have the same value, the average variable is removed.

If, for example, a recorded archive variable has the same value over the queried time period,
only 2 variables (start and end) are displayed.

Note: When generating average values, the trend line is generally shown differently to with raw values.

11.3.2.2 Combined element

The combined element supports the following in the HTML web engine:

Point de référence

Parameétres bitmap

53 | 65



Clignotement Not supported:
» Reprendre le clignotement de toutes les

variables

Affichage Not supported:

» Groupe de styles

» 3D

» Visualiser I'état de la variable principale
» Visualiser I'état avec le carré

» Type d'affichage

» Configuration et test

» Appliquer les propriétés projet pour

"verrouillé"

Remplissage Not supported:

» Style de remplissage

Position
Commutateur The element switches the value of a bit variable.
Visibilité Not supported:
» Verrouillage
Ecrire valeur prescrite Numeric values via write set value dialog and
function.
The linked function is executed as in the zenon
Runtime only after closing the dialog to write a set
value. Closing is carried out through successful
writing by clicking on OK or by canceling.
Ecrire valeur prescrite/Valeur binaire The Remise a 0 en quittant property is always

active.
Not supported:

» Garder I'état appuyé
» Réaction immédiate

» Durée de maintien [ms]

Ecrire valeur prescrite/Valeur numérique  Only the Standard dialog setting is supported for
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Ecrire valeur prescrite/Définir les valeurs
limites statiques

Bouton-poussoir and Bouton-poussoir
MARCHE

Texte

Textes chainés

Variable/fonction

Status selection via variable status and text
dynamization:

the Ecrire valeur prescrite par property.
Not supported:

» Sans dialogue
» Programme externe
» Utiliser le synoptique clavier

» Synoptique clavier

The Remise a 0 en quittant property is always
activated and also cannot be deactivated.

Not supported:

» Style de texte

Not supported:

» Parameétre pour la substitution
» Appliquer depuis I'écran d'appel

» Exécution sur appui

Selection of status based on appropriate variable
status, in addition to variable value:

Display of status text:

» Couleur de texte dynamique
» Text when pressed
» Transparent

» Placeholder is case sensitive:
%n (Variable name)
%l (Variable 1D)
%v (Variable value)
%u (Unit
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11.3.2.3 Write set value

For the Dynamic Text and Numeric value elements, the Standard dialog or Element values are available

for the Ecrire valeur prescrite par property.

WRITE SET VALUE VIA ELEMENT.

In Runtime, the input function is activated when an element is clicked. If a text or a default text is
available, this will be preselected. On mobile devices, the keyboard will be displayed after activation.
Achtung: When using iOS, the element must be selected again in order to display the keyboard.

DIFFERENCES BETWEEN ZENON RUNTIME AND HTML WEB ENGINE

zenon Runtime and HTML Web Engine are displayed differently:

Default in Editor for zenon Runtime HTML Web Engine
Write set value via element

Defaults: No value is shown.

»  Dynamic text and String type
variable

» Proposer la valeur courante:
activated

Defaults: No value is shown.

»  Dynamic text and String type
variable

» Proposer la valeur courante:
deactivated

» Texte valeur prescrite: Text

available
Defaults: The current variable value is
»  Dynamic text and String type shown.
variable
» Proposer la valeur courante:
deactivated
» Valeur prescrite: contains value
Defaults: When entering the value,

the letter defined for

» Saisie masquée: activated o , _
generic input in the Editor

The current value is
shown and selected.

The set value text is
shown and selected.

The entered set value is
shown.

When entering the
value, the standard
character for generic
input is shown in a text
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Default in Editor for zenon Runtime HTML Web Engine
Write set value via element

11.3.3 Functions

Functions and scripts

is shown in a text field. field: Dot or star.

Appel de synoptique

Fermer le gabarit

Ecrire/modifier valeur
prescrite

Changement de langue
Changer de palette

Script : exécuter

Déconnexion

Lire un fichier audio
Son beep : début

Son beep : fin

»

»

Calling screens of the local project.

Support for replace linking, whereby resulting entries must
refer to resources in the local project.

Closing of frames with the given frame name.

Direct writing of pre-defined variable values.

Online switching of language file and font list.
Online switching of the color palette for graphic display.

Execution of functions of the local project. Non-supported
functions are excluded from execution.

Logging a user out of a zenon Web Client session and
disconnecting from zenon Runtime

The zenon Web Client session is continued in offline mode
Plays an audio file (a la page 59).
Starts a continuous tone (a la page 59).

Stops a continuous tone (a la page 59).

11.3.3.1 Automatic script call when starting a zenon Web Client session

A script can be called up automatically when starting an HTML web client session. A special start page

can thus be prescribed for the web application, for example.

The following script name is reserved for the script: AUTOSTART_HTML_WEBCLIENT
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Engineering in the Editor m

Zenon

Note: This script is executed whenever a session of an HTML web client starts. The name of the script
must not be changed.

11.3.3.2 Individual script call by means of URL expansion when starting a

zenon Web Client session

The HTML Web Engine allows the individual execution of zenon functions as part of a session start for
an HTML web client. The function is executed by a script that is started using the Script : exécuter
function. The name of the desired start function is transferred in the URL for the call to the web page
with the startfunction argument. The function for the execution of the script must be explicitly approved
for call-up as a URL start function.

Note: All settings that are required for the use of the URL start function must be set in the project at the
time of compilation for the web.

Process for the application of the functionality:

1.

The web page is called up with the additional  startfunction argument for the call of the
desired Script : exécuter function:
The call is made using the function name.

If the function for the use as a URL start function has been approved, the assigned script is
executed. The execution of the script is carried out individually for this HTML web client session.
If the addressed function does not exist or has not been unlocked, a standard web page call is
made. The session is then set up according to the call without startfunction argument.

HTML Web Client

zenon Project settings

SCADA Web Engine

https://serveraddress/applicationname?startfunction=myScriptExecute

»Startfunction” argument
in URL submits the desired
start function name

zenon Standard Function ,Script: Execute”

triggers script execution, .
myScriptExecute gg ip > myScript e
/ Execution: ;
. . subsequent functions
v URL start function for web % )
Function name: Consider allowed e e.g. Screen switch
characters for use in web L Y J Language switch

Palette switch
wScript: Execute” function has to be enabled

for usage as URL start function for web

Note: This screenshot is only available in English.

The following limitations are applicable for naming the function name in the web:
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Alphanumeric characters (0-9, a-z, A-Z)  Umlauts
$- .+1*' (), ASCI| control characters (0x00-0x1F;0x7F)
Reserved characters (& /:;? @)

Unclear characters (such as spacesand "' < > # % {
FINA~ D)

11.3.4 Play audio signal or continuous tone

Audio signals and continuous tones can be played in the HTML Web Engine.

» Audio signal: An audio file is played once.
Use the Lire un fichier audio function to start it.

» Continuous tone: An audio file is played continuously.
The Son beep : début function is used to start it and the Son beep : fin function is used to
stop it.

A Attention

Audio files must be available as *.wav files.

These are not supported for:
»  Safari browser

» iPad

EXECUTE FUNCTIONS

The functions for playing audio signals or for starting and stopping a continuous tone can be executed
by

P the button linked to the function
» acallin ascript that is linked to a button

» alimit value that calls the respective function in the event of a violation

RULES

The following rules apply for playing audio signals and continuous tones in the HTML Web Engine:
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»  Only one audio file can be played at a time.
Starting an audio signal or a continuous tone may interrupt a different audio file that is already
playing.

» Playback length:
» Audio signal: The audio file determines the length of the audio signal.

» Continuous tone: The call of the Son beep : début and Son beep : fin functions
determines the length of the tone.

»  Several functions can be created and called for different audio signals and continuous tones.
To do this, each one must be linked to a separate button.

» If several audio files are gathered in a script, only the last audio file will be played.

»  Switching between screens does not interrupt the playing of an audio file.

11.3.5 Variables

The following variables are assigned in the HTML Web Engine:

» All variables of the current screen.

When switching screens, the variables of the previous screen are unadvised and the variables of
the new screen are advised.

P  Variables continuellement surveillées:

Variables that call a function when their value is changed. They remain permanently assigned.
For these, the following applies:

P The variable must have at least one limit value.

» Atleast one limit value has a linked function that is supported by the HTML Web Engine.

A Attention

Variables continuellement surveillées are not identical with the variables for
which the Variable lue en permanence property was activated in the zenon.

In zenon, this property causes the variable to be assigned to the driver and all
changes on the PLC are always reported to the zenon.

In the HTML Web Engine, a decision is made automatically whether a variable
must be continuously read by Runtime. For example, if an audio signal is to be
played automatically in the event of a limit value violation.

BEHAVIOR OF PERMANENTLY MONITORED VARIABLES

To keep the number of connections for reading Variables continuellement surveillées to a minimum,
variables behave as follows:
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»  All variables of the screen are linked by each individual HTML Web Engine session.

»  All Variables continuellement surveillées are only linked once, and all HTML Web Engine
sessions use this same link. This ensures that changes to Variables continuellement surveillées
values need not be transferred individually for each session.

Note:

»  Variables continuellement surveillées are linked independently of the variables of the current
screen.
In this way, variables can be double-linked. This has no effect at the current time. Because
changes to Variables continuellement surveillées values only cause the function to be called in
the event of a limit value violation. This does not occur for changes made to the values of
screen variables.

»  Switching between different screens causes the variables of the previous screen to be
unadvised and those of the new screen to be linked. Variables continuellement surveillées are
not affected by this.

INITIAL LINK

The initial link of Variables continuellement surveillées is established by the user who initially sets up an
HTML Web Engine session.  This link is maintained until all HTML Web Engine sessions that use this link
are closed. That means: HTML Web Engine sessions added subsequently can continue to use Variables
continuellement surveillées even if the user for whose HTML Web Engine session the link to Variables
continuellement surveillées was set up has already logged out.

DISCONNECTION AND RECONNECTION:
In the event of disconnection, all variables are unadvised in all HTML Web Engine sessions.

If the connection is reestablished, Variables continuellement surveillées is not available until the user has
logged on again.

FUNCTION CALL DUE TO LIMIT VALUE VIOLATION

The HTML Web Engine checks for Variables continuellement surveillées whether the limit value for this
variable has been violated. If a limit value violation is found, the function saved in the limit value is
executed.

In doing so, the following applies:

» The function is executed regardless of whether the variable is available in the screen.
»  The function is executed for all logged in users.

»  The function must be supported by the HTML Web Engine.
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» If two limit values have the same value, then there is no rule for which one will be executed.
The sequence must be taken into account when using the Web Engine Compiler.

Definition of limit value violation for the HTML Web Engine:

» The Limite active property must be active for the variable.

» The following applies if the Minimum/Maximum property has been configured as Maximum:
» The limit values are sorted in descending order.
»  The first limit value that is less or equal to the current variable value is used.
» The value for Valeur limite must be greater than the existing variable value.

» The following applies if the Minimum/Maximum property has been configured as Minimum:
» The limit values are sorted in ascending order.
»  The first limit value that is greater or equal to the current variable value is used.

» The Valeur limite value must be less than the existing variable value.

12 Compiler le projet pour le Web

Avec Web Engine Compiler, les données requises par HTML Web Engine pour fournir des contenus
HTML5 a zenon Web Client sont fournies depuis un projet zenon. Lors de la traduction de ces données
de projet, le compileur Web Engine Compiler vérifie le contenu du projet et fournit des informations
concernant les fonctions ou propriétés non prises en charge. A l'issue du processus de traduction, un
fichier est créé et fourni a HTML Web Engine.

Pour ouvrir le compileur Web Engine :
1. Cliquez sur Options, dans la barre de menus d'Editor.
2. Cliquez sur Compiler le projet pour le Web....

La boite de dialogue de compilation du projet s'affiche a I'écran.
Remarque : Cette boite de dialogue est uniqguement disponible en anglais.
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BOITE DE DIALOGUE DU COMPILEUR DE HTML WEB ENGINE.

<

Web Engine Compiler

Compile project for Web Engine

Please select the target directory for the Web Engine data file

Ch\Users\Public\Documents'zenon_Projects\Web

Open folder in File Explorer

Progress

INFOO0004:
INFOO0015:
INFOO0027:
INFOO0004:
INFO00028:
INFC00003:
INFOO0004:
INFCO0005:
INFOO0016:
INFOO0004:
INFOO0017:
INFCO0010:
INFOO0004:
INFOO0011:
INFOO0012:
INFOO0004:
INFCO00013:
INFCO0006:
INFOO0004:
INFCO0007:

T ST T T S T O T T

Current project "WEB_ENGINE_SAMPLE'
Compiling variable definitions completed.
Compiling variable type definitions...
Current project "WEB_ENGINE_SAMPLE'

Compiling variable type definitions completed.

Compiling screens...

Current project "WEB_ENGINE_SAMPLE'
Compiling screens completed.
Campiling frames...

Current project "WEB_ENGINE_SAMPLE'
Compiling frames completed.
Compiling functions...

Current project "WEB_ENGINE_SAMPLE'
Compiling functions completed.
Compiling scripts...

Current project "WEB_ENGINE_SAMPLE'
Compiling scripts completed.
Compiling color palettes...

Current project "WEB_ENGINE_SAMPLE'
Compiling color palettes completed.

Compiled with 0 fatal error{s), 0 error(s), 0 warning(s)

‘ Copy to clipboard H Open Web Engine Compiler LOG file

_oEN

‘ Start compilation H Close

o =i

Please select the target directory for the Sélectionnez ici le répertoire d'enregistrement du

Web Engine data file

Open folder in File Explorer

Progress

Copy to clipboard

Open Web Engine Compiler LOG file

fichier HTML Web Engine. Cliquez sur le bouton ...

pour ouvrir une boite de dialogue permettant de

sélectionner un dossier.

Ouvre le dossier sélectionné dans I'Explorateur

Windows.

Affiche les messages d'avertissement, les messages
d'erreur et les informations pendant la compilation.

Copie le contenu de la fenétre de sortie Progress

vers le presse-papiers.

Ouvre le fichier journal de Web Engine Compiler.
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N

Celui-ci contient les messages de la fenétre de
sortie Progress.

Start compilation Démarre le processus de compilation.

Close

Ferme Web Engine Compiler..

13 Traitement d'une session HTML Web Engine

La visualisation HTML est disponible apres la compilation réussie des données de projet.
Pour appeler la page Web :

1.

Ouvrez un navigateur Web compatible HTML 5.
La liste des navigateurs Web recommandés figure au chapitre Configuration systeme requise (a
la page 13).

Saisissez I'URL du site Web dans la barre d’adresse du navigateur Web utilisé pour la
visualisation HTMLS : https://AdresseServeur/<NomApplication>.

Le contenu HTML 5 est fourni automatiquement. Dans ce cas, une session distincte est créée et
gérée pour chaque instance de zenon Web Client. Les données de Runtime issues du Runtime
de zenon sont disponibles dés que vous étes authentifié en tant qu'utilisateur. Pour plus
d'informations a ce sujet, reportez-vous au chapitre Authentification de clients pour
I'établissement d'une connexion au Runtime (a la page 24).

Des la fermeture de la page Web, la session de HTML Web Engine et la connexion au Runtime
de zenon sont automatiquement fermées.

Remarque : La page Web est fermée lors de la fermeture du navigateur Web, l'onglet correspondant
est fermé, la vue est actualisée ou I'URL est saisie une nouvelle fois (entre autres).

14 System diagnosis and troubleshooting

If there are problems during a system start or during operation, error messages that provide information
on the possible cause of the problem are given in the HTML web client. The logging stage of the error
messages depends on how the HTML5 web page is called up:

»

Local web browser: You receive detailed messages.
To do this, the web browser must be on the same computer (with the same IP address) on
which the Web Engine is being operated.
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» Remote browser: General messages.
This is applicable when being called up from a different device and/or a different IP address.
CHECKLISTS

FOR ERROR-FREE SYSTEM OPERATION

The following checks are recommended for general checking of the system configuration:

»

HTML Web Engine has been installed on the IIS. The web engine deployment was carried out
without any errors. The web server is in operation.

Visualization data is generated with the Web Engine Compiler. There are no errors during the
compilation process. The resultant data of the Web Engine Compilers is ready for access by the
Web Engine.

Note: The occurrence of warnings does not influence the ability of the HTML Web Engine to

run in principle. However, there can be limitations to the configured functionality depending on
the type of warning

The versions of Web Engine Compiler and HTML Web Engine are identical.
Note: The data created by the Web Engine Compiler can only be interpreted correctly by the
HTML Web Engine (web application) with the same version number.

FOR THE TRANSFER OF PROCESS DATA

Please note when transferring process data:

»

zenon Runtime and SCADA Runtime Connector have been started. The SCADA Runtime
Connector can be contacted via the network.

Note: The processes for zenon Runtime and SCADA Runtime Connector must run in the same
user context.

The Users who need to be authenticated must be available in zenon Runtime.
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