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1 Welcome to COPA-DATA help

ZENON VIDEO TUTORIALS

You can find practical examples for project configuration with zenon in our YouTube channel
(https://www.copadata.com/tutorial_menu). The tutorials are grouped according to topics and give an
initial insight into working with different zenon modules. All tutorials are available in English.

GENERAL HELP

If you cannot find any information you require in this help chapter or can think of anything that you
would like added, please send an email to documentation@copadata.com.

PROJECT SUPPORT

You can receive support for any real project you may have from our customer service team, which
you can contact via email at support@copadata.com.

LICENSES AND MODULES

If you find that you need other modules or licenses, our staff will be happy to help you. Email
sales@copadata.com.

2 S7 - Optimized Communication

The instructions describe the necessary project configuration steps in order for zenon to achieve
optimized communication with an existing S7-1500 station.

The following steps are necessary:
» Configure PC station in the TIA project (on page 5)
» Configure connection (on page 7)

»  Configure Simatic PC station by import (on page 8)
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»  Setup the connection in zenon (on page 11)
»  Optional: Set up password protection (on page 18)
»  Optional: Redundant structure (on page 20)

REQUIREMENTS
The following is required for these instructions:

Siemens software:

»  TIA Portal (Step 7) Version 13 SP1 or higher
»  SIMATIC NET Softnet-IE  Version 12 SP2 or higher lean

Siemens hardware:

P S7-1200 series CPU from version 4
or
S7-1500 series CPU

A complete PLC project should be present in the TIA portal. In this example, we are referring to an
S7-1511.

3 Configure PC station in the TIA project

To add a PC station in the TIA project:
1. Add a PC station from the Hardware catalog.
2. Add an Ethernet card IE_Allgemein tO Index 2.
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3. Add the OPC server to Index 3. Ensure that the version of the firmware matches the SIMATIC
NET Sofnet-IE version.

Caution: In order for optimized communication to be supported, the firmware version of
the OPC server must be V12.0.0 or higher.

4. You can, as an option, generate an XDB file. This makes it easier to set up the Simatic PC

e
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| Amopersies  [Winfo | % Disgnestics | H
General | 10 tagy | Syvtem constams | Texe v | Informatien 3
SAWTC I Sranen oo )
Gerarat X08 contigueston
08 combimion Location of the XD confiquiation fike
[ 5T et ks exmmple the SR NETIC vokane )
9 Gerarace xD8 w1 SAMIC K 1wsen
8 S g | 7 e
Ancene.  [SRNSKE KA
nen °
po—
S K stsen

SETTING THE HARDWARE PARAMETERS

To set the hardware parameters:

1. Enter the name of the PC station.

Note: If the name is identical to the PC name, activate the Computer Name Identical to
PC station name option.

I E—

° ;
<In 3| [100% ] —§— @& < M 5
| Proporties  [Minfo | % Diagnestics

| General | 10tags | Systemconstants | Texts |
= SIMATIC PC Staticm [
Genenl
XDB confguration

Generl

Hame: [TestPC
B compuanr name idertical 1o PC staton name
TesthC
athor: | Morkus W
Comment: e
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Configure connection ﬂ

Zzenon

2. Setthe IP address of the network card.
You can also configure information for a router.

/

MATIC PC-Staticn

192 . 168 . 250 . 136)
| 255 . 255 . 255 . 0|

es2: | 152 . 158 . 250 1

3. Configure the OPC Tags.
The Tags can be selected individually and given write and read rights, or access to all tags

can be activated.
#me [ e B &4 ar 2 [Deviceoverdew |

= Gererl
‘Catalog information
oF
DF maszer class 2

FOL
" orcus

OFCalarms.
0#C alams mapping table
7 UAredundancy

ISQTCP

SHMP

PROFINET IO

4 Configure connection

The connections are configured in the TIA in the Device & Network overview:
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1. Select an S7 connection as the connection type.

2. Use Drag&Drop to create a connection from the IE/PN interface to the OPC Server of the PC
station.

| Topology view |dh Networkview |If Device view ||/
4 [ Newworkovendd « | »
= B Devier
* STISO0ET200..
» R {
* TestPC
b IE Allgemei
OFC Server_1
¢ = 3] [100% ] —¢— @ ([m
E [infe [ % Di
General | 10 tags | System constants | Texts |
General
¥ DBomain management EEos
Overview isexl heonous mode
Name: |PHAE_1
57 subnetID: | 764F
=] wes that are

3. Compile the project.

An XDB file is created in the definable subfolder of the project folder of the TIA project.
The Simatic PC station can be configured by import with this file.

5 Configure Simatic PC station

To configure the station by means of import:
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Configure Simatic PC station

1.

Select, in the Station Configuration Editor, the Import Station interface.

r ———

Components | Diagnosticsl Configuration Infol

Station:  [TestPC Mode: RUN_P

Index | Mame | Type | Ring | Statuz | Fun/Stop | Conn | -

;
e ' | | | | |

Edi.. | Dekte.. | RingON |

Import Station ... | Dizable Station |
Help |

The IP address must match that of the station.

Zenon
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Configure Simatic PC station

Zenon

2. Accept the configuration by clicking on OK.

Index I Mame | Tup | Statusl Fehler I -

% IE &llgemein_1  |E Allgemein
B OPC Server_1  OPC Server

Der <DB-Import kann durchgefiihrt werden. Die Kaonfiguration ist der Liste oben 2w
entnehmen.

™ Im Offline Modus arbeiten [Ein Download auf disse Station ist dann nicht miglich)

oK. | Abbrechen | Hire |

L 4

The PC station is confiiured.

Komponenten | Diagnosel Konfigurationsinfol

Station: |Test-PE Betriebzar:  [RUM_P
Index | Mame | Tup | Klingeln | Status | Fun/Stop | Web | -
1
2 JF IE Allgemein 1 IE Algemein B (V]
3 B OPC Server_1 OPC Server @ (V] ﬁj
4
5
g
7
g
|
10
1
12
13
14
15
18
17 v
Ein neuer Diagnoseeintrag ist eingegangen |
Hinzufiigen... | Bearbeiten... | Lazchen... | Klingeln EIM |
Stationsname... | Station importieren...l Station speren |

0K | Hilfe |

[

Note: Alternatively, the PC station can also be configured online using the TIA portal.
Requirement: The station must be contactable.

The IE module (Index 2), for example, can thus be set up so that the station is available via Ethernet.
The station can then be downloaded using the download function in the TIA portal.
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Set up the connection in zenon u
Zenon

LOAD PROJECT CONFIGURATION INTO THE PLC

The connection configuration must now be loaded into the Simatic PLC:
1. Load the compiled program onto the CPU of the Simatic PLC.
2. Follow the instructions of the TIA portal.
3. Restart the PLC if required.

¥ |nformation

Changes to the database must also be transferred to the respective PC stations.

6 Set up the connection in zenon

To set up the connection in zenon:
1. Create a new driver.

2. Inthe Siemens category, select the S7-optimized communication SN.

Available drivers

B IEC-62056-21 Driver

-8 integra driver

-8} PC Adapter - Vipa Green Cable
- PCS807 Profibus OP driver
-} PCS812 57 connection

- EIR} 55H1 driver

B8} 55 TCP-IP driver

B8} 57 driver for 57-200

-8} 57 driver Softnet based

-} 57 MPI for Siemens CE terminals
=157~ optimized communication SN
- EIE} 57 TCP-IP driver

B8 Sidimat ¥ Decos

B8} Siemens 55 PD driver

-8 Siemens Sigmasys driver

B0 Cirnmdimem Aricime

Driver name

57- optimized communication SM

Driver information

Description: ~
Driver for the optimized block communication to the 57 PLCs of the serie 1200 and 1500 using
Simatic Met Softnet IE

Supported PLC types:
57-1500; 57-1200 with Firmware =V4;

Supported connection types:
Ethernet

Supported communication protocols:
OPC-UA

11| 20



Set up the connection in zenon

3.

4.

5.

Click on the OK button. The dialog for the configuration of the driver is opened.

[T] Keep update list in memory

[7] Varable image remanent
[T Stopped on Standby-Server

[¥] Update time global
Global updatetime in ms:
1000

Priority —
nomal: 1000 ms
high 500 Jme
higher: rn\:
highest: [100 .ms

Set the Global updatetime

option to 700 ms.

[T] Keep update list in memory

[7] Varable image remanent

[T Stopped on Standby-Server
[¥] Update time global

Global updatetime in ms:

100

Priority
nomal: 1000 ms
high 500 Jme
higher: rn\:
highest: [100 .ms

Switch to tab Connections.

Zenon
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Set up the connection in zenon

6. Click on New to configure a new connection.

Create new server configuratio

Commuriication settings | Advanced settings | Certificates

Discovery service

Discovery LURL

Server information

Server name

Server URL

User authentication

Username

Password

Security settings
Security policy

[None

Message security mode

[None

Error message
Mo discovery URL given

[ el ]| ot

]

Zenon
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7. For the Discovery URL option, enter the address opc.tcp.//IP-Adresse:4850.

As an IP address, select the address of the computer on which SIMATIC NET has been

installed.
192.7168.250.136 in this example.

The port number 4850 is the default value of the OPC UA server in Simatic NET.

!
oo

Communication settings |Advanoed settings I Cerﬁﬁmhes|

Discovery service

Discovery LURL

opc. tep: /192, 168, 250, 136:4350

Server information

Server name

Server URL

User authentication

Username

Password

Security settings

Security policy

[None

Message security mode

[None

Error message
Mo server URL given

8. Switch to the Server URL option.
9. Click on the ... button
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Set up the connection in zenon ﬂ
Zenon

The server information is read. If the PC can be contacted using naming resolution, this
setting can be accepted as it is.

P —

Create new server configuratiol

Commuriication settings | Advanced settings | Certificates

Discovery service

Discovery LURL
opc.tep://192. 168, 250, 136:4850

Server information

Server name
OPC.SimaticMET. 570PT

Server URL
opc. tep: ffTest-PC:4850

User authentication

Username

Password

Security settings

Security policy
(None 7

Message security mode
[Nme

Error message

OK ] [ Cancel ] | Apply | | Help
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If the server cannot be contacted using naming resolution (pinging the server name does not
get a response), the IP address can also be used as an alternative.

-
Create new server conﬁgu.raﬁ_

Communication settings |Advanoed settings I Cerﬁﬁmhes|

Discovery service

Discovery LURL
opc.tep://192. 168, 250, 136:4850]

Server information

Server name
OPC.SimaticMET. 570PT

Server URL
opc.tep://192. 168, 250, 136:4850

User authentication

Username

Password

Security settings

Security policy
[None w7 ]

Message security mode

[None

Error message

]

Apply

10. Click on OK to accept the settings.
The dialog is closed.
11. Click on OK in the driver dialog.

The dialog is closed.

IMPORT VARIABLES

The variables can now be imported:

1. Right-click on the driver.
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Set up the connection in zenon

3.

Select Import variables from driver.

R4
® Q)
i
IC}
&
gw
<€
)
i
@)

% 81 User administration

®

Logc (EC 61131-3)

®

Programming intefaces

Production & Facilty Sched..

Driver for internal variables |
Driver for mathematics variables |
Driver for system variables

New driver...
Exchange driver...

Driver configuration...

Import variables from driver...

Create/edit simulation project
Delete simulation project

Delete
Remove all filters

Edit selected cell

Replace text in selected column...

Properties
Help

SYM: STIS00ET200MP station_1.PLC_1 Clock_0.625Hz Boakean
SYM. STIS00E T 200MP station_1.PLC_1 Clock_1.25Hz Bookan
SYM. STISO0E T 200MP station_1.PLC_1 Clock_1Hz Boolan
S'YM: ST1S00E T200MP station_1.PLC_1 Clock_25Hz Boolean
M 5715006 T 200MP stalion_1.PLE_1.Clock_Hz Bookean
SYM. STISO0ET200MP stalion_1. PLC_1 Clock_SHz Bookan
SYM: STISO0E T 200MP station_1.PLC_1 Clock_Byte Byte

S'YM: STIS00ET200MP station_1.PLC_1 DataBlockl END.CHA.. UIn1E
SYM: S71S00ET200MP station_1.PLC_1.DataBlockl ENDEND... UIn1E
5YM: ST1S00ET200MP station_1. PLC_1 DataBlockd ENDFIL.. Ulrt1E
SYM: ST1S00ET200MP station 1 PLC_1 DataBlockl ENDLEN.. Ulrt1E
SYM: STIS00ET200MP station_1.PLC_1 DataBlockl ENDLEN.., UInt1E
SYM:.S71S00ET200MP station_1.PLC_1.DataBlockl END MAL.. UInt1E
5YM: ST1S00ET200MP station_1.PLC_1 DataBlock ENDMS..  Ulrt1E
SYM: ST1S00ET200MP station_1 PLC_1 DataBlock1 ENDN Ulrk1E
SYM: STIS00ET200MP station 1. PLC_1.DataBilock] END ROV, UlntlE

X1

Address / | Tiee

Amend the list to your requirements with filtering.

4. Highlight the desired variables.

5.

Click on the Add button.

Zenon
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Note on password-protected communication ﬂ
Zenon

The variables are selected for import.

| | 5YM. STISO0ET200MP station_1 PLC_1 DiataBlockd MAX_LENGTH Ini32 |Ii
| | 5YM. STISO0ET200MP station_1 PLE_1 DataBlockd NEW Backesn
SYM: 5715006 T200MP station_ 1. PLC_1 DistaBlock4 WRITEACCESS Bookan
M 5715006 T 200MP stalion_1.PLE_1.DakaflockS Diei Ini16
SYM. 5715006 T 200MP saion_1 PLE_1.DataBlockS Eins Backesn
M 5715006 T 200MP staion_ 1 PLE_1.DiskaBlockS Eins_4 Int32
SYM: 5715006 T200MP station_1 PLC_1,DistaBlockS MyDBRieal Flaat

S7M:ST1S00ET 200MP station_1.PLC_1.DataBlockS MysecondStuc. DSFist ltem]  Bypte
5YM:.5T1S00ET 200MF station_1. PLC_1.DataBlockS MysecondStuc. DSFustllemZ  Boolean

SYM: STIS00E T 200MP shation_1 PLE_1 DitaBlocks Mysting Suing

SYM. STIS00€ T200MP station_1.PLC_1.DistaBlocks Mystruc StDrei Int32

SYM: STI500E T200MP stalion_1.PLC_1.DataBlocks Mystruc StEins Bookean

SYM: STIS00ET200MP stalion_1.PLC_1.DataBlocks Mystruc Sivise Shing E
SYM: STIS00E T 200MP shation_1. PLC_1 DiataBlockS Mystiue S@wei Byte

SYM. STIS00E T200MP station_1 PLC_1 DataBlockS MAUDT_ncl_Stuc Mool Boolean
SYM: STI500ET200MP station_1.PLC_1 DataBlockS MAUDT_inc Skuc MyBjte  Byte
SYM: STIS00ET200MP stalion_1.PLC_1 DataBlockS MyUDT_incd_Stuc MDINT  Int32
SYM: STISO0ET200MP station_1.PLC_1 DataBlockS MAUDT_incd_Stuc MyRleal  Floal

SYM: STISO0ET200MP station_1 PLC_1 DataBlockS MyUDT_nel_Stuc MySting  Sting. =
810 )
Address / | Type
SYM: S71500ET200MP station_1.PLC_1.DataBlockS MysecondStruc, DEFst Item?  Bookan
S'7TM:.5T1S00ET 200MP station_1.PLC_1.DataBlockS Mysting Shing
SYM:ST1S00ET200MP station_1 PLC_1 DataBlockS Mystru:. Sthirei Ira32
SYM: STIS00ET200MP station_1 PLC_1 D ataBlockS Mystrus SiEins Bookan
SYM:. 5715006 T200MP station_1.PLC_1. DataBilockS Mystruc. 56ier String
SYM: ST1S00ET200MP station_1.PLC_1.DataBlockS Mystruc. SEwei Eyte
SYM: STIS00ET200MP station_1 PLC_1.DataBlockS MyUDT _ined_Stiue MyBool Bookan
SYM: STISO0ET200MP station_1 PLC_1 DataBlockS MyUDT _mel_Stiuc MyBjte Byt
SYM:.571500E T 200MF stabion_1 PLC_1.DataBlockS MyUD T _incl_Stnac MyDINT Ir32
SYM: ST1S00ET200MP station_1.PLC_1.DataBlockS MyUDT _incd_Stuc MyReal Float
100

6. Click on OK to import the variables. The dialog is closed in the process.

7 Note on password-protected communication

You can set password protection:

RN N - | Module Rack St laddresms  Q eddress
-] PAATOW 120230VAC o o
5 il ) o 1
: L] 17
H b PROFNETimehcet O 11
r DI 16:24VDC HE_Y o 2 o
DQIEQ4VDCOSAST] @ 3 a1
o 4
1] -

[ | >
G Properties | "y Info | % Diagnostics

Genersl

+ PROFINET incerface [x1]
General Access level
Ethemet addresses
Time synchrenmten Sebect the access bevel for the FLC.
Operating mode

b Advenced cpsions
Wb servr access
Hardware identifer
sunup
cyele
Communication load
System and clock memery
System disgrostics
Wb server lu
Display. I Full accast (o protection):
:ﬁ :‘:::ne languages e it

+ Preaection
‘Connection mechanisms
Security evert

System power supply
Configuration contrel
Connection resources.
Ovenvew of addresses

Acos level Access permi

{8 Full access (ne protecson) ~
) head access v
() MM pccess ~
() Mo sccess fcomplate protection)

willhy T

Connection
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Note on password-protected communication ﬂ
zenon

The exchange of data with configured data continues to work:
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8 Redundant structure

You can allow redundant communication in that, on the zenon computer (Server 1 or Server 2), the

SIMATIC NET - Softnet-IE  program is installed. In this case, use localhost or 727.0.0.7 as the network
address in the driver dialog.

f - ™
Create new server conﬁg_ u

Communication settings |Advanoed settings I Cerﬁﬁates|

Discovery service

Discovery LURL
opc. tep:fflocalhost: 4850

Server information

Server name
OPC.SimaticMET. 570PT

Server URL
opc. tep:fflocalhost: 4850 - E]

User authentication

Username

Password

Security settings
Security policy
[None hd ]

Message security mode
[None hd ]

Error message

[ OK. ][ Cancel ] Apply Help

This way both servers have access to the communication. A second PC station must be configured in
the TIA project accordingly.
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