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WHICH TOOLS AND TECHNIQUES
DO POTENTIAL HACKERS USE?

The attackers’ toolbox

SOCIAL ENGINEERING OR HUMAN ERROR

EXPLOITATION OF EXTERNAL ACCESS

HUMAN

Unauthorized access to sensitive areas
of equipment, switching cabinets,
network components

Unauthorized access to production data

Careless use of the IT system

INFECTION WITH MALWARE

Office networks, intranet and/or external
hardware captured via the Internet

TECHNOLOGY

Unencrypted protocols

COMPROMISATION

From smartphones in the production
environment, extranet and/or cloud

O R G Q N I Z Q TI O N Access to data and processes via smartphone components
Outdated software systems and
a lack of security updates
Unsecured con gurations of network components
(routers, rewalls, switches, etc.) Control components directly IEC 62443
connected to the Internet NE USA
Insuf cient patch management What ElectriCRi:g g\ll'?;tg (/)Armoeric.an
Non-secure exchange of data Critical Infrastructure Plioiaetclgg n/) G
Insuf cient awareness of and inside the business networks ermany

German IT Security Act (often

too little expertise in IT security
also called the KRITIS Act)

in the company Connections for remote maintenance systems — g Ul d e I INes

are there?
ISO 27000

HACKER TYPES

WHITE HAT

No criminal motivation,
searching for security loopholes,
considered security researchers.

BLACK HAT

Criminal intent,
elite training,
experts in their eld.

GRAY HAT

Want to make people \
aware of security loopholes, = -
operate in a legal gray area.
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