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2. Introduction 

COPA-DATA received a report from Wibu Systems detailing several severe and also critical 

security vulnerabilities in different versions of the CodeMeter User Runtime software.  

The CodeMeter User Runtime Software is used by COPA-DATA products for its software 

license protection. 

The issues were addressed by Wibu Systems and a new version 7.21a has been made 

available by Wibu Systems, in which these issues were resolved. 

The CodeMeter User Runtime software is used for dongle and soft licensing by the zenon 

Editor / Engineering Studio, zenon Runtime / Service Engine, zenon Analyzer / Report Engine, 

zenon Web Server / Smart Server, zenon Logic Runtime / Logic Service and the straton 

Workbench / Logic Studio. This software is part of the installation of these software products, 

even when no dongle license is used. 

zenon versions 8.00 and higher exclusively use the CodeMeter User Runtime software from 

Wibu Systems and are affected by these vulnerabilities. 

zenon versions 8.00 and lower may use the CodeMeter User Runtime software from Wibu 

Systems and might be affected by these vulnerabilities. 

The zenon Analyzer / Reporting Engine exclusively uses the CodeMeter User Runtime 

software from Wibu Systems and is affected by these issues. 

3. Products affected 

Systems where the zenon Editor / Engineering Studio, zenon Runtime / Service Engine, zenon 

Analyzer / Reporting Engine, zenon Web Server / Smart Server, zenon logic Workbench / 

Logic Studio, or straton Workbench have been installed, may contain a version of the 

CodeMeter User Runtime software and might be affected by one or more of the reported 

vulnerabilities. 

Note: The CodeMeter User Runtime software may also be used by software products from 

other vendors. 
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4. Versions affected 

 All versions of CodeMeter User Runtime software are affected 

 zenon product versions 6.50 and newer are affected 

5. Vulnerability details 

The report by Wibu Systems contains the following vulnerabilities. Details are provided for 

each individual vulnerability. 

  CVE-2021-20093 

  CVE-2021-20094 

CVE-2021-20093:  

CodeMeter Runtime Network Server: Heap Leak and Denial of Service 

CVSS v3.1 base score and vector:  

A CVSS base score of 9.1 has been calculated for this vulnerability.  

The corresponding CVSS v3.1 vector:  

https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H 

Additional information 

The vulnerability is present on all systems with a vulnerable version of the CodeMeter User 

Runtime software installed. An attacker could send specially crafted packets that can result in 

a crash of the CodeMeter.exe and potentially allow code execution. 

Wibu Systems also provides additional information through the following link: 

Security Advisories: Wibu-Systems 

 

https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H
https://www.wibu.com/de/support/security-advisories.html
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Mitigations 

Restrict (bind) the CodeMeter User Runtime software to the localhost only, to avoid exposure 

over the network. Only an update of the CodeMeter User Runtime software can fully resolve 

this vulnerability. 

Remediation 

Update the CodeMeter User Runtime software to version 7.21a or higher. 

CVE-2021-20094:  

CodeMeter Runtime CmWAN Server: Denial of Service (DoS) 

CVSS v3.1 base score and vector:  

A CVSS base score of 7.5 has been calculated for this vulnerability.  

The corresponding CVSS v3.1 vector:  

https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H 

Additional information 

The vulnerability is normally not present on systems with zenon components that have installed 

a vulnerable version of the CodeMeter User Runtime software, except when the CmWan 

Server has been explicitly enabled after installation.  

When the CmWan Server has been explicitly enabled, or when another software application 

making use of the CodeMeter User Runtime software on the system has enabled this option, 

a system may be vulnerable to this security issue. 

Wibu Systems also provides additional information through the following link: 

Security Advisories: Wibu-Systems 

https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://www.wibu.com/de/support/security-advisories.html
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Mitigations 

Check if the CmWan feature is enabled and disable if this feature is not enabled. zenon 

components do not make use of the CmWan feature. 

Remediation 

Update the CodeMeter User Runtime software to version 7.21a or higher. 
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6. Patch Availability 

Wibu Systems provides an updated version 7.21a of the CodeMeter User Runtime software, 

which addresses the reported vulnerabilities. 

The “CodeMeter User Runtime for Windows” software can be downloaded via this link:  

https://www.wibu.com/support/user/downloads-user-software.html 

7. Known issues 

- 

8. Mitigation 

See section 5 for mitigation options for each individual vulnerability 

9. Remediation 

9.1. Recommendations 

COPA-DATA recommends that asset owners and system integrators perform a risk 

assessment to identify whether the updated version of the CodeMeter User Runtime software 

shall be installed or not  

Considering the criticality of the issues reported, COPA-DATA follows the advice of Wibu 

Systems and recommends installing the update as soon as possible.  

COPA-DATA recommends testing the updated version of the CodeMeter User Runtime 

software in a test environment to verify a normal operation of the system according to project-

specific configuration and hardware environment, prior to installing the patch in a production 

environment.  

COPA-DATA recommends that a contingency plan is in place to roll back the installation of the 

updated version in case of any unexpected issues with the production environment after the 

installation.  

https://www.wibu.com/support/user/downloads-user-software.html
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9.2. Update Procedure 

For existing installations using a CodeMeter License it is necessary to download the updated 

CodeMeter User Runtime software for Windows version from Wibu Systems and install this 

version on the affected systems in order to resolve the security vulnerabilities. (See Patch 

Availability for the link) 

The installer of the CodeMeter User Runtime software for Windows is capable of updating an 

existing installation. It is not required to uninstall the existing CodeMeter User Runtime 

software for Windows first.  

Close all applications during the installation of the updated CodeMeter User Runtime software 

for Windows. 

Unplug CodeMeter dongles prior to installing the updated CodeMeter User Runtime software 

for Windows.  

If prompted, perform a restart of the system in order to complete the update successfully. A 

restart of the system, even if not prompted, is recommended. 

When the CodeMeter License is used as a local license (most likely scenario) and not as a 

network license, it is not required to configure the CodeMeter Runtime as a CodeMeter 

Runtime Server. 

The CodeMeter User Runtime software is compatible with current and previous Windows 

versions. 

10. Installation Media 

For versions zenon 8.00 and newer, COPA-DATA will be providing updated versions of the 

.ISO and .BIN downloads on the COPA-DATA website that include the updated version of the 

CodeMeter User Runtime software. These .ISO and .BIN files can be used for new 

installations. 
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COPA-DATA will be providing an up-to-date version of the USB drives with new licenses that 

include the updated version of the CodeMeter software, for versions 8.00 and higher. 

Note regarding existing installations: 

While updated installation media contain an updated version of the CodeMeter User Runtime 

software, the CodeMeter User Runtime software is only installed when no previous CodeMeter 

Runtime Software exists on the system.  

Uninstalling and installing zenon again using the updated installation media will not result in 

an updated CodeMeter Runtime Software. In this case, either uninstall CodeMeter Runtime 

Software explicitly after uninstalling zenon, or manually install the current CodeMeter Software 

version 7.21a. 

If any other software was installed before the installation of a zenon product that also makes 

use of the CodeMeter User Runtime software, the installation of zenon may not update the 

existing CodeMeter User Runtime software. In this case, a manual installation of the updated 

version is required. 

Please contact your COPA-DATA representative if you have any questions on updating or 

replacing your existing installation media. 

11. General recommendations 

In general, COPA-DATA recommends restricting local physical access to authorized people 

only. Network communication shall be restricted to allow only those connections that are 

required.  

Using VLANs and firewalls to segment network traffic and create zones and conduits reduces 

the exposure of vulnerable systems and allows access to a CodeMeter Runtime Server to be 

restricted to only those systems that are in fact using a network dongle. It is recommended 

that systems hosting a CodeMeter Runtime Server are not facing external networks. 

COPA-DATA further recommends using application whitelisting to restrict execution of 

applications to only those applications that are required for the operation of the system. 



Acknowledgements 

 

    10 
 

12. Acknowledgements  

COPA-DATA wishes to thank Wibu Systems for announcing the publication of these issues to 

their partners. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

© Ing. Punzenberger COPA-DATA GmbH.  

All rights reserved. This document is protected by copyright and may not be reproduced, utilized or photocopied in 

any form or by any means without permission in writing from Ing. Punzenberger COPA-DATA GmbH. The technical 

data contained herein have been provided solely for informational purposes and are not legally binding. The COPA-

DATA logo, zenon, zenon Analyzer, zenon Supervisor, zenon Operator, zenon Logic and straton are registered 

trademarks of Ing. Punzenberger COPA-DATA GmbH. All other brands and product names may be the trademarks 

or registered trademarks of their representative owners. Subject to change, technical or otherwise. 


